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Preface

This VPN Client Administrator Guide tells you how to set up the Cisco VPN Client for users. This
manual supplements the information provided in accompanying documentation for the Cisco VPN
devices that work with the VPN Client.

The VPN Client comprises the following applications:
- VPN Dialer—Connects a user to a Cisco VPN device
» Log Viewer—Captures, filters, and displays messages generated by the VPN Client
» Certificate Manager—L ets you enroll for and manage certificates

« Uninstall VPN Client—L ets you remove the VPN Client software from your system (for
Install Shield installation only)

» SetMTU—Letsyou manually change the size of the maximum transmission unit (see “ Changing the
MTU Size")

For information about how to use these applications, see the VPN Client User Guide.
In this user guide, the term Cisco VPN device refers to the following Cisco products:
« Cisco VPN 3000 Series Concentrator
« Cisco VPN 5000 Series Concentrator
» Cisco Secure PIX Firewall devices

« 10OS platform devices, such as the Cisco 7100 Series Routers

Audience

We assume you are an experienced system administrator or network administrator with appropriate
education and training, who knows how to install, configure, and manage internetworking systems. You
should be familiar with Windows system configuration and management.

VPN Client Administrator Guide
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Organization

The VPN Administrator Guide is organized as follows:

Chapter

Title

Description

Chapter 1

Configuration Information for an
Administrator

Explains how to configure a VPN 3000
Concentrator for remote access from a
VPN Client, personal firewalls, local
LAN access, backup servers, NAT-T.
Also describes how to configure a VPN
Client to work with Entrust Entelligence
and smart cards.

Chapter 2

Preconfiguring the VPN Client for
Remote Users

Shows how to create global and user
profiles.

Chapter 3

Configuring Automatic VPN
Initiation

Describes auto initiation and how to
configure the vpnclient.ini file for auto
initiation.

Chapter 4

Using the VPN Client
Command-Line Interface

Explains how to use the command-line
interface (CLI) to connect to a VPN
device, how to disconnect from a VPN
device, and how to get status information
from a VPN device. You can use these
commands in batch mode.

Chapter 5

Customizing the VPN Client
Software

Describes how to use your own names
andiconsfor the VPN Client applications
instead of Cisco Systems names. Also
describes how to install and reboot the
VPN Client software without user
interaction, called silent mode.

Chapter 6

Troubleshooting and Programmer
Notes

Lists a few troubleshooting techniques.
Describes how to use the SetMTU
application.

Chapter 7

Windows Installer (MSI)
Information

Lists the differences between
InstallShield and M SI, describes
alternative ways to start MSI, explains
logging and upgrading.

] VPN Client Administrator Guide
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Related Documentation

Related Documentation

The VPN Client User Guide for Windows explains to Client users how to install the VPN Client for
Windows software, configure connection entries, connect to Cisco VPN devices, manage VPN
connections, and enroll for digital certificates. Also the VPN Client includes an online HTML-based
help system that you can access through a browser in several ways: clicking the Help icon on the Cisco
Systems VPN Client programs menu (Start>Programs>Cisco Systems VPN Client>Help), pressing F1
while using the applications, or clicking the Help button on screens that include it.

To view the latest version of the VPN Client documentation on the Cisco Web site, go to the following
site and click on VPN Clients.

http://www.cisco.com/univercd/cc/td/doc/product/vpn/index.htm.

VPN 3000 Series Concentrator Documentation

The VPN 3000 Concentrator Series Getting Started guide explains how to unpack and install the VPN
3000 Concentrator, and how to configure the minimal parameters. Thisis known as Quick Config.

The VPN 3000 Series Concentrator Reference Volume |: Configuration explains how to start and use the
VPN 3000 Concentrator Manager. It details the Configuration screens and explains how to configure
your device beyond the minimal parameters you set during quick configuration.

The VPN 3000 Series Concentrator Reference Volume I1: Administration and Monitoring provides
guidelines for administering and monitoring the VPN 3000 Concentrator. It explains and defines all
functions available in the Administration and Monitoring screens of the VPN 3000 Concentrator
Manager. Appendixes to this manual provide troubleshooting guidance and explain how to access and
use the alternate command-line interface.

The VPN 3000 Concentrator Manager (the Manager) also includes online help that you can access by
clicking the Help icon on the toolbar in the Manager window.

Other References

Other useful references include:
« Cisco Systems, Dictionary of Internetworking Terms and Acronyms. Cisco Press: 2001.

« \irtual Private Networking: An Overview. Microsoft Corporation: 1999. (Available from Microsoft
website.)

« ww.ietf.org for Internet Engineering Task Force (IETF) Working Group drafts on | P Security
Protocol (1PSec).

« ww. what i s. com aweb reference site with definitions for computer, networking, and data
communication terms.

| 78-14739-01
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M Conventions

Conventions

This document uses the following conventions:

Convention Description

boldface font User actions and commands are in boldface.

italic font Arguments for which you supply values are in italics.

screen font Terminal sessions and information the system displays
areinscreen font.

bol df ace screen Information you must enter isin bol df ace screen font

font in the command-lineinterface (for example, vpncl i ent
stat).

italic screen font Arguments for which you supply values areinitalic
screen font.

Notes use the following conventions:

Note  Meansreader take note. Notes contain helpful suggestions or references to material not
covered in the publication.

Cautions use the following conventions:

A

Caution ~ Means reader be careful. Cautions alert you to actions or conditions that could result in
equipment damage or loss of data.

Data Formats

Asyou configure and manage the system, enter data in the following formats unless the instructions
indicate otherwise:

Type of Data Format

IP Addresses I P addresses use 4-byte dotted decimal notation (for example,
192. 168. 12. 34); asthe exampleindicates, you can omit leading zerosin abyte
position.

Subnet Masks and Subnet masks use 4-byte dotted decimal notation (for example,

Wildcard Masks 255. 255. 255. 0) . Wildcard masks use the same notation (for example,
0. 0. 0. 255) ; as the example illustrates, you can omit leading zeros in a byte
position.

MAC Addresses MAC addresses use 6-byte hexadecimal notation (for example,
00. 10. 5A. 1F. 4F. 07).

Hosthames Hostnames use | egitimate network hosthame or end-system name notation (for
example, vPNo1) . Spaces are hot allowed. A hostname must uniquely identify
a specific system on a network.

VPN Client Administrator Guide
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Type of Data Format

Text Strings Text strings use upper- and lower-case al phanumeric characters. Most text
strings are case-sensitive (for example, simon and Simon represent different
usernames). In most cases, the maximum length of text stringsis 48
characters.

Port Numbers Port numbers use decimal numbers from 0 to 65535. No commas or spaces are
permitted in a number.

VPN Client Administrator Guide
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M Obtaining Documentation

Obtaining Documentation

These sections explain how to obtain documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at this URL:
http://www.cisco.com
Translated documentation is available at this URL:

http://www.cisco.com/public/countries_|anguages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM
package, which is shipped with your product. The Documentation CD-ROM isupdated monthly and may
be more current than printed documentation. The CD-ROM package is available as a single unit or
through an annual subscription.

Ordering Documentation

You can order Cisco documentation in these ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Networking Products M arketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

» Registered Cisco.com users can order the Documentation CD-ROM through the online Subscription
Store:

http://www.cisco.com/go/subscription

« Nonregistered Cisco.com users can order documentation through alocal account representative by
calling Cisco Systems Corporate Headquarters (California, U.S.A.) at 408 526-7208 or, elsewhere
in North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can submit comments electronically on Cisco.com. In the Cisco Documentation home page, click
the Fax or Email option in the “Leave Feedback” section at the bottom of the page.

You can e-mail your comments to bug-doc@cisco.com.

You can submit your comments by mail by using the response card behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

VPN Client Administrator Guide
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Obtaining Technical Assistance

We appreciate your comments.

Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com as a starting point for all technical assistance. Customers and partners can
obtain online documentation, troubleshooting tips, and sample configurations from online tools by using
the Cisco Technical Assistance Center (TAC) Web Site. Cisco.com registered users have complete
access to the technical support resources on the Cisco TAC Web Site.

Cisco.com is the foundation of a suite of interactive, networked services that provides immediate, open
access to Cisco information, networking solutions, services, programs, and resources at any time, from
anywhere in the world.

Cisco.com is a highly integrated Internet application and a powerful, easy-to-use tool that provides a
broad range of features and services to help you with these tasks:

» Streamline business processes and improve productivity

» Resolve technical issues with online support

- Download and test software packages

» Order Cisco learning materials and merchandise

« Register for online skill assessment, training, and certification programs

If you want to obtain customized information and service, you can self-register on Cisco.com. To access
Cisco.com, go to this URL:

http://www.cisco.com

Technical Assistance Center

The Cisco Technical Assistance Center (TAC) isavailableto all customerswho need technical assistance
with a Cisco product, technology, or solution. Two levels of support are available: the Cisco TAC
Web Site and the Cisco TAC Escalation Center.

Cisco TAC inquiries are categorized according to the urgency of the issue:

« Priority level 4 (P4)—You need information or assistance concerning Cisco product capabilities,
product installation, or basic product configuration.

« Priority level 3 (P3)—Your network performance is degraded. Network functionality is noticeably
impaired, but most business operations continue.

- Priority level 2 (P2)—Your production network is severely degraded, affecting significant aspects
of business operations. No workaround is available.

« Priority level 1 (P1)—Your production network isdown, and acritical impact to business operations
will occur if serviceis not restored quickly. No workaround is available.

The Cisco TAC resource that you choose is based on the priority of the problem and the conditions of
service contracts, when applicable.

| 78-14739-01
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M Obtaining Technical Assistance

Cisco TAC Web Site

You can use the Cisco TAC Web Site to resolve P3 and P4 issues yourself, saving both cost and time.
The site provides around-the-clock access to online tools, knowledge bases, and software. To accessthe
Cisco TAC Web Site, go to this URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have a valid Cisco service contract have complete access to
the technical support resources on the Cisco TAC Web Site. The Cisco TAC Web Site requires a
Cisco.com login ID and password. If you have avalid service contract but do not have alogin ID or
password, go to this URL to register:

http://www.cisco.com/register/

If you are a Cisco.com registered user, and you cannot resolve your technical issues by using the Cisco
TAC Web Site, you can open a case online by using the TAC Case Open tool at this URL:

http://www.cisco.com/tac/caseopen

If you have Internet access, we recommend that you open P3 and P4 cases through the Cisco TAC
Web Site.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority level 2 issues. These
classifications are assigned when severe network degradation significantly impacts business operations.
When you contact the TAC Escalation Center with a P1 or P2 problem, a Cisco TAC engineer
automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country, go to this URL:
http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the level of Cisco support
services to which your company is entitled: for example, SMARTnet, SMARTnet Onsite, or Network
Supported Accounts (NSA). When you call the center, please have available your service agreement
number and your product serial number.

VPN Client Administrator Guide
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CHAPTER 1

Configuration Information for an Administrator

This chapter providesinformation to a network administrator that supplementsinformation that the VPN
Client User Guide for Windows and the VPN 3000 Series Concentrator Reference Volume I:
Configuration manual contain.

This chapter includes the following major topics:
« VPN 3000 Series Concentrators Configuration Information
« Configuring Entrust Entelligence for the VPN Client
« Setting up the VPN Client for Authentication using Smart Cards

VPN 3000 Series Concentrators Configuration Information

We recommend that you carefully read the chapter on “User Management,” VPN 3000 Series
Concentrator Reference Volume |: Configuration. The “User Management” chapter contains complete
information on setting up remote users to connect through the IPSec tunnel, and also explains how to
use features such as setting up a client banner, firewalls, split tunneling, and so on.

This section covers the following tasks:
« Configuring a VPN 3000 Concentrator for Remote Access Users
« Configuring VPN Client Firewall Policy
« Notifying Remote Users of a Client Update
» Setting up Local LAN Access for the VPN Client
« Configuring the VPN Concentrator for Client Backup Servers
- Configuring NAT Traversal for the VPN Client

Configuring a VPN 3000 Concentrator for Remote Access Users

Before VPN Client users can access the remote network through a VPN 3000 Concentrator, you must
complete the following tasks on the VPN 3000 Concentrator:

- Complete all the stepsin quick configuration, as a minimum.
» Create and assign attributes to an | PSec group.
« Create and assign attributes to VPN Client users as members of the IPSec group.

VPN Client Administrator Guide
[ 78-14739-01 .m



Chapter 1 Configuration Information for an Administrator |

B VPN 3000 Series Concentrators Configuration Information

« Configure VPN Client users who are using digital certificates instead of pre-shared keys for
authentication.

Completing Quick Configuration

For stepsin quick configuration, refer to VPN 3000 Series Concentrator Getting Started or Quick
Configuration online help.

Be sure to perform the following tasks.

« Configure and enable both Ethernet interfaces 1 and 2 (Private and Public) with appropriate IP
addresses and filters.

« Configure a DNS server and default gateway.

- Enable IPSec as one of the tunneling protocols (the default).

- Enter agroup name and password for an |PSec group.

« Configure at least one method for assigning user |P addresses.

« Configure authentication servers for group and user authentication. These instructions assume the
internal server for both, but you can set up any of the external serversinstead.

« Savethe configuration.

Creating an IPSec Group

Step 1

Step 2

Step 3
Step 4

During the Quick Configuration, you can automatically create an IPSec group. If you want to add an
IPSec group or modify one, follow the procedure in this section.

Refer to “User Management” in the VPN 3000 Series Concentrator Reference Volume I: Configuration,
or the online help, for details on configuring groups.

You may want to set base-group attributes before you create an | PSec group; see the Configuration | User
Management | Base Group screen. We suggest you carefully review the General Parameters and | PSec
Parameters on that screen. If you use external user authentication, base-group attributes are especially
important since they govern all attributes that the external server does not return.

The VPN Client uses the IPSec protocol for creating and using secure tunnels. IPSec has two
authentication phases: first for the group, then for the user. These instructions assume that you are using
the VPN 3000 Concentrator internal authentication server for both group and user authentication.

Use the Configuration | User Management | Groups | Add screen to create an |PSec group:

Under the I dentity tab, enter a Group Name and Password. VPN Client users need these to configure and
connect with the VPN Client; see “Gathering Information You Need” in VPN Client User Guide for
Windows, Chapter 2.

Next, select a method of authentication. The Type parameter determines the group authentication
method, Internal or External. Internal groups are configured on the VPN Concentrator. If you select
External, you must configure an external RADIUS server to authenticate and return appropriate group
attributes.

Under the General tab | Tunneling Protocols, be sure IPSec is checked.

Under the IPSec tab | IPSec SA, select ESP-3DES-M D5 to require Triple-DES authentication.
Alternatively, you could choose ESP-DES-M D5, which uses DES authentication and provides a
minimum level of security. Or, to use AES, select one of the AES protocoals, such as ESP-AES128-SHA.
AES is the most secure.

VPN Client Administrator Guide
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Configuration Information for an Administrator

Step 5

Step 6

Step 7

VPN 3000 Series Concentrators Configuration Information 1l

S
Note  To create or customize the Security Association (SA), see the Configuration | Policy
Management | Traffic Management | Security Associations screens.

Under |PSec > Authentication, choose the method you use for the members of the group; for example,
Internal or RADIUS. If you choose an authentication method other than None or Internal, be sure to
configure the external authentication server appropriately and supply users with the appropriate
information for installing the VPN Client.

Torequire usersto enter apassword each timethey log in, we suggest that you not check Allow Password
Storage on Client, which is on the Client Config tab. Not checking this parameter provides greater
security.

To add the group, click Add, and then save the configuration.

Creating VPN Client User Profiles

Step 1

Step 2
Step 3

Step 4

For details on configuring VPN Client users within a group, see “User Management,” in the VPN 3000
Series Concentrator Reference Volume |: Configuration.

Use the Configuration | User Management | Users | Add or Modify screen to configure a VPN Client
user:

Enter a User Name, Password, and Verify Password. VPN Client users need a user name and password
to authenticate when they connect to the VPN Concentrator; see “ Gathering Information You Need” in
VPN Client User Guide for Windows, Chapter 2.

Under Group, select the group hame you configured under the section “Creating an IPSec Group.”

Carefully review and configure other attributes under General and | PSec. Note that if you are adding a
user, the Inherit? checkboxes refer to base-group attributes; if you are modifying a user, the checkboxes
refer to the user’s assigned-group attributes.

Click Add or Apply, and save the configuration.

Configuring VPN Client Users for Digital Certificate Authorization

Use the following procedure to configure the VPN 3000 Concentrator for | PSec client connections using
digital certificates.

- Activatean IKE SA.
» Configure a security association (SA) to use the VPN 3000 Concentrator’s identity certificate.
- Create anew group for clients connecting with certificates.
- Add VPN Client users to the new group.
» For details refer to the VPN 3000 Series Concentrator Reference Volume I Configuration:
— On configuring IKE proposals, see “ Tunneling Protocols.”
— On configuring SASs, see “Policy Management.”

— On configuring groups and users, see “User Management.”

| 78-14730-01
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B VPN 3000 Series Concentrators Configuration Information

Step 1

Step 2

Step 3

Step 4

Follow these steps:

Use the Configuration | System | Tunneling Protocols | IPSec | IKE Proposals screen to activate an IKE
proposal for certificates:

a. Activate one of the IKE protocols such as CiscoVPNClient-3DES-MD5-RSA-DH5,
CiscoVPNClient-S3DES-SHA-DSA-DHS5, or CiscoVPNClient-AES128-SHA.

S,
Note  To use AES, move the AES proposal(s) to the top of the list. You must be running Release 3.6
of the VPN Client software to use AES

b. If you do not want to modify one of the standard proposals, copy an active proposal and giveit a
new name; for example, copy the IKE-3DES-MD5 and nhameit “ IKE-Proposal for digital certificate
use.”

c. Click Security Associations, which takes you to the next step.

Use the Configuration | Policy Management | Traffic Management | Security Associations screen to
create anew SA. You can use the Security Associations link on the IKE Proposals screen.

a. Add anew SA. For example, name it “Security association for digital certificate use.”

b. Change the Digital Certificates parameter to identify the VPN 3000 Concentrator’s digital
certificate. Thisisthe only field that you need to change.

Usethe Configuration | User Management | Groups| Add or Modify screen to configure agroup for using
digital certificates:

a. To usethe Organizational Unit to configure the group, under the Identity tab, enter a group name
that is the same as the OU field of the certificate(s) for this group. For example, if the OU in the
VPN Client certificate is Finance, you would enter Finance as the group name. The OU isafield of
the ASN.1 Distinguished Name (DN). Enter password and verify it.
or
Alternatively, you can configure apolicy for certificate group matching. To use this approach, go to
Configuration | Policy Management | Certificate Group Matching | Policy. For instructions on
creating rules, see VPN 3000 Series Concentrator Reference |: Configuration for this section or
refer to online help.

b. Under the IPSec tab > IPSec SA, select the IPSec SA you created in step 2; for example, “ Security
association for digital certificate use.”

c¢. Under IPSec tab > Authentication, select the method you use for user authentication; for example,
Internal. If you select an external authentication method, such as RADIUS, be sure to configure the
external authentication server appropriately and supply users with the appropriate entries for the
“Gathering the Information You Need” section in Chapter 2.

d. Click Add or Apply, and save the configuration.

Use the Configuration | User Management | Users | Add or Modify | Identity screen to configure VPN
Client users for digital certificates:

a. Asthegroup name, enter the group you have set up in step 3 as the group parameter; continuing the
example, you would enter Fi nance.

b. Click Add or Apply, and save the configuration.
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Configuring VPN Client Firewall Policy

Overview

To provide a higher level of security, the VPN Client can either enforce the operation of a supported
firewall or receive apushed down stateful firewall policy for Internet bound traffic. Thissectionincludes
the following topics:

« how firewalls work with the VPN Client
- list of the personal firewall products that the VPN Client can enforce for Internet traffic

» how to configure a stateful firewall policy on a VPN Concentrator for the VPN Client to enforce

This section summarizes how anetwork administrator can control personal firewall featuresfrom aV PN
3000 Concentrator operating as the Secure Gateway communicating policy information to the VPN
Client running on a Windows platform.

Optional versus Required Configuration Option

The VPN Concentrator can require that a VPN Client use a designated firewall configuration or make

this configuration optional . Making adesignated firewall configuration optional givesaV PN Client user
achancetoinstall the desired firewall on the client PC. When the VPN Client triesto connect, it notifies
the VPN Concentrator about any firewallsinstalled on the client PC. The VPN Concentrator sends back
information about what firewall the VPN Client must use. If the firewall configuration is optional, the
VPN Concentrator can notify the VPN Client that there is a mismatch but still allow the VPN Client to
establish atunnel. The optional feature thus lets the network administrator of the VPN Client maintain
the tunneled connection while obtaining and installing the required firewall.

Stateful Firewall (Always On)

Note

The VPN Client configuration option Stateful Firewall (Always On) is enabled onthe VPN Client. This
configuration option is not negotiated. The policy is not controlled from the VPN Concentrator. The
VPN Client user enablesthis option on the VPN Client under the Options menu or while the VPN Client
is active by right-clicking on the VPN Client icon and selecting the option.

When enabled, this feature allows no inbound sessions from all networks, whether or not a VPN
connection isin effect. Also, the firewall is active for both tunneled and nontunneled traffic. Users who
enable this feature cannot have a server running on their PC and their system can no longer respond to
PING requests. There are two exceptionsto allowing no inbound traffic. Thefirst is DHCP, which sends
requests to the DHCP server out one port but receives responses from DHCP through a different port.
For DHCR, the stateful firewall allows inbound traffic. The second is ESP (VPN data). The stateful
firewall allows ESP traffic from the secure gateway, because ESP rules are packet filters and not
session-based filters.

Stateful Firewall (Always On) is the most basic VPN Client firewall and provides the highest level of
security. However, it is also the least flexible, since it blocks almost all incoming traffic and does not
allow outbound traffic to be limited.

The Always On personal firewall allows inbound access from the internal (tunneled) network to ensure
that your internal applicationswork properly, whilestill providing additional protection for nontunneled
traffic.

| 78-14730-01

VPN Client Administrator Guide |



Chapter 1 Configuration Information for an Administrator |

B VPN 3000 Series Concentrators Configuration Information

Cisco Integrated Client

The VPN Client on the Windows platform includes a stateful firewall that incorporates Zone Labs
technology. This firewall is used for both the Stateful Firewall (Always On) feature and the Centralized
Protection Policy (see “ Centralized Protection Policy (CPP)”). This firewall is transparent to the VPN
Client user, and is called “ Cisco Integrated Client Firewall” or CIC. While the “ Always On” option lets
the VPN Client user choose to have basic firewall protection in effect, CPP lets an administrator define
rules to enforce for inbound/outbound Internet traffic during split tunneling operation. Since tunnel
everything already forces all traffic back through the tunnel, CPP is not used for tunnel everything.

Centralized Protection Policy (CPP)

Centralized Protection Policy (CPP) also known as firewall push policy, lets a network administrator
define a set of rulesfor allowing or dropping Internet traffic while the VPN Client istunneled in to the
VPN Concentrator. A network administrator definesthis policy on the VPN Concentrator, and the policy
issent to the VPN Client during connection negotiation. The VPN Client passes the policy to the Cisco
Integrated Client, which then enforces the policy. If the client user has already sel ected the “ Always On”
option, any more restrictive rules are enforced for Internet traffic while the tunnel is established. Since
CIC includes a stateful firewall module, most configurations block all inbound traffic and permit either
all outbound traffic or traffic through specific TCP and UDP ports outbound. CIC, Zone Alarm, and
Zone Alarm Pro firewalls can assign firewall rules. CPP rules are in effect during split tunneling and
help protect the VPN Client PC from Internet attacks by preventing servers from running and by
blocking any inbound connections unless they are associated with outbound connections.

CPP provides more flexibility than the Stateful Firewall (Always On) feature, since with CPP, you can
refine the ports and protocols that you want to permit.

Policy Configured on the Remote PC—Personal Firewall Enforcement

As an alternative to CPP, a network manager can define policy on the personal firewall that isinstalled
on the same PC as the VPN Client. This approach accommodates situations where there is already a
firewall set up and in use on the PC. The VPN Client then polls the personal firewall every 30 seconds
to make sureit isrunning and if it is not, terminates the secure connection to the VPN Concentrator. In
this case, the VPN Concentrator does not definethefirewall policy. The only contact the VPN Client has
with the firewall ispolling it to ascertain that it is running, a capability known as Are You There (AYT).
ZoneAlarm, ZoneAlarm Pro, and Blacklce can al use AYT.

Zone Labs Integrity Agent and Integrity Server (IA/IS)

The Zone Labs Integrity solution secures remote PCs on Windows platforms. This featureis a
client/server solution that comprises four components:;

Integrity Server (1S)—Ilocated on a central organization’s network, | S maintains policiesfor the firewall
on the remote VPN Client PCs. A network manager defines the policy on the IS, the IS downloads the
policy to the Integrity Agent (IA) on the remote PC through a secure tunnel activated through the VPN
Concentrator. The IS monitors the PC to ensure enforcement of the policy. The IS also communicates
with the VPN Concentrator to establish/terminate connections, exchange session and user information,
and report status information.

Integrity Agent (IA)—on the remote PC enforces the protection policies it receives from IS and
communicates with IS to exchange policy and status information. The IA also communicates with the
VPN Client on the remote PC to obtain server addresses and to exchange status information with the
VPN Concentrator.
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VPN Concentrator—provides the means for configuring firewall functionality by group. It reports the
IS's IP address and other VPN session-related information to the VPN Client, which passesit on to the
IA. The VPN Concentrator also communicates with the I Sto establish and terminate sessions, exchange
session and user information, and request and acquire authentication status.

VPN Client—on the remote PC gets the | S addresses and information from the VPN Concentrator and
passesit to the IA. The VPN Client also gets and reports status information from the | A and terminates
sessions.

Once the connection is up and IS has communicated the firewall policy to IA, then 1Sand IA keepin
touch though a heartbeat mechanism.

Table 1-1 Summary and Comparison of Firewall Configurations

Product/Policy

Where Defined

Security/Flexibility

What it Does/When Used

Stateful Firewall |VPN Client Option Blocks all unauthorized |Blocks all inbound traffic, all
(Always on) inbound traffic; least networks with few exceptions.
flexible (no application
awareness)
Centralized Policy pushed; central |Centrally controlled. Used with split tunneling to
Protection Policy |control Determined by traffic  |protect VPN Client PC and
(CPP) with Cisco filtersand rules defined |private network from incoming
Integrated Client on VPN Concentrator  |traffic from the Internet. (Tunnel
(CIC) everything already blocks all

nontunneled traffic.)

ZoneAlarm and
ZoneAlarm Pro
with CPP

Policy pushed; central
control

Centrally controlled.
Determined by traffic
filters and rules defined
on VPN Concentrator

Used with split tunneling to
protect VPN Client PC and
private network from
unauthorized incoming and
outbound traffic from/to the
Internet when atunnel is active.

ZoneAlarm and
ZoneAlarm Pro

Blacklce
Agent/Defender

Policy defined on
VPN Client PC
(AYT)

Determined by traffic
filters and rules defined
on VPN Client PC

Used when personal firewall is
installed on the VPN Client and
policy isnot pushed. No specific
policy is enforced.

Client/Server
Firewall—Zone
Labs Integrity

Policy pushed from
Integrity Server (1S)

Most secure and
flexible central control
of firewall policies.

Enforces centralized corporate
role-based policies on the VPN
Client PC. Lets administrator
monitor and enforce application
control and prevent unauthorized
inbound/outbound traffic.
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Firewall Configuration Scenarios

This section shows three sample firewall configurations. Each diagram shows the parameter settingsin
effect on the VPN Concentrator as well as the firewall product and policy in effect on the VPN Client.

Cisco Integrated Client
Figure 1-1 showsatypical configuration for Cisco Integrated Client, in which the policy (CPP) is pushed

to the VPN Client. This policy blocks inbound traffic from the Internet while split tunneling isin use.
Traffic from the private network is not blocked, however.

Figure 1-1  Cisco Integrated Client
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Remote Firewall

Figure 1-2 shows a configuration in which the policy is set up on a personal firewall on the PC. In this
case, Are You There (AYT) isthe policy. The VPN Client polls the firewall every 30 seconds to ensure
that it is still running and if it is not, the VPN Client terminates the session.
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Figure 1-2 Remote Firewall Determines Policy
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Client/Server Approach

Figure 1-3 shows a sample configuration for Zone Labs Integrity.

Figure 1-3  Client/Server—Integration With Zone Labs Integrity Server
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Defining a Filter and Rules to Use with Firewalls for CPP

Step 1

Step 2

Step 3

Step 4

When you want the VPN Concentrator to push the firewall policy to the VPN Client, you must first
define the policy on the VPN Concentrator. To do this you need to create afilter and add rules to the
filter on the public network. The VPN 3000 Concentrator provides a default filter you can use for CPP
by selecting it from the menu. The name of thisfilter is“Firewall Filter for VPN Client (Default)”. This
filter allows all outbound traffic and drops all inbound traffic.

Firewall filters are session filters, rather than packet filters. This means that for an “allow all
outbound/drop all inbound” rule, the CPP policy lets inbound responses come from outbound sessions
only from IP protocols TCP, UDP, and ICMP. These protocols are the only protocols that are “ stateful .”
M ost administratorswill want to use arulethat blocks all inbound traffic and either permitsall outbound
traffic or limits outbound traffic to specific TCP and UDP ports. For complete information on creating
filters and adding rules in general, see VPN 3000 Series Concentrator Reference Volume I:
Configuration, Configuration | Policy Management | Traffic Management.

Example 1-1  Creating a Filter for a Firewall Policy allowing the VPN Client to Act as a Web Server

This example shows step-by-step how to add afilter that allows outbound traffic to any protocol and to
allow inbound traffic from HTTP but none of the other protocols. In thisway, you can enable your VPN
Client to become a Web server.

First, create arule that allows inbound traffic only from HTTP. To do this, go to Configuration | Policy
Management | Traffic Management | Rules.

Click Add

a. For the Rule Name, enter the name, such as FW Al | ow i nconi ng HTTP.
b. For Action, choose Forward.

c. For Protocol, choose TCP.

d. For TCP/UDP Destination Port, choose HT T P(80).

e. Click Add.

Next add afilter that drops all inbound traffic except from HT TP but forwards any outbound traffic while
connected through atunnel. To do this, under Traffic Management, click Filters.

a. Click the Add Filter box.

b. Enter the filter name, such as Fw Al | ow | nconi ng HTTP, and select the defaults for the remaining
parameters.

c. Click Add, which brings up the Actions screen.

d. Onthisscreen, highlight the rule you madein Step 2 and click Add to move it to the Current Rules
in Filter column. Do the same for the Any Out (forward/out) rule.

e. Click Done.
Save the configuration.
Thisfilter now is available under Base Group and Groups for you to select for the CPP policy.

VPN Client Administrator Guide
m. 78-14739-01 |



| Chapterl

Configuration Information for an Administrator

VPN 3000 Series Concentrators Configuration Information 1l

Configuring the VPN 3000 Concentrator to Enforce Firewall Usage on the VPN Client

Step 1

Step 2

Step 3
Step 4

Step 5

This section shows how to configure the VPN Concentrator to require the VPN Client to enforce the use
of a personal firewall on the VPN Client PC. On the VPN 3000 Concentrator side, you configure the
Base Group or a specific group of users to enforce a personal firewall policy on the VPN Client side.
Use the following general procedure.

To configure firewalls for the Base Group, choose Configuration | User Management | Base Group
or to configure firewalls for a specific group, choose Configuration | User Management | Groups.

To add afirewall, do one of the following:
» For the Base Group, choose the Client FW tab.

» Tocreateanew group for afirewall configuration, click Add Group and then click the Client FW
tab.

- Toadd afirewall to an existing group, highlight the group name, click M odify Group, and click the
Client FW tab.

Torequire afirewall, under the Firewall Setting attribute, choose Firewall Required.

Under the Firewall attribute, choose afirewall from the Firewall pull-down menu. If thefirewall you are
using is not on the list, you must use Custom.

Choose the Firewall Policy: Policy defined by the remote firewall (AYT) or Policy pushed (CPP). (See
the next section.)

For complete information, refer to VPN 3000 Series Concentrator Reference Volume |: Configuration,
the section “User Management” or the VPN 3000 Concentrator Network Manager’s online help.

Setting up Cisco Integrated Client Firewall (CIC) for CPP

Step 1
Step 2
Step 3

Under Client FW tab on Firewall Setting, choose Firewall Required.
On the Firewall pull-down menu, choose Cisco I ntegrated Client Firewall.

On Firewall Policy, click Policy Pushed and select afilter that contains firewall policy rules. You can
choose the default firewall filter or one that you have configured for a special purpose (see “Defining a
Filter and Rules to Use with Firewalls for CPP”).

Setting up a Client/Server Firewall —Zone Labs Integrity

Step 1
Step 2

Step 3

Configure firewall policy on the Integrity Server (1S), following Zone L abs documentation.

On the VPN Concentrator, go to Configuration | System | Servers | Firewall Server. For the Zone Labs
Integrity Server, enter the host name or |P address and the port nhumber.

Under Configuration | User Management | Base Group or Groups | Client FW tab (see “ Defining a Filter
and Rules to Use with Firewalls for CPP"), configure the following:

a. Firewall Setting = Firewall Required
b. Firewall = Zone Labs Integrity

c. Firewall Policy = Policy from Server
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Step4  Save the configuration.

Custom Vendor Codes

On the VPN 3000 Concentrator, you can configure a custom firewall. Currently there are no supported
firewall configurations that you cannot choose from the menu on the VPN Concentrator. Thisfeatureis
mainly for future use. Nevertheless, the following table lists the vendor codes and products that are
currently supported.

Table 1-2  Custom Vendor and Product codes

Vendor Vendor Code |Products Product Code
Cisco Systems 1 Cisco Integrated Client (CIC) |1
Zone Labs 2 Zone Alarm 1
ZoneAlarm Pro 2
Zone Labs Integrity 3
NetworkI CE ‘3 Blacklce Defender 1

Obtaining Firewall Troubleshooting Information

This section describes two ways to obtain information about firewall negotiations: through the IPSec
Log or anotification from the VPN Concentrator.

Examining the IPSec Log

One way to see what is happening during tunnel negotiation between the VPN Client and the VPN
Concentrator is to examine messages in the IPSec Log. You can use the Log Viewer application to do
this (for information on using Log Viewer, refer to the VPN Client User Guide for Windows, Chapter 5).
During tunnel negotiation, the VPN Client initiates the firewall exchange by sending the VPN
Concentrator alist of firewallsinstalled and running on the PC, if any. The VPN Concentrator then sends
messages indicating its firewall requirements to the VPN Client.

Following is an example of this exchange.

8 14:33:08.911 09/14/01 Sev=Info/5 |IKE 0x6300005D
Client sending a firewall request to concentrator

9 14:33:08.911 09/14/01 Sev=Info/5 |IKE 0x6300005C

Firewal | Policy: Product=Cisco Integrated Client, Capability= (Centralized Protection
Pol i cy)

20 14:33:09.873 09/14/01 Sev=Info/5 | KE/ 0x6300005E

Client received a firewall reply fromconcentrator

21 14:33:09.873 09/14/01 Sev=Info/5 | KE/ 0x6300005C
Firewal | Policy: Product=Cisco Integrated Client, Capability= (Centralized Protection
Pol i cy)
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If the VPN Client and VPN Concentrator firewall configurations do not match, the VPN Concentrator
notifies the VPN Client when the VPN Client user attempts to connect. If the firewall configuration is
required, the connection attempt fails; if the firewall configuration is optional, the tunnel comes up.

Figure 1-4  Firewall Mismatch Notification
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Notifying Remote Users of a Client Update

Step 1
Step 2

Step 3
Step 4
Step 5

You can notify VPN Client users when it is time to update the VPN Client software on their remote
systems. The notification can include alocation containing the client update (the update does not happen
automatically). Use the Client Update procedure at the VPN 3000 Concentrator to configure a client
notification:

To enable Client Update, go to Configuration | System | Client Update and click Enable.
At the Configuration | System | Client Update | Enable screen, check Enabled (the default) and then click
Apply.
On the Configuration | System | Client Update | screen, click Entries.
On the Entries screen, click Add.
For Client Type, enter the windows operating systems to notify:
» Windows includes all Windows based platforms
«  Win9X includes Windows 95, Windows 98, and Windows ME platforms
e WIinNT includes Windows NT 4.0, Windows 2000, and Windows XP platforms
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Step 6

Step 7

S

Note  The VPN 3000 Concentrator sends a separate notification message for each entry in a Client
Update list. Therefore your client update entries must not overlap. For example, the value
Windows includes all Windows platforms, and the value WinNT includes Windows NT 4.0,
Windows 2000 and Windows XP platforms. So you would not include both Windows and
WinNT. To find out the client types and version information, click on the lock icon at the top left
corner of the Cisco Systems VPN Client main window and choose About VPN Client.

In the URL field, enter the URL that contains the notification.

To activate the Launch button on the VPN Client Notification, the message must include the protocol

HTTPor HTTPS and the server address of the site that contai ns the update. The message can also include
the directory and filename of the update, for example, http://www.oz.org/upgrades/clientupdate. If you
do not want to activate the Launch button for the remote user, you do not need to include a protocol in

the message.
In the Revisions field, enter a comma separated list of client revisions that do not need the update

because they are already using the latest software. For example, the value 3.0.2 (Rel), 3.1 (Rel)
identifies the releases that are compliant; all other VPN Clients need to upgrade.

Click Add.

The Notification dialog box appears when the remote user first connects to the VPN device or when the
user clicksthe Notifications button on the Connection Status dialog box. When the notification pops up,
on the VPN Client, click L aunch on the Notification dialog box to open a default browser and access
the URL containing the update.

Setting up Local LAN Access for the VPN Client

Remote users with Cable or DSL access from home might have home networks for sharing files and
printers. You can configure local LAN access for remote users so that they can access resources on the
LAN at the client side and still maintain the secure connection to the central site (through the IPSec
tunnel).

Before you begin, you should carefully read the section on split tunneling in the VPN 3000 Series
Concentrator Reference Volume 1: Configuration. See the section explaining Configuration | User
Management | Groups | Add or Modify | | PSec tab.

Configuring local LAN access involves the following general steps:
- Enabling local LAN access on the VPN Client
- Enabling local LAN access in specific groups on the VPN 3000 Concentrator

» Adding the accessible networks to a network list (or using the default network address).
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Use the following procedure:

Stepl  Onthe VPN Client, enable the Allow Local LAN Access parameter.
a. Open the Options pull-down menu.
b. Choose Properties.
c. Check Allow Local LAN Access.
Step2  Onthe VPN 3000 Concentrator, either add a new group or modify an existing group as follows:

a. Toconfigurelocal LAN access for a specific group, go to Configuration | User Management |
Groups.

b. Choose either Add to add a new group or M odify to enable split tunneling for an existing group.
c. Gotothe IPSec tab.

d. Atthe Split Tunneling Policy attribute, under Value, click the Tunnel everything radio button and
then click Allow the networksin list to bypassthetunnel. This enableslocal LAN access on the
VPN Client.

e. Atthe Split Tunneling Network List, under Value, choose the network list you have created for local
LAN access, if any.

VPN Client Local LAN isthe default and is assigned the address 0.0.0.0/0.0.0.0. This IP address
allows access to all hosts on the client side LAN without regard to the network addressing
configured on that network. Since thislocal LAN accessislimited to only onelocal network, if you
have multiple network cards in the client PC, you can access only the network in which the VPN
Client has established the VPN connection.

For information on creating a network list, see VPN 3000 Series Concentrator Reference
Volume I: Configuration, “Configuration | Policy Management | Traffic Management | Network Lists”.

Note  Whenthe VPN Client is connected and configured for local LAN access, you cannot print or browse by
name on the local LAN. When the VPN Client is disconnected, you can print or browse by name.

You can browse or print by IP Address. To print, you can change the properties for the network printer
to use the IP Address instead of names. For example instead of the syntax \\sharename\printername, use
\\x.x.x.x\printername, where x.x.X.x is an | P address.

To print and browse by name, you can use an LMHOST Sfile. To do this, add the | P addresses and local
hostnames to atext file named LMHOSTS and place it on all your local PCsin the \Windows directory.
The PC’'s TCP/IP stack then uses the | P address to hostname mapping in the LMHOSTS file to resolve
the name when printing or browsing. This approach requires that all local hosts have a static | P address;
or if you are using DHCP, you must configure local hosts to always get the same | P address.

Example LMHOSTS file:
192.168. 1. 100 MKPC

192.168.1. 101 SBPC
192.168.1. 101 LHPC
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Configuring the VPN Concentrator for Client Backup Servers

This section shows how to configure a group on the VPN Concentrator to automatically push new
backup server information to a VPN Client.

Stepl  Onthe VPN Concentrator, go to Configuration | User Management | Group.

Step2  Toadd anew group, click Add or to modify an existing group, highlight it in the box and click M odify.
Step3  Goto the Client Config tab.

Step4  For IPSec Backup Servers, select Use List Below from the drop-down menu.

Step5  Enter alist of up to 10 IPSec backup serversin high to low priority order.

Step6  Type each server address or name on a single line into the IPSec Backup Servers box.

Step7  Click Apply and then save the configuration.

Configuring NAT Traversal for the VPN Client

NAT Traversal (NAT-T) lets the VPN Concentrator establish |PSec tunnels with a VPN Client when
thereisa NAT device between them. It does this by encapsulating ESP traffic in UDP datagrams, which
provides ESP with the port information that NAT devices require.

You can configure NAT-T globally on the VPN Concentrator, which then activates NAT-T for all groups
configured on the VPN Concentrator. Or you can configure NAT-T for specific groups only.

Global Configuration

To configure NAT-T globally, follow these steps on the VPN Concentrator:

Stepl  Toenable NAT Traversal on the VPN Concentrator globally, go to Configuration | System | Tunneling
Protocols| IPSec | NAT Transparency and check the | PSec over NAT-T check box.

Step2  Click Apply and then save the configuration.

Group Configuration

To configure NAT-T by group, you can configure IPSec over UDP on a group basis as follows:

Stepl  To configure agroup for IPSec over UDP, go to Configuration | User Management | Groups |
Add/Modify.

Step2  Select the Client Config tab.
Step3  Click IPSec over UDP to enable this feature for the group.
Step4  Enter the UDP port into the | PSec over UDP Port field.
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Step 1
Step 2
Step 3

Configuring Entrust Entelligence for the VPN Client

Next configure the following parameters on the VPN Client.

On the VPN Client, go to Options > Properties > General.
Check Enable Transparent Tunneling check box.

Click either the Allow | PSec over UDP (NAT/PAT) or the Use | PSec over TPC (NAT/PAT/Firewall)
radio button.

Configuring Entrust Entelligence for the VPN Client

Step 1

Step 2

Step 3

This section explains how to set up a VPN Client to access Entrust Entelligence to obtain an Entrust
identity certificate. It also provides information for using the VPN Client software with Entrust. For
Entrust installation and configuration information, see your Entrust documentation—Entrust
Entelligence Quick Start Guide or Entrust Entelligence online help.

Use the following procedure:

Install Entrust Entelligence software on the remote user’s PC.

You should install the Entrust Entelligence software before you install the VPN Client. The order is
important when the VPN Client is using start before logon and Entrust SignOn at the same time. For
information about what happens when both of these features are configured on the VPN Client, refer to
VPN Client User Guide for Windows, Chapter 4.

As part of Entust Entelligence installation, create a new Entrust profile, using the Create Entrust Profile
Wizard.

To create an Entrust Entelligence profile, you need the following information:
« The Entrust Entelligence reference number
- The Entrust Entelligence authorization code
- The name of adirectory for storing the profile
- A namefor the profile
« A password, following the rules set by the Entrust administrator
Optionally install Entrust SignOn, following the instructions in the Entrust documentation.
a. Aspart of Entrust SignOn installation, you see the Entrust Options dialog box. (See Figure 1-5.)

b. Make sure that you check Always prompt me to confirm thislogin information. Checking this
box causes the Entrust SignOn login dialog box to pause and allow the VPN connection to come up
before the remote user entersthe NT logon information.
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Figure 1-5 Entrust Options SignOn Tab

oﬂ Entrust Options 2=

IJser Prafile I Security  Signion

Windows/Metwaork Login
EEI Please provide login and network information to associake
= el with ywour Entrust Profile,
Iser name: I pclarksan
Password: I |
Damain: | we3s00-wak |
Edit | Clear | ndo |

W Alwayvs prampt me ko confirm this login informatior

About Signion

O, Zancel Apply Help

BO6ES

Step4  After creating a profile, log out of Entrust Entelligence.
Step5 Install the VPN Client software.

Step6  Create anew connection entry that includes authenticating using an Entrust certificate. For instructions
see section “Configuring an Entrust Certificate for Authentication,” in Chapter 3 of VPN Client User
Guide for Windows.

Note  The VPN Client relies on an up-to-date Entrust DLL file. The name of thisfileis kmpapi32.dil. If you
are using Entrust Entelligence version 5., the DLL fileis up to date. If you have version 4.0 or 5.0
installed on the VPN Client system, then the DLL fileis not up to date.

If “Entelligence Certificate (Entrust)” does not appear in the Certificate menu in the New Connection
Entry Wizard, you probably do not have the latest version of the DLL file, which ships with the VPN
Client software. To update the kmpapi32.dil file, copy it to the VPN Client system from the Release
medium you are using and place it in the Windows system directory. For Windows NT and Windows
2000 systems, this directory is \WinNT\System. For a new installation of Windows 2000, the directory
is\Windows\System. For Windows 9x and Windows ME, the directory is \Windows\System32.
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Setting up the VPN Client for Authentication using Smart Cards

Step 1

Step 2
Step 3

Note

The VPN Client supports authentication via a certificate stored on a smart card. Once you create a
connection entry and choose the certificate for authentication, the VPN Client user needs to insert the
smart card into its reader. Once the VPN Client connection is initiated, the user is prompted to enter a
PIN or passcode to obtain access to the smart card. The private key stays on the smart card and is never
accessible without entering the PIN or passcode. Also, in most cases, thereis alimit to how many times
someone can try to enter the PIN or passcode after which there is alock on the card.

Explaining how to configure VPN Client authentication for every smart card vendor is beyond the scope
of this documentation. You must follow documentation from your smart card vendor to obtain this
information.

In general:

Under Key Options, when you are performing web-based certificat enrollment, choose your smart card
provider from the pull-down menu.

For Key usage choose Signature and verify that Create new key set is selected.

Install the certificate. The keys are generated on the smart card and a copy of the certificateis stored in
the Microsoft store on your PC and listed in the VPN Client Certificate Manager screen under Personal
Certificates.

Now a VPN Client user can only complete authentication when the smart card is inserted in its reader
that is plugged into the proper port on the PC and when the user enters the correct PIN or passcode.

With most vendors, when the smart card is not plugged in, the Certificate Manager still displays the
certificatein the Personal Certificateslist. However when disconnected, e-token by Aladdin removesthe
certificate from the list. The certificate appears in the list only when the e-token is inserted and active.
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Profiles

CHAPTER 2

Preconfiguring the VPN Client for Remote Users

This chapter explains how to prepare configurations for remote users and how to distribute them. This
chapter includes the following sections:

« Profiles
« Creating a Global Profile
« Creating Connection Profiles

Groups of configuration parameters define the connection entries that remote users use to connect to a
VPN device. Together these parametersform files called profiles. There aretwo profiles: aglobal profile
and an individual profile. A global profile setsrulesfor all remote users; it contains parameters for the
VPN Client as awhole. The name of the global profile file is vpnclient.ini. Individual profiles contain
the parameter settings for each connection entry and are unique to that connection entry. Individual
profiles have a . pcf extension.

Profiles get created in two ways: when you or aremote user creates connection entries using the VPN
Dialer application (connection wizard) or when you create profiles using a text editor. In the first case,
the remote user is also creating afile that can be edited through atext editor. You can start with aprofile
file generated through the GUI and edit it. This approach lets you control some parameters that are not
available in the VPN Client GUI application.

The default location for individual profilesis C:\Program Files\Cisco Systems\VPN Client\Profiles.

This chapter explains how to create and edit the vpnclient.ini and individual profiles. Both files use the
same conventions.

The easiest way to create a profile isto run the VPN Client and use the VPN Dialer application to
configure the parameters. When you have created a profile in this way, you can copy the .pcf fileto a
distribution disk for your remote users. This approach eliminates errors you might introduce by typing
the parameters and the group password gets automatically converted to an encrypted format.
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File Format for All Profile Files

The vpnclient.ini and .pcf files follow normal Windows.ini file format:
« Useasemicolon (;) to begin a comment.
» Place section names within brackets [section name]; they are not case sensitive.

» Use key names to set values for parameters; keyword = value. Keywords without values, or
unspecified keywords, use VPN Client defaults. Keywords can be in any order and are not case
sensitive, although using lower and uppercase makes them more readable.

Making a Parameter Read Only

To make a parameter read-only so that the client user cannot change it within the VPN Client
applications, precede the parameter name with an exclamation mark (!). This controls what the user can
do within the VPN Client applications only. You cannot prevent someone from editing the global or .pcf
file and removing the read-only designator.

Creating a Global Profile

The name of the global profileis vpnclient.ini. You can locate it in the C:\Program Files\Cisco
Systems\VPN Client directory (default location created during installation).

Features Controlled by Global Profile

The vpnclient.ini file controls the following features:
- Start before logon
« Automatic disconnect upon log off
« Control of logging services by class
« Setting of the Stateful Firewall option
« Certificate enrollment
» ldentity of a proxy server for routing HTTP traffic
» ldentity of an application to launch upon connect
« Missing group warning message
- Location of the Entrust.ini file
« List of GINAsthat are not compatible with the VPN Client
- Autoinitiation
» Microsoft Outlook to Microsoft Exchange polling

» The method to use in adding suffixes to domain names on Windows 2000 and Windows XP
platforms

VPN Client Administrator Guide
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Sample vpnclient.ini file

This sample file shows what you might see if you open it with atext editor

[ mai n]

I nconpati bl eG nas=PALG na. dl |, t heirgina. dl
RunAt Logon=0

Enabl eLog=1

Di al er Di sconnect =1

Aut ol ni ti ati onEnabl e=1

Autol nitiati onRetryl nterval =1
Aut ol ni ti ati onLi st =t echsupport, adni n
[techsupport]

Net wor k=175. 55.0. 0
Mask=255. 255. 0. 0
Connecti onEnt ry=I Tsupport
[adm n]

Net wor k=176.55.0.0
Mask=255. 255. 0.0
Connecti onEnt ry=Admi ni stration
[ LOG | KE]

LogLevel =1

[LOG CM

LogLevel =1

[ LOG PPP]

LogLevel =2

[ LOG DI ALER]

LogLevel =2

[ LOG. CVPND]

LogLevel =1

[ LOG. CERT]

LogLevel =0

[ LOG | PSEC]

LogLevel =3

[ LOG FI REWALL]

LogLevel =1

[LOG CLI]

LogLevel =1

[CertEnrol |l nent]

Subj ect Nane=Al i ce Wonder | and
Conpany=Uni versity of Oz
Depart nent =I nt er nati onal Rel ati ons
St at e=Massachusetts

Count ry=US

Enai | =Al i ceWa@JOZ. com

CADonai nNane=Cer t sAr eUs
CAHost Addr ess=10. 10. 10. 10
CACertificate=CAU

[ Application Launcher]

Enabl e=1
Command=c: \ apps\ apnane. exe

Therest of this section explains the parameters that can appear in the vpnclient.ini file, what they mean,
and how to use them.

VPN Client Administrator Guide
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Global Profile Configuration Parameters

Table 2-1 lists all parameters, keywords, and values. It also includes the parameter name as used in the
VPN Client GUI application if it exists, and where to configure it in the application.

Table 2-1

vpnclient.ini file parameters

.ini Parameter (Keyword)

VPN Client Parameter Description

Values

VPN Client GUI
Configuration
Location(s)

[ mai n]

Required keyword to identify main
section.

[ main]

Enter exactly as shown, as
first entry in the file.

Doesnot appear in GUI

I nconpat i bl eG nas

Lists Graphical Identification and
Authenticationdynamiclink libraries
(GINA.DLLS) that are not
compatible with Cisco’s GINA.
Adding a GINA to thelist causes the
VPN Client to leave the GINA alone
during installation and use fallback
mode. The VPN Client goes into
fallback mode only if RunAtLogon =
1. Otherwise, the Client ginais never
installed. (See “Installing the VPN
Client Without User Interaction”.

After the keyword and equal
sign, enter the name(s) of the
GINAS, separated by
commas. For example:

IncompatibleGinas=
PALginadll, Yourgina.dil,
Theirgina.dll

Do not enclose the namein
guotes.

Doesnot appear in GUI

M ssi ngG oupDi al og

Controlsthe pop up window warning
that occurs when a user triesto
connect without setting the group

0= Do not show the warning

message.
1=Show the warning

Doesnot appear in GUI

name in a preshared connection. message.

RunAt Logon Specifies whether to start the VPN |0 = Disable Dialer > Options >
Client connection beforeuserslogon |1 = Enable Windows L ogon
to their Microsoft network. Available |5 1+ = o Properties > Enable

only for the Windows NT platform
(Windows NT 4.0, Windows 2000
and Windows XP). This featureis
sometimes known as the NT Logon
feature.

start before logon

Entrustini=

Locatesthe entrust.ini fileif itisina
location that is different from the
default.ini file. The default location
is the base Windows system
directory.

Complete pathname of
location

Doesnot appear in GUI

] VPN Client Administrator Guide
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vpnclient.ini file parameters (continued)

Creating a Global Profile

VPN Client GUI
Configuration

.ini Parameter (Keyword) |VPN Client Parameter Description Values Location(s)
Di al er Di sconnect = Determines whether to automatically |0 = Disable Dialer > Options >
disconnect upon logging off a 1=Enable Windows L ogon

WindowsNT platform (WindowsNT
4.0, Windows 2000 and Windows
XP). Disabling this parameter letsthe
VPN connection remain when the
user logs off, allowing that user to
log back in without having to
establish another connection.

Default = 1 (disconnect on

logoff)

Properties >
Disconnect VPN
connection when
logging off

There are limitations to DialerDisconnect. For example, in the case of MS DUN, the RAS (PPP) connection might go
down when the user logs off. For more information about this specific case, see the following URL:

http://support. m crosoft.con support/kb/articles/QL58/9/09. asp?LN=EN- US&SD=gn&FR=0&qr y=RASY%20ANDY20L OGO
FF&r nk=2&sr c=DHCS_MBPSS_gn_SRCH&SPR=NTWO

Enabl eLog= Determines whether to overridelog |0 = Disable Log Viewer > Options
settings for the classes that usethe |1 = Enable > Capture
logging services. By default, logging Default = 1
isturned on. This parameter lets a
user disable logging without having
to set the log levels to zero for each
of the classes. By disabling logging
you can improve the performance of
the client system.

Stateful Firewal | = Determines whether the stateful 0 = Disable Dialer > Options >
firewall isalwayson. When enabled, |1 = Enable Stateful Firewall
the stateful fi rewa_ll always on _ Default = 0 (Always On)
feature allows no inbound sessions
from all networks, whether a VPN
connection isin effect or not. Also,
the firewall is active for both
tunneled and nontunneled traffic.

AutolnitiationEnable |Enablesauto initiation, whichisan |0 = Disable Dialer > Options >
automated method for establishing a |1 = Enable Automatic VPN
wireless VPN connection in aLAN Default = 0 Initiation

environment

Autol nitiati onRetry-
I nterval

Specifiesthetimeto wait, in minutes,
before retrying auto initiation after a
connection attempt failure.

1 to 10 minutes
Default = 1

Dialer > Options >
Automatic VPN
Initiation
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Table 2-1

vpnclient.ini file parameters (continued)

.ini Parameter (Keyword)

VPN Client Parameter Description

Values

VPN Client GUI
Configuration
Location(s)

AutolnitiationList

Identifies auto initiation-related
section names within the
vpnclient.ini file. Each section
contains a Network, Mask, and
ConnectionEntry. The Network and
Mask values identify a subnet. The
ConnectionEntry identifies a
connection entry profile (.pcf) file.
The vpnclient.ini file can contain a
maximum of 64 entries.

A list of section names
separated by commas; for
example:

SIW.AN, RTPW.AN, CHWL.AN

Does not appear in GUI

[ section nane]
(of anitemin the
AutolnitiationList)

Identifies the network address,
subnet mask, and connection entry
name for an item in the
AutolnitiationList

Network = | P address
Mask = Subnet mask
ConnectionEntry = name of
a connection entry (profile).

Example:

[ SIWLAN]

Net wor k=110. 110. 110. 0
Mask=255. 255. 0. 0

Connecti onEnt ry=Sant aJuan
ita

Doesnot appear in GUI

Wrel essLAN

Qut | ookNot i fy Controls Microsoft Outlook to 0 = Disable Does not appear in GUI
Microsoft Exchange polling. In MS |1 = Enable
Outlook ZOOQ, [f Outlook is poII_mg Default = 1
and synchronizing at the same time,
Outlook hangs. If you prefer
synchronization over new mail
notifications, disable this parameter.

For each class that follows, use the LogL evel= parameter to set the logging level

[LOG | KE] Identifies the IKE class for setting [LOG.IKE] Log Viewer > Options
the logging level. Enter exactly as shown. > Filter

[LOG CM Identifiesthe CM classfor settingthe |[LOG.CM] Log Viewer > Options
logging level. Enter exactly as shown. > Filter

[LOG PPP] I dentifies the PPP class for setting [LOG.PPP] Log Viewer > Options
the logging level. Enter exactly as shown. > Filter

[LOG DI ALER] Identifies the DIALER class for [LOG.DIALER] Log Viewer > Options
setting the logging level. Enter exactly as shown. > Filter

[ LOG CVPND| I dentifies the CVPND class for [LOG.CVPND] Log Viewer > Options
setting the logging level. Enter exactly as shown. > Filter

[LOG CERT] Identifies the CERT class for setting |[LOG.CERT] Log Viewer > Options

the logging level.

Enter exactly as shown.

> Filter

] VPN Client Administrator Guide
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vpnclient.ini file parameters (continued)

Creating a Global Profile

.ini Parameter (Keyword)

VPN Client Parameter Description

Values

VPN Client GUI
Configuration
Location(s)

[ LOG. | PSEC]

Identifies the IPSEC class for setting
the logging level.

[LOG.IPSEC]

Enter exactly as shown.

Log Viewer > Options
> Filter

[LOG FI REWALL] I dentifiesthe FWAPI classfor setting |[LOG.FIREWALL] Log Viewer > Options
the logging level. Enter exactly as shown > Filter

[LOG CLI] Identifiesthe CLI classfor settingthe |[LOG.CLI] Log Viewer > Options
logging level. Enter exactly as shown > Filter

LogLevel = Determines the log level for 0 = Disable Log Viewer > Options

individual classes that use logging
services. By default, thelog level for
all classesisLow You can use this
parameter to override the default
setting for the preceding [LOG]
parameters.

1=Low - only critical and
warning events

2 = Medium - critical,
warning, and informational
events

3 =High - all events

Default = 1

> Filter

[CertEnrol | nent]

Required keyword to identify the
Certificate Enrollment section.

[CertEnrollment]
Enter exactly as shown.

Does not appear in GUI

Subj ect Name= I dentifies the username associated Maximum of 519 Certificate Manager >
with this certificate. al phanumeric characters. Enrollment form
Conpany= | dentifies the company or Maximum of 129 Certificate Manager >
organization of the certificate owner. |alphanumeric characters. Enrollment form
Depar t ment = I dentifies the department or Maximum of 129 Certificate Manager >
organizational unit of the certificate |alphanumeric characters. Enrollment form
owner. If matching by IPSec group in
a VPN 3000 Concentrator, must
match the group name in the
configuration.
St at e= I dentifies the state or province of the |Maximum of 129 Certificate Manager >
certificate owner al phanumeric characters. Enrollment form
Country= I dentifies the two-letter code Maximum of 2 alphanumeric |Certificate Manager >
identifying the country of this characters. Enrollment form
certificate owner.
Emai | = Identifies the certificate owner’s Maximum of 129 Certificate Manager >
email address. alphanumeric characters. Enrollment form
| PAddr ess I dentifies the | P address of the Internet address in dotted Certificate Manager >
system of the certificate owner. decimal notation. Enrollment form
Domai n Identifies the fully qualified domain |Maximum of 129 Certificate Manager >
name of the host that is serving the |alphanumeric characters. Enrollment form
certificate owner.
VPN Client Administrator Guide
[ 78-14739-01 .m



Chapter 2

Preconfiguring the VPN Client for Remote Users |

M Creating a Global Profile

Table 2-1

vpnclient.ini file parameters (continued)

.ini Parameter (Keyword)

VPN Client Parameter Description

Values

VPN Client GUI
Configuration
Location(s)

CADomai nNane=

I dentifies the domain name that the
certificate authority belongs to; for
network enrollment.

Maximum of 129
al phanumeric characters.

Certificate Manager >
Enrollment form

CAHost Addr ess=

Identifies the | P address or hostname
of the certificate authority.

Internet hostname or IP
address in dotted decimal
notation. Maximum of 129
alphanumeric characters.

Certificate Manager >
Enrollment form

CACertificate=

| dentifies the name of the self-signed
certificate issued by the certificate
authority.

Maximum of 519
al phanumeric characters.

Note: The VPNClient GUI
ignores a read-only setting
on this parameter.

Certificate Manager >
Enrollment form

Net wor kPr oxy=

I dentifies aproxy server you can use
to route HTTP traffic. Using a
network proxy can help prevent
intrusions into your private network.

IP address in dotted decimal
notation or domain name.
Maximum of 519

al phanumeric characters.
The proxy setting sometimes
has a port associated with it.

Example:10. 10. 10. 10: 8080

Does not appear in GUI

[ Appl i cati onLauncher]

(No VPN Client field)

Required keyword to identify
Application Launcher section.

[ Appli cationLaunche
r]

Enter exactly as shown, as
first entry in the section.

Doesnot appear in GUI

Enabl e= Use this parameter to allow VPN 0 = Disabled (default) Options> Application
Client usersto launch an application |1 = Enabled Launcher
when connecting to the private Disabled means no
network. launching.

Command= The name of the application to be Options> Application

launched. This variable includes the
pathname to the command, and the
name of the command complete with
arguments

conmand string

Maximum 512 alphanumeric
characters.

Example:

c:\aut h\ sw oken. exe.

Launcher> Application

] VPN Client Administrator Guide
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Table 2-1  vpnclient.ini file parameters (continued)

VPN Client GUI
Configuration
.ini Parameter (Keyword) |VPN Client Parameter Description Values Location(s)
[ DNS] (No VPN Client field) [ DNS] Does not appear in GUI
Required keyword to identify DNS  |Enter exactly as shown, as
section. first entry in the section.

AppendOri gi nal Suffix=|Determines the way the VPN Client |1= append the primary DNS |Doesnot appear in GUI
treats suffixes to domain names. See |suffix to the suffix that the

“DNS Suffixes and the VPN Client |VPN Concentrator supplies.
(Windows 2000 and Windows XP

Only)”, following this table. 2= append the primary and

connection-specific DNS
suffixes to the suffix that the
VPN Concentrator supplies.

DNS Suffixes and the VPN Client (Windows 2000 and Windows XP Only)

When a command or program such as ping ser ver 123 passes a hostname without a suffix to a Windows
2000 or Windows XP platform, Windows 2000/X P hasto convert the nameinto afully-qualified domain
name (FQDN). The Windows operating system has two methods for adding suffixes to domain names:
Method 1 and Method 2. This section describes these two methods.

Method 1—Primary and Connection-Specific DNS Suffixes

A primary DNS suffix is global across all adapters. A connection-specific DNS suffix is only for a
specific connection (adapter), so that each connection can have a different DNS suffix.

Identifying a Primary DNS Suffix
A primary suffix comes from the computer name. To find or assign a primary DNS suffix, use the
following procedure according to your operating system:
On Windows 2000

Stepl  OnaWindows 2000 desktop, right click the My Computer icon, and select Properties from the menu.
The System Properties dialog displays.
Step2  Openthe Network Identification tab.

Theentry nextto Ful I Conmputer Nanme identifiesthe computer’s name and DNS suffix on this screen, for
example, SI LVER- V2KP. t ango. dance. com The part after the first dot is the primary DNS suffix, in this
example: t ango. dance. com

Step3  To change the primary DNS, click Properties on the Network Identification tab.
The Identification Changes dialog displays.
Step4  Click More....

Thisaction displaysthe DNS Suffix and Net BIOS Computer Name dialog. Thepri mary DNS suffix of
this conputer entry identifies the primary suffix. You can edit this entry.

VPN Client Administrator Guide
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Step 1

Step 2

Step 3

Step 4

On Windows XP

Right click My Computer, and select Properties from the menu.
The System Properties dialog displays.
Open the Computer Name tab.

Theentry nextto Ful | Conput er Nane identifies the computer’s name and DNS suffix on this screen (for
example, SI LVER- W2KP. t ango. dance. con) . The part after the first dot isthe primary DNS suffix (in this
example: t ango. dance. com).

To change the primary DNS, click Change on the Computer Name tab.
The Computer Name Changes dialog displays.
Click More....

This action displays the DNS Suffix and Net BIOS Computer Name dialog. The Primary DNS suffix of
this computer entry identifies the primary suffix. You can edit this entry.

Identifying a Connection-Specific DNS Suffix

Note

Step 1
Step 2

You can identify a connection-specific DNS suffix in one of two ways.

1. The connection-specific DNS value is listed as the DNS suffix for the selected connection on the
Advanced TCP/IP Settings dialog.

The following instructions are for a Windows 2000 platform. There may be slight variations on a
Windows XP platform.

To display the Advanced TCP/IP Settings dialog, use the following procedure:

Right click the My Network Places icon to display the Properties dialog, which lists your connections.

Double-click on a connection (for example, local) to display its Properties dialog. The connection uses
the checked components, such as those shown in Figure 2-1, which shows components of a connection
named Local Area Connection.

VPN Client Administrator Guide
m. 78-14739-01 |



| Chapter2 Preconfiguring the VPN Client for Remote Users

Step 3
Step 4
Step 5

Creating a Global Profile

Figure 2-1 Displaying Properties for a Connection

Local Area Connection Properties 2l

General | Sharing |

Connect using:

I ICom 3C920 Integrated Fast Ethernet Controller [3C305C-

Components checked are uzed by this conhection:

Client for Microzaft Hetworks

Deterministic Metwork Enhancer

| File and Frinter Sharing for Microsoft Mebworks
9 Internet Protocal [TCRAR)

Install... Uninstall Properties

— Diescrption

Transmizziotn Control Pratocal/Internet Pratocal. The default
wide area network. protocol that provides communication
acrogs diverse interconnectad netwarks.

[ Show icon in taskbar when connected

(]S | Cancel |

&
=
A

Double-click Internet Protocol (TCP/IP) to reveal its properties.

Select Advanced.

Display the DNStab and look at DNS suffix for this connection box. If the box is empty, you can

have it assigned by the DHCP Server.

a. Toidentify the connection-specific suffix assigned by the DHCP Server, use the ipconfig /all
command (Alternative 2, below) and for the DNS Server address.

2. The connection-specific DNS valueislisted in the output from theipconfig/all command, executed
at the command-line prompt. Look under Windows 2000 IP Configuration for DNS Suf fi x Search
Li st. Under Ethernet Adapter Connection Name, look for Connect i on-speci fic DNS Suffi x.

Method 2—User Supplied DNS Suffix

VPN Client Behavior

For this method, you can provide specific suffixes. You can view and change suffixesin the DNS tab of
the connection properties page. The Append these DNS suffixes (in order) edit box supplies the name
that you can edit. The values you provide here are global to all adapters.

When the VPN Client establishes a VPN tunnel to the VPN central device (for example, the VPN 3000
Concentrator), the VPN Client uses Method 2 without regard for the method that the Windows platform
uses. If the Windows platform is using Method 2, the VPN Client appends the suffix provided by the
VPN central device. Thisis the default behavior and works correctly with no problem
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However if Windows is using Method 1, the VPN Client does not append the primary or
connection-specific suffix. To fix this problem, you can set the AppendOriginal Suffix option in the
vpnclient.ini file. In Table 2-1, the [DNS] section contains this option:

[DNS]
AppendOriginal Suffix Option=1:

In this case, the VPN Client appends the primary DNS suffix to the suffix provided by the VPN
Concentrator. While the tunnel is established, Windows has two suffixes: one provided by the VPN
Concentrator and the primary DNS suffix.

AppendOriginal Suffix Option=2:

In this case, the VPN Client appends the primary and connection-specific DNS suffixes to the suffix
provided by the VPN Concentrator. While the tunnel is established, Windows has three suffixes: one
provided by the VPN Concentrator, the primary DNS suffix, and the connection-specific DNS suffix.

Note  If Windowsis using Method 2, adding these values to the vpnclient.ini file has no effect.

The VPN Client sets these values every time a tunnel is established and then restores the original
configuration when tearing down the tunnel.

Creating Connection Profiles

The VPN Client uses parameters that must be uniquely configured for each remote user of the private
network. Together these parameters make up auser profile, whichis contained in a profile configuration
file (.pcf file) in the Program Files\Cisco Systems\V PN Client\Profiles directory (if the software
installed in the default location) in the VPN Client user’slocal file system. These parametersinclude the
remote server address, 1PSec group name and password, use of alog file, use of backup servers, and
automatic Internet connection via Dial-Up Networking. Each connection entry hasits own .pcf file. For
example, if you have three connection entries, named Doc Server, Documentation, and Engineering, the
Profiles directory shows the list of .pcf files shown in Figure 2-2.

Figure 2-2  List of .pcf files

ile Edit “iew Toolz Help

Ia Profiles | 3 ||E| il Xll |
|.-'1'-.II Folders | Contents of 'C:\Program Filez\Cizco Systemz PN ClientsProfil
Deskiop (= Doc Server. pof
EI--- y Computer
FH-=D 3% Floppy [ '

E‘E ]
EH:l Program Files

EH:l Cizco Systemns
=0 YPN Cliert

s
=N
T
i
I
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Features Controlled by Connection Profiles

Sample .pcffile

A connection profile (.pcf file) controls the following features.

Description of the connection profile

The remote server address

Authentication type

Name of 1PSec group containing the remote user
Group password

Connecting to the Internet via dial-up networking
Type of dial-up networking connection

Dial-Up networking phone book entry for Microsoft

Command string for connecting through an ISP
Name of remote user

Remote user’s password

NT domain

Backup servers

Split DNS

Logging on to Microsoft Network and credentials
Transparent tunneling

TCP tunneling port

Allowing of local LAN access

Enabling of IKE and ESP keepalives

Setting of peer response timeout

Certificate parameters for a certificate connection
Setting of certificate chain

Diffie-Hellman group

Verification of the DN of a peer certificate

Creating Connection Profiles Il

When you open the Doc Server.pcf file, it looks like the example below. Thisis a connection entry that
uses preshared keys. Note that the enc_ prefix (for example, enc_G oupPwd) indicates that the value for
that parameter is encrypted.

[ mai n]

Descri pti on=connection to TechPubs server
Host =10. 10. 99. 30

Aut hType=1

GroupNane=docuser s

Gr oupPwd=

enc_G oupPwd=158E47893BDCD398BF863675204775622C494B39523E5CB65434D3C851ECF2DCC8BD488857EFA
FDE1397A95E01910CABECCE4E040B7A77BF
Enabl el SPConnect =0

| SPConnect Type=0

| SPConnect =

| 78-14730-01

VPN Client Administrator Guide |



Chapter 2 Preconfiguring the VPN Client for Remote Users |

M Creating Connection Profiles

Note

| SPCommand=

User nane=al i ce
SaveUser Passwor d=0
User Passwor d=

enc_User Passwor d=
NTDonai n=

Enabl eBackup=1
BackupSer ver =Engi neeri ngl, Engi neering2, Engineering 3, Engineering4
Enabl eMsLogon=0
MSLogonType=0

Enabl eNat =1

Enabl eLocal LAN=0
Tunnel i nghMbde=0
TCPTunnel i ngPort =10000
Cert Store=0

Cer t Name=

Cert Pat h=

Cer t Subj ect Nane
SendCert Chai n=0
VerifyCert DNECN="1D Cert”, OU*" Ci sco”, | SSUER- CNl =" Entrust ", | SSURE- OU! *” wonder | and”
DHG oup=2

For ceKeepAl i ves=0
Peer Ti meQut =90

You can configure the VPN Client for remote users by creating a profile configuration file for each
connection entry and distribute the .pcf fileswith the VPN Client software. These configuration files can
include all, or only some, of the parameter settings. Users must configure those settings not already
configured.

You can also distribute the VPN Client to users without a configuration file and let them configure it on
their own. In this case, when they complete their configuration using the VPN Client program, they are
in effect creating a. pcf file for each connection entry, which they can edit and share.

To protect system security you should not include key security parameters such as the 1PSec group
password, authentication username, or authentication password in .pcf files for remote users.

Whatever preconfiguring you provide, you must supply users with the information they need to
configure the VPN Client. See “ Gathering Information You Need” in the VPN Client User Guide for
Windows, Chapter 2 for information users need.

Creating a .pcf file for a Connection Profile

Each user requires a unique configuration file. Use Notepad or another ASCI| text editor to create and
edit each file. Save as a text-only file with no formatting.

Connection Profile Configuration Parameters

Table 2-2 lists all parameters, keywords, and values. It also includes the VPN Client parameter name (if
it exists) that corresponds to the keyword and where it is configured on the VPN Client GUI.

VPN Client Administrator Guide
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Table 2-2

.pcf file parameters

Creating Connection Profiles Il

.pcf Parameter

VPN Client Configuration

(Keyword) VPN Client Parameter Description Values Location(s)

[ mai n] (No VPN Client field) [main] Does not appear in GUI
Required keyword to identify main |Asthefirst entry in thefile,
section. enter exactly as shown.

Descri ption= Description Any text. New > Wizard dialog box 1
A line of text that describes this Maximum 246 alphanumeric |Options > Properties >
connection entry. Optional. characters. General tab

Host = Remote server address L egitimate Internet New > Wizard dialog box 2
The hostname or |P address of the gotsttgdage, .Or;IP a?gtress M VPN Client main dialog box
Cisco remote access server (a VPN 0 ecimal notation.
device) to which remote users Maximum 255 al phanumeric
connect. characters.

Aut hType= Authentication type The authentication type of New > Wizard dialog box 3

this user:

1 = Pre-shared keys

3 =Digital Certificate using
an RSA signature.

Default = 1

G oupNane= Group Name The exact name of the IPSec |New > Wizard dialog box 3
The name of the IPSec group that gg:jlp dcor_mgured onthe Options > Properties >
contains this user. Used with evice. Authentication tab
pre-shared keys. Maximum 32 alphanumeric

characters. Case-sensitive.

G oupPwd= Group Password The exact password for the |New > Wizard dialog box 3
The password for the IPSec group IESec gro(;.lp F:onﬂgured on Options > Properties >
that contains this user. Used with the VPN device. Authentication tab
pre-shared keys. Minimum of 4, maximum 32
The first time the VPN Client reads ?:lphanum_etr_lc chlarac:er?.
this password, it replaces it with an ase-sensitive clear text.
encypted one (enc_GroupPwd).

encG oupPwd= The password for the IPSec group  |Binary datarepresented as | Does not appear in GUI.

that contains the user. Used with
preshared keys. Thisisthe

scrambled version of the GroupPwd.

alphanumeric text.

Enabl el SPConnect =

Connect to the Internet via Dial-Up
Networking

Specifies whether the VPN Client
automatically connects to an | SP
before initiating the 1PSec
connection; determines whether to
use PppType parameter.

0 = Disable (default)
1 = Enable

Default =0

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Options > Properties >
Connections tab > Connect to
the Internet via dial-up
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Table 2-2

.pcf file parameters (continued)

.pcf Parameter
(Keyword)

VPN Client Parameter Description

Values

VPN Client Configuration
Location(s)

| SPConnect Type=

Dial-Up Networking connection
entry type

I dentifies the type to use:
I SPConnect or I SPCommand.

0 = ISPConnect
1 =1SPCommand

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Options > Properties >
Connections tab (choosing
either DUN or Third Party
(command)

| SPConnect = Dial-Up Networking Phonebook phonebook _name Options > Properties >
Entry (Microsoft) This variable is the hame of Connectionstab > <Microsoft
Use this parameter to dial into the  |the phone book entry for Dial-Up Networking
Microsoft network; dials the DUN — maximum of 256
specified dial-up networking phone |aphanumeric characters.
book entry for the user’s connection. TheVPN Client GUI ignores
Appliesonly if Enablel SPconnect=1 |aread-only setting on this
and 1SPConnectType=0. parameter.
| SPCommand= Dial-Up Networking Phonebook command string Options > Properties >
Entry (command) This variable includes the Connectionstab > Third party
Use this parameter to specify a pathname to the command dialup program
command to dial the user’s | SP and the name of the
dialer. command complete with
Appliesonly if Enablel SPconnect=1 arguments; for example:
and 1SPConnectType=1. c:\isp\ispdialer.exe
di al Engi neeri ng
Maximum 512 alphanumeric
characters.
User name= User Authentication: Username The exact username. Connect > User

The namethat authenticates auser as
avalid member of the IPSec group
specified in G oupNane.

Case-sensitive, clear text,
maximum of 32 characters.

The VPN Client promptsthe
user for this value during
user authentication.

Authentication dialog box

User Passwor d=

User Authentication: Password

The password used during extended
authentication.

The first time the VPN Client reads
thispassword, it savesitinthefileas
the enc_UserPassword and deletes
the clear-text version. If
SaveUserPassword is disabled, then
the VPN Client deletes the
UserPassword and does not create an
encrypted version.

You should only modify this
parameter manually if thereis no
GUI interface to manage profiles.

Maximum of 32
alphanumeric characters,
case sensitive.

Connect > User
Authentication dialog box

] VPN Client Administrator Guide

78-14739-01 |



| Chapter2 Preconfiguring the VPN Client for Remote Users

Creating Connection Profiles Il

Table 2-2  .pcf file parameters (continued)

.pcf Parameter
(Keyword)

VPN Client Parameter Description

Values

VPN Client Configuration
Location(s)

encUser Password

Scrambled version of the user’s
password.

Binary data represented as
alphanumeric text.

Does not appear in GUI.

SaveUser Passwor d

Determines whether or not the user
password or itsencrypted version are
valid in the profile.

This valueis set in the VPN device,
not the VPN Client.

0 =do not allow user to save
password information
locally.

1 = allow user to save
password locally.

Default = 0.

Does not appear in GUI.

NTDomai n=

User Authentication: Domain

The NT Domain name configured
for the user’s |PSec group. Applies
only to user authentication viaa
Windows NT Domain server.

NT Domain name.
Maximum 14 alphanumeric
characters. Underbars are
not allowed.

Connect > User
Authentication dialog box

Enabl eBackup=

Enable backup server(s)

Specifies whether to use backup
serversif the primary server is not
available.

0 = Disable
1 = Enable
Default =0

Options > Properties >
Connections tab

BackupServer =

(Backup server list)

List of hostnames or | P addresses of
backup servers.

Appliesonly if Enabl eBackup=1.

Legitimate Internet
hostnames, or IP addresses
in dotted decimal notation.
Separate multiple entries by
commas. Maximum of 255
characters in length.

Options > Properties >
Connections tab

Enabl eMSLogon=

Logon to Microsoft Network

Specifies that userslog onto a
Microsoft network.

Applies only to systems running
Windows 9x.

0 = Disable
1 = Enable
Default = 1

Options > Properties >
General tab

MSLogonType= Use default system logon 0=Usedefault systemlogon |Options > Properties >
credentials. credentials(default);i.e.,use |General tab
Prompt for network logon the Windows logon
credentials. username and password.
1 = Prompt for network
Specifies whether the Microsoft logon username and
network accepts the user’sWindows | password.
username and password for logon, or
whether the Microsoft network
prompts for a username and
password.
Applies only if EnableM SLogon=1.
VPN Client Administrator Guide
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Table 2-2

.pcf file parameters (continued)

.pcf Parameter

VPN Client Configuration

(Keyword) VPN Client Parameter Description Values Location(s)
Enabl eNat = Enable Transparent Tunneling 0= Disable Options > Properties >
Allows secure transmission between 1=Enable General tab
the VPN Client and asecuregateway |Default =1
through arouter serving as a
firewall, which may also be
performing NAT or PAT.
Tunnel i nghbde= Specifies the mode of transparent 0=UDP Options > Properties >
tunneling, over UDP or over TCP; |1=TCP General tab
must match that used by the secure Default = 0

gateway with which you are
connecting.

TCPTunnel i ngPort =

Specifies the TCP port number,

Port number from 1 through

Options > Properties >

which must match the port number 65545 General tab
configured on the secure gateway. Default = 10000

Enabl eLocal LAN= Allow Local LAN Access. 0= Disable Options> Properties >
Specifieswhether to enable accessto 1=Enable General tab
resources on alocal LAN at the Default = 0
Client sitewhile connected through a
secure gateway to aVPN device at a
central site.

ForceKeepAlives=  |Enable IKE and ESP keepalives. 0 = Disable Does not appear in GUI
Allows the VPN Client to keep 1=Enable (hidden)
sending IKE and ESP keepalivesfor |Default =0

a connection at approximately 20
second intervals so the port on an
ESP-aware NAT/Firewall does not
close.

Peer Ti nmeout =

Peer response timeout

The number of seconds to wait
before terminating a connection
because the VPN device on the other
end of the tunnel is not responding.

Number of seconds

Minimum = 30 seconds
Maximum = 480 seconds
Default = 90 seconds

Options> Properties> General
tab

Cert Store= Certificate Store 1 = Cisco Does not appear in VPN
| dentifies the type of store 2De:f M:;:r_ozoft _— Dialer GUI
containing the configured ault = U, no certificale
certificate. TheVPN Client GUI ignores
aread-only setting on this
parameter.
Cert Narre= Certificate Name Maximum 129 alphanumeric |New > Wizard dialog box 3

Identifies the certificate used to
connect to a VPN device.

characters

TheVPN Client GUI ignores
aread-only setting on this
parameter.

] VPN Client Administrator Guide
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.pcf file parameters (continued)

Creating Connection Profiles Il

.pcf Parameter
(Keyword)

VPN Client Parameter Description

Values

VPN Client Configuration
Location(s)

Cert Pat h=

The complete pathname of the
directory containing the certificate
file.

Maximum 259 al phanumeric
characters

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Does not appear in VPN
Diaer GUI

Cer t Subj ect Nane

The fully qualified distinguished
name (DN) of certificate’s owner. If
present, the VPN Dialer enters the
value for this parameter.

Either do not include this
parameter or leave it blank.

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Does not appear in VPN
Dialer GUI

Cert Seri al Hash

A hash of the certificate’s complete
contents, which provides a means of
validating the authenticity of the
certificate. If present, the VPN
Dialer enters the value for this
parameter.

Either do not include this
parameter or leave it blank.

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Does not appear in VPN
Diaer GUI

SendCer t Chai n

Sends the chain of CA certificates
between the root certificate and the
identity certificate plus the identity
certificate to the peer for validation
of the identity certificate.

0 =disable
1 = enable
Default =0

New > Wizard dialog box 3

VerifyCertDN

Prevents a user from connecting to a
valid gateway by using a stolen but
valid certificate and a hijacked IP
address. If the attempt to verify the
domain name of the peer certificate
fails, the client connection also fails.

Include any certificate DN
values of both subject and
issuer:

You can use all valid ASCII
characters including

-_@<>()., aswell as
wildcards. See example:

Does not appear in VPN
Dialer GUI

Exanpl e:

VerifyCert DNECN="ID Cert”, QU*" Ci sco”, | SSUER-

CN="1D Cert”—Specifies an exact match on the CN.
QU*" Ci sco”—Specifies any QU that contains the string “Ci sco”.

| SSUER- CN! " Entrust " —Speci fies that the Issuer CN nmust not equal

CNl ="Entrust”, | SSURE- QU! *”"wonder | and”

“Entrust”.

| ssuer- QU *”wonder | and” —Specifies that the |ssuer QU nmust not contain “wonderl and”.

DHGr oup=

Allows a network administrator to
overridethe default group valueon a
VPN device used to generate Diffie-
Hellman key pairs.

1 =modp group 1
2 = modp group 2
5 = modp group 5

Default = 2

Note: Thisvalueis preset
only for pre-shared keys; for
a certificate-authenticated
connection, the DHGroup
number is negotiated.

Does not appear in VPN
Diaer GUI
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Distributing Configured VPN Client Software to Remote Users

When you have created the VPN Client profile configuration file, you can distributeit to users separately
or as part of the VPN Client software.

Separate Distribution

Step 1
Step 2

Step 3

To distribute the configuration file separately and have usersimport it to the VPN Client after they have
installed it on their PCs, follow these steps:

Distribute the appropriate profile files to users on whatever media you prefer.

Supply userswith necessary configuration information for Table 2-1in Chapter 2 of the VPN Client User
Guide for Windows.

Instruct users to:

a. Install the VPN Client according to the instructions in Chapter 2 of the VPN Client User Guide for
Windows.

b. Start the VPN Client and follow the instructions in Chapter 5 of the VPN Client User Guide for
Windows. See the section “Importing a VPN Client Configuration File.”

c. Finish configuring the VPN Client according to theinstructionsin Chapter 3 of the VPN Client User
Guide for Windows.

d. Connect to the private network, and enter parameters according to the instructions in Chapter 4 of
the VPN Client User Guide for Windows.

Distribution with the VPN Client Software

Step 1

Step 2

Step 3

If the vpnclient.ini fileisbundled with the VPN Client softwarewhen itisfirstinstalled, it automatically
configures the VPN Client during installation. You can also distribute the profile files (one .pcf file for
each connection entry) as preconfigured connection profiles for automatic configuration.

To distribute preconfigured copies of the VPN Client software to users for installation, perform the
following steps:

Copy the VPN Client software files from the distribution CD-ROM into each directory where you
created an vpnclient.ini (global) file and separate connection profiles for a set of users.

Prepare and distribute the bundled software.

CD-ROM or network distribution: Be surethevpnclient.ini fileand profilefiles arein the same directory
with all the CD-ROM image files. You can have users install from this directory through a network
connection; or you can copy all filesto anew CD-ROM for distribution; or you can create a
self-extracting ZIP file that contains all the files from this directory, and have users download it, and
then install the software.

Supply users with any other necessary configuration information and instructions. See Chapter 2 of the
VPN Client User Guide for Windows.

VPN Client Administrator Guide
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Configuring Automatic VPN Initiation

Before you begin, we highly recommend that you read the document “ SAFE: Wireless LAN Security in
Depth,” which you can access at http://www.cisco.com/go/safe. This document analyzes the best
practices of implementing security for wireless LANs using VPNSs.

Automatic VPN initiation (auto initiation) provides secure connections within an on-site wireless LAN
(WLAN) environment through a VPN Concentrator. When auto initiation is configured on the VPN
Client, the VPN Client:

» Becomes active immediately when a user starts his’her PC or when the PC becomes active after
being on standby or hibernating

» Detectsthat itisin an on-site wireless LAN environment (has awireless network card installed, is
associated with an access point, and has an | P address defined as requiring auto initiation)

» Establishes a VPN tunnel to the VPN Concentrator defined for its network, prompts the user to
authenticate, and allows that user network access

Figure 3-1 depicts asimple network configuration that employs VPN for securing on-site WLANS. The
VPN 3000 Concentrators, which may or may not be using load balancing, provide the gateway between
the untrusted and the trusted networks. The DHCP Server can be on either side of the VPN 3000
Concentrator. VPN Client users with laptops that have wireless NIC cards can connect through access
points (AP) throughout the campus or building and tunnel to the trusted 30.30.30.x network from the
untrusted 10.10.10.x network. The network administrator can set this type of scenario up to be largely
transparent to the VPN Client user.

| 78-14730-01
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Figure 3-1 Auto Initiation Scenario
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To configure auto initiation for users on the network, you add parameters to the VPN Client’s global
profile (vpnclient.ini). For information on how to create or use a global profile, see “ Creating a Global

Profile.”

The only configurable features available to the user through the VPN Client GUI application are the

ability to disable auto initiation and the ability to change the retry interval. These features are available
through the Options menu when auto initiation has been configured through the global profile. If auto
initiation is not configured, these options do not appear in the Options menu. When auto initiation is

configured, some VPN Client status displays and dialog boxes differ slightly from standard connection
dialog boxes to indicate to the user that auto initiation is occurring. For a complete explanation of how
auto initiation appears to the VPN Client user, see Cisco VPN Client User Guide for Windows, “Using

Automatic VPN Initiation.”

The auto initiation feature can be used in WLAN environments containing NIC cards and access points
from any vendor.

78-14739-01 |
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Creating Entries in the vpnclient.ini File

Creating Entries in the vpnclient.ini File

This section shows how to create or edit the vpnclient.ini fileto activate auto initiation on aVVPN Client.

Preparation

Before you begin, you should gather the information you need to configure auto initiation:
» The network |P addresses for the client network
« The subnet mask for the client network

- Thenamesfor all connection entries that users are using for their connections.

What You Have to Do

To configure auto initiation, you must add the following keywords and values in the [Main] section of
the vpnclient.ini global profile file:

- AutolnitiationEnable—enables or disables auto initiation. To enable auto initiation, enter 1. To
disable it, enter O.

- AutolnitiationRetryInterval—specifies the number of minutes to wait before retrying an auto
initiation connection. The range is one to ten minutes. If you don’t include this parameter in thefile,
the default retry interval is one minute.

- AutolnitiationList—provides a series of section names, each of which contains a network address,
subnet mask, and a connection entry name. The network and subnet mask identify a subnet. The
connection entry specifies a connection entry profile (.pcf file). You can include a maximum of 64
section (network) entries.

For example, suppose a sales manager travels among three | ocations (Chicago, Denver, and Laramie)
within a corporation, attending sales meetings, and wants to securely and easily initiate a wireless
connection at these locations. The vpnclient.ini contains the entries shown in this example. The
connection entry named in each network section points to the individual’s profile (.pcf) for that on-site
wireless LAN network.

Example 3-1 Section of vpnclient.ini File for Auto Initiation

[ Mai n]

Aut ol ni ti ati onEnabl e=1

Aut ol ni tiati onRetryl nterval =3

Aut ol ni ti ati onLi st =Chi cagoWLAN, Denver WLAN, Lar am eW.AN

[ Chi cagoWLAN]

Net wor k=110. 110. 110.0

Mask=255. 255. 255. 0

Connecti onEnt ry=Chi cago (points to a connection profile named chi cago. pcf)
[ Denver WLAN]

Net wor k=220. 220. 220. 0

Mask=255. 255. 255. 0

Connecti onEntry=Denver (points to a connection profile naned denver. pcf)

[ Lar am eWLAN]|

Net wor k=221. 221. 221.0

Mask=255. 255. 255. 0

Connecti onEntry=Larani e (points to a connection profile named | aram e. pcf)

VPN Client Administrator Guide
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CHAPTER I

Using the VPN Client Command-Line Interface

This chapter explains how to use the VPN Client command-line interface (CL1) to connect to a Cisco
VPN device, generate statistical reports, and disconnect from the device. You can create your own script
files that use the CLI commands to perform routine tasks, such as connect to a corporate server, run
reports, and then disconnect from the server.

CLI Commands

This section lists each command, its syntax, and gives an example. It is organized by task.

Displaying a List of VPN Client Commands

Toget alist of all VPN Client commands, go to the directory that contains the VPN Client software, and
enter the vpncl i ent command at the command-line prompt:

C:\ Program Fi |l es\ Ci sco Systens\VPN Cient>vpnclient

Cisco Systens VPN Cient Version 3.6

Copyright (C) 1998-2002 Cisco Systems, Inc. Al Rights Reserved.
Client Type(s): Wndows

Runni ng on W nNT

Usage:

vpnclient connect <profile> [user <usernanme>][eraseuserpwd | pwd <password>]
[nocert pvvd] [notrayicon | sd]

vpncl i ent di sconnect

vpnclient stat [reset] [traffic] [tunnel] [route] [firewall] [repeat]

vpnclient notify

vpnclient verify [autoinitconfig]

Starting a Connection—vpnclient connect

To start a connection, enter the following command:

vpnclient connect <profile> [user <usernane>][eraseuserpwd | pwd <password>]
[nocertpwd] [notrayicon | sd]

Table 4-1 lists the command options you can use with the vpnclient connect command, includes the task
that each option performs, and gives an example of each option.

| 78-14730-01
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CLI Commands

Table 4-1 Command Line Options
option Definition Notes and Examples
profile Name of the connection entry If the filename contains spaces, enclose it in
(.pcf file), that you have double quotes on the command line.
previously configured. Required. Example: vpnclient connect “to work”
user Specifies a username for Updates the username in the .pcf file with this
authentication; with the pwd name. However, if the name supplied is not
option, suppresses the username  |valid, the VPN Client displays the
prompt in authentication dialog. |authentication dialog on a subsequent request.
Optional. Example: vpnclient connect user robron pwd
siltango toVPN
eraseuserpwd Erasesthe user password saved on |You might have configured a connection with
the Client PC thereby forcing the |Saved Password to suppressapassword prompt
VPN Client to prompt for a when connecting using a batch file. You can
password. then use the eraseuserpwd to return to the more
Optional. secure state of requiring password input from
the console when connecting.
Example: vpnclient connect eraseuser pwd
toVPN
pwd Specifies a password for If the password supplied is not valid, the VPN
authentication; with the user Client displays the authentication dialog on a
option on the command line, subsequent request. After encrypting and using
suppresses the password prompt  |the password for the connection, the VPN
in authentication dialog. Dialer clears the password in the .pcf file.
Optional. Using this option on the command line
compromises security and is not recommended.
Example: vpnclient connect user robron pwd
siltango toVPN
nocertpwd Suppresses prompting for a Example: vpnclient connect nocertpwd
certificate password. toVPN
Optional.
notrayicon Suppresses display of thedialer |This parameter lets you suppress prompting
icon in the Windows system tray |when the connection is disconnected using the
(lower right corner of your vpncl i ent di sconnect command (see“Noteon
screen). Notrayicon Parameter”). If you use this
Optional. parameter, you cannot use the sd parameter.
Example: vpnclient connect notrayicon
toVPN
sd Silent disconnect. Suppresses You can use this parameter to improve the

connection terminating messages,
such as “Your |PSec connection
has been terminated.”

Optional.

automatic connection process. If you use this
parameter, you cannot use the notrayicon
parameter. Unlike the notrayicon, the sd option
adds the lock icon to the system tray, which
provides access to statistics and connection
parameters.

Example: vpnclient connect sd towork

] VPN Client Administrator Guide
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Note on Notrayicon Parameter

Note

When you connect using the vpncl i ent connect command, the connection icon (lock) displays in the
system tray in the lower right corner of your screen. In this case, when you then use the vpncl i ent
di sconnect command to disconnect from the VPN device, the VPN Client displays the message:

Your | PSec connection has been terminated [ OK].

You must then click oK to continue.

However, if you include the not r ayi con argument in your command-line string, no icon appears in the
system tray. When you disconnect, the above message does not occur. Also the “Disconnect VPN
connection when logging off” feature is not in effect (see first Note).

When you use the notrayicon option either directly on the command line or in a batch file, make sure
that you issue a vpnclient disconnect command before logging off or your VPN connection remains
active.

If you click onthe VPN Dialer option in the Cisco System VPN Client list of applications, after you have
used the notrayicon on the command line, the lock icon appears on the system tray.

Example 4-1 vpnclient connect Command

This section shows an example of the vpnclient connect command that connects you to the
Documentation Server using the profile name “Docserver.”

C:\Program Fi |l es\ Ci sco Systens\VPN Cient\vpnclient connect Docserver
Cisco Systens VPN Cient Version 3.6

Copyright <C> 1998-2002 Cisco Systems, Inc. Al Rights Reserved.
Client Type<s>: W ndows

Runni ng on W nNT

Initializing the I PSec |ink.
Contacting the security gateway at 10.10.10.1
Aut henti cating user.

At this point, the VPN Client displays an authentication dialog box that prompts for your username and
password.
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Figure 4-1 Authenticating a User

Uszer Authentication for Engineering

zpecified below to complete the user

@ The zerver haz requested the information
authentication.

Uzermame:

Ipatu:

Pazsword:

Ixxxxxx

™| Save Passwand

(] I Cancel

BOGES

After you enter your name and password, authentication succeeds, and the command continues
executing.

Contacting the security gateway at 10.10.10.1
Negotiating security policies.

Securing conmmuni cati on channel .

Your link is secure.

Example 4-2  vpnclient connect Command Using Parameters

The following command connects to the remote network without user interaction. Notice that the
password appears on the command line in clear text.

C:\Program Fi |l es\ Ci sco Systens\VPN Cient\vpnclient connect Docserver user ronrob pwd
si | vertango

Cisco Systens VPN Cient Version 3.6

Copyright <C> 1998-2002 Cisco Systems, Inc. Al R ghts Reserved.

Client Type<s>: W ndows, W nNT

Runni ng on: 4.0.1381

Initializing the I PSec |ink.

Contacting the security gateway at 10.10.10.1
Aut henti cating user.

Contacting the security gateway at 10.10.10.1
Negotiating security policies.

Securing communi cation channel .

Your link is secure.

Displaying a Notification—vpnclient notify

When you connect using the notrayicon option, you can display a notification using the vpnclient notify

command:

vpnclient notify

Example 4-3  vpnclient notify Command

The following session shows how to use the vpnclient notify command to display a notification from a

network administrator.

C:\Program Fi |l es\ Ci sco Systens\VPN Cient\vpnclient connect notrayi con Docserver
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Cisco Systens VPN Cient Version 3.6
Copyright <C 1998-2002 Cisco Systens,
Client Type<s>: W ndows

Runni ng on: 4.0.1381

Initializing the I PSec |ink.
Contacting the security gateway at 10.10.10.1
Aut henti cating user.
Contacting the security gateway at 10.10.10.1
Negotiating security policies.

Securing communi cation channel .

Your

link is secure.

I nc.

All

CLI Commands

Ri ghts Reserved.

C:\Program Fil es\ Ci sco Systems\Vpn Cient\vpnclient notify
Cisco Systens VPN Cient Version 3.6
Copyright <C 1998-2002 Ci sco Systens,
Client Type<s>: W ndows

Runni ng on: 4.0.1381

Noti fication:
networ k admi ni strator has placed an update of the Cisco Systens VPN Client at the
follow ng | ocation:

http://ww. nyconpany. cont cl i ent updat e

Your

I nc.

All

Ri ghts Reserved.

Displaying an Automatic VPN Initiation Configuration

~

Note

To display your configuration for auto initiation, enter the following command:

vpnclient verify autoinitconfig

If the mask in the output display does not match the value in the profile, then the mask isinvalid. An
invalid mask is displayed as 255.255.255.255

Example 4-4  vpnclient verify Command

The following command shows your auto initiation configuration for three access points.

c:\Program Fil es\ Ci sco Systenms\VPN Cient>vpnclient verify autoinitconfig
Cisco Systens VPN Cient Version 3.6
Copyright <C 1998-2002 Cisco Systens,
Client Type<s>: W ndows, W nNT

Runni ng on: 4.0.1381

I nc.

Auto-initiation Configuration Information.
Enabl e: 1
Retry Interval:2

Li st

Entry O: Network: 10. 10. 10. 10

All

Ri ghts Reserved.

Mask: 255.0.0.0

Connection Entry: " Sal esA"
Li st Entry 1:Network: 20.20. 20. 20

Mask: 255.0.0.0

Connection Entry: " Sal esB"
Li st Entry 2: Network: 30. 30. 30. 30

Mask: 255.0.0.0

Connection Entry: "Sal esC'

| 78-14730-01

VPN Client Administrator Guide |



Chapter4  Using the VPN Client Command-Line Interface |

M CLI Commands

Ending a Connection—vpnclient disconnect

To disconnect from your session, enter the following command:

vpncl i ent di sconnect

Example 4-5 vpnclient disconnect Command

The following command disconnects you from your secure connection.

C:\Program Fi |l es\ Ci sco Systens\VPN Cient\vpnclient disconnect
Cisco Systens VPN Cient Version 3.6

Copyright <C> 1998-2002 Cisco Systems, Inc. Al Rights Reserved.
Client Type<s>: W ndows

Runni ng on: 4.0.1381

Di sconnecting the I PSEC |i nk.
Your | PSec |ink has been di sconnect ed.

Displaying Information About Your Connection—vpnclient stat

To generate status information about your connection, enter the following command:

vpnclient stat [reset] [traffic] [tunnel] [route] [firewall] [repeat]

When entered without any of the optional parameters, the vpnclient stat command displays all status
information. The following parameters are optional:

reset Restarts all connection counts from zero. SA stats are not reset.

traffic Displays a summary of bytesin and out, packets encrypted and decrypted, packets
bypassed, and packets discarded.

tunnel Displays IPSec tunneling information.

route Displays configured routes.

firewall Identifies the type of filewall in use and displays information generated by the firewall
configuration.

repeat Provides a continuous display, refreshing it every few seconds. To end the display, press
<ctrl-C>.

The following exampl es show sample output from thevpncl i ent st at command. For more information
on statistical output, see VPN Client User Guide for Windows.
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Example 4-6  vpnclient stat Command
Following is an example of the information that the vpnclient stat command displays.
C=sProgram Files“Cisco Systemsz“~UPN Client>vpnclient stat
Cizco Systems UPHN Client Uersion 3.6 Cint_67Y)
Copyright ¢G> 19982882 Cisco Systems. Inc. All Rights Reserwved.
Client Type<sl: Windows,. WinNT
Running on:- 4_8_.1381
IPS8ec tunnel information.
Connection Entry: Engineering
Client address: 200.200.100.58
Server address: 18.18.32.32
Encryption: 168-bit 3-DES
Authentication:= HMAC-MDS
IF Compression: Mone
MAT passthrough iz inactive
Local LAN Access is disabled
Personal Firewall: Cisco Integrated Client
Firewall Policy: Centralized Protection Policy (CFFP)
UPH traffic summary.
Time connected: @ day(s>, BA:-08_37
Bytes in: 488
Bytes out: 186838
Packets encrypted: 8§
Packets decrypted: §
Packets bypassed: 22
Packets discarded: 8
Conf igured routes.
Secured Metwork Destination Hetmaszk Bytes

* 1@.18.32 .32 255.255.255.255 1872

* .8.8. .8.8.8 a
Firewall Rules.
Act Dir Src Address Dst Address Fro Src Port Dst Port
Fud In Any Local Any N-A N-A
Fud Out Local Any Any N-A N-A
Fud Out Local Any Any N-A N-A
Drp In Any Local Any N-A N-A
Drp Out Local Any Any N-A N-A
Example 4-7  vpnclient stat reset Command
The vpnclient stat reset conmand resets all connection counters.
GC:sProgram Files“Cisco Systems“UPN Client>vpnclient stat reset
Cisco Systems UPN Client Uersion 3.6 C(int_67)
Copyright <G> 1998-2082 Cisco Systems, Inc. All Rights Reserved.
Client Type<ds»: Windows, WinNT
Running on: 4.@A.1381
Example 4-8 vpnclient stat traffic Command
Here is a sample of the information that the vpnclient stat traffic command generates.
GC:sProgram Files“Cisco Systems“UPN Client>vpnclient stat traffic
Cisco Systems UPN Client Uersion 3.6 C(int_67)
Copyright <G> 1998-2082 Cisco Systems, Inc. All Rights Reserved.
Client Type<ds»: Windows, WinNT
Running on: 4.@A.1381
UPN traffic summary.
Time connected: @ day(s), @A:81.17
Bytes din: 728
Bytes out: 1512
Packets encrypted: 12
Packets decrypted: 12
Packets hypassed: 24
Packets discarded: @
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Example 4-9  vpnclient stat tunnel Command

To display only tunneling information, use the vpnclient stat tunnel command. Here is a sample.

C=sProgram Files“Cisco Systems“~UPN Client>vpnclient stat tunnel
Cizco Systems UPHN Client Uersion 3.6 Cint_67Y)

Copyright ¢G> 19982882 Cisco Systems. Inc. All Rights Reserwved.
Client Type<sl: Windows,. WinNT

Running on:- 4_8_.1381

IPS8ec tunnel information.

Connection Entry: Engineering

Client address: 200.200.100.58

Server address: 18.18.32.32

Encryption: 168-bit 3-DES

Authentication:= HMAC-MDS

IF Compression: Mone

MAT passthrough iz inactive

Local LAN Access is disabled

Personal Firewall: Cisco Integrated Client
Firewall Policy: Centralized Protection Policy (CFFP)

Example 4-10 vpnclient stat route Command

The vpclient stat route command displays information similar to the following display.

C:~Program FilessCisco Systems“UPN Client>vpnclient stat route
Cisco Systems UPN Client Uersion 3.6 <{int_67>

Copyright <C> 1798-2082 Cisco Systems, Inc. All Rights Reserved.
Client Type<s2>: Windows, WinHNT

Running on: 4.8.1381

Configured routes.

Secured Metwork Destination Metmask Butes
= 18.108.32.32 255 255,255,255 1784
= #.8.8.8 #.8.8.8 3279
Local Hetwork Destination Hetmask
209.154.64.0 255.255.2595. 255
209.154.65.0 255.255.2595. 255
209.154.66.0 255.255.2595. 255
209.154.67.0 255.255.2595. 255
209.154.65.0 255.255.2595. 255
209.154.69.0 255.255.2595. 255

Example 4-11 vpnclient stat firewall Command

The vpnclient stat firewall command displays information similar to the following display.

C=sProgram Files“Cisco Systems“~UPN Client>vpnclient stat firewall
Cizco Systems UPHN Client Uersion 3.6 Cint_67Y)

Copyright ¢G> 19982882 Cisco Systems. Inc. All Rights Reserwved.
Client Type<sl: Windows,. WinNT

Running on:- 4_8_.1381

Personal Firewall: Cisco Integrated Client
Firewall Policy: Centralized Protection Policy (CFFP)

Firewall Rules.

Act Dir Src Address Dst Address Fro Src Port Dst Port
Fud In Any Local Any N-A N-A
Fud Out Local Any Any N-A N-A
Fud Out Local Any Any N-A N-A
Drp In Any Local Any N-A N-A
Drp Out Local Any Any N-A N-A
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This section lists the error levels (return codes) that you can receive when using the VPN Client
command-line interface.

Return Codes M

Return Code

Message

Meaning

200 SUCCESS_START The VPN Client connection started successfully.

201 SUCCESS_STOP The VPN Client connection has ended.

202 SUCCESS_STAT The VPN Client has generated statistical
information successfully.

203 SUCCESS_ENUVPPP The enumppp command has succeeded. This
command lists phone book entrieswhen connecting
to the Internet via dial-up.

1 ERR_UNKNOWN An unidentifiable error has occurred during
command-line parsing.

ERR_M SSI NG_COVVAND Command is missing from command-line input.
ERR_BAD_COVMAND There is an error in the command entered; check
spelling.

4 ERR_M SSI NG_PARAMS The command-line input is missing required
parameter(s).

5 ERR_BAD_PARAMS The parameter(s) in the command input are
incorrect; check spelling.

6 ERR_TOO_MANY_PARAMS The command-line input contains too many
parameters.

ERR_NO_PARAMS_NEEDED The command entered does not require parameters.
ERR_ATTACH_FAI LED I nterprocess communication error occurred
attaching to the generic interface.

9 ERR_DETACH_FAI LED I nterprocess communication error occurred
detaching from the generic interface.

10 ERR_NO_PRCFI LE The VPN Client failed to read the profile.

11 ERR_PWD_M SMATCHED Reserved

12 ERR_PWD_TOO_LONG The password contains too many characters. The
group password limit is 32 characters; the
certificate password limit is 255 characters.

13 ERR_TOO_MANY_TRI ES Attemptsto enter avalid password have exceed the
amount allowed. The limit is three times.

14 ERR_START_FAI LED The connection attempt has failed; unable to
connect.

15 ERR_STOP_FAI LED The disconnect action has failed; unable to
disconnect.

16 ERR_STAT_FAI LED The attempt to display connection status has failed.

17 ERR_ENUM_FAI LED Unable to list phonebook entries.
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Return Code Message Meaning

18 ERR_COMMUNI CATI ON_FAI LED A serious interprocess communication error has
occurred.

19 ERR_SET_HANDLER_FAI LED Set console control handler failed.

20 ERR_CLEAR_HANDLER_FAI LED Attempt to clean up after a user break failed.

21 ERR_OUT_OF_MEMORY Out of memory. Memory allocation failed.

22 ERR_BAD_| NTERFACE Internal display error.

23 ERR_UNEXPECTED_CALLBACK In communicating with the Connection Manager, an
unexpected callback (response) occurred.

24 ERR_DO_NOT_CONTI NUE User quit at a banner requesting “continue?”

25 ERR_GUI _RUNNI NG Cannot use the command-line interface when
connected through the graphical interface dialer
application.

26 ERR_SET_WORK_DI R_FAI LED The attempt to set the working directory has failed.
Thisisthedirectory where the program filesreside.

27 ERR_NOT_CONNECTED Attempt to display status hasfailed because thereis
no connection in effect.

28 ERR_BAD_GROUP_NAME The group name configured for the connection is
too long. The limit is 128 characters.

29 ERR_BAD_GROUP_PWD The group password configured for the connection
istoo long. The limit is 32 characters.

30 ERR_BAD_AUTHTYPE The authentication type configured for the
connection isinvalid.

31 RESERVED_01 Reserved.

32 RESERVED 02 Reserved.

33 ERR_COVMMUNI CATI ON_TI MED_QUT || nterprocess communication timed out.

34 ERR_BAD_3RD_PARTY_DI AL Failed to launch a third-party dialer.

35 ERR_DAEMON_NOT_RUNNI NG Connection needsto be established for command to

( CVPND. EXE) —Non- W ndows execute.
only
36 ERR_DAEMON_ALREADY_RUNNI NG |Command cannot work because connection is
( CVPND. EXE) —Non- W ndows already established.
only
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Application Example

Hereisan example of aDOS batch file (.bat) that uses CL1 commands to connect to the corporate office
from a branch office, run an application, and then disconnect from the corporate site.

runxl s. bat
rem assume you have generated a report in the mddle of the night that needs
remto be sent to the corporate office.

rem.. generate report.xls .

rem connect to the hone office
vpncl i ent connect sd myprofile

rem check return code fromvpnclient call....
if %rrorlevel % neq 200 goto failed
remif okay continue and copy report

copy report.xls \\mycorpserver\directory\overnight_reports /v

rem now di sconnect the VPN connection

vpncl i ent di sconnect

echo Spreadsheet upl oaded

goto end

:failed

echo failed to connect with error = %rrorlevel %
. end
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CHAPTER 5

Customizing the VPN Client Software

Thischapter explains how to replace the Cisco Systems brand with your own organization’s brand. When
you install and launch the VPN Client software, you see your own organization name, program name,

and application names on menus, windows, dialogs, and icons. It also explains how to set up the software
so that your users caninstall it automatically without being prompted. Thisfeatureis called silent install.

To customizethe VPN Client software, you create your own distribution image combining the foll owing
elements, which this chapter describes:

» Cisco Systems image that you receive on the Cisco Systems software distribution CD.
« Anoem.ini filethat you create. Cisco supplies an oem.ini template for you to customize.
« Your own bitmap and icon files to replace the Cisco Systems brand.

- A vpnclient.ini file for configuring the VPN Client software globally (see Chapter 2,
“Preconfiguring the VPN Client for Remote Users”).

- Individual profile (.pcf) files for each connection entry (see Chapter 2, “Preconfiguring the VPN
Client for Remote Users”).

- setup.bmp—abitmap file that displays on the first Install Shield® window when you install the VPN
Client. (Install Shield only)

» wizard.bmp—a bitmap that displays Connection Wizard. Applicable only to InstallShield
installation.

» For Microsoft Windows Installer (MSl), atransform that you supply. Cisco supplies a transform
template (oem.mst) for you to customize.

The VPN Client comes with a zip file containing all of the elements required for customizing the VPN
Client for an M SI installation. For instructions for customizing and using the transform, see
“Customizing the VPN Client Using an MSI Transform” in this chapter.

These elements should all bein the same directory and folder. Because some of the files may be too large
to distribute the oem software on diskettes, we recommend that you make a CD ROM distribution image.

Customizing the VPN Client occurs when the VPN Client and installation program see atext file called
oem.ini on your distribution image. The oem.ini file is patterned after Microsoft standard initialization
files. You create the oem.ini file and supply your own text, bitmap files, and icon files. When present,
the oem.ini, bitmap, and icon files are read when you first start the VPN Client. Since the VPN Client
software reads these files when it first starts, the changes to them take effect only after you restart the
VPN Client applications.
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This chapter contains the following sections:
« Areas Affected by Customizing the VPN Client
« Creating the oem.ini File
» Installing the VPN Client Without User Interaction
« Customizing the VPN Client Using an MSI Transform

Areas Affected by Customizing the VPN Client

Customizing replaces the following screen text, bitmaps, and icons.
« Brand names on windows and dialog boxes
» Product names on windows and dialog boxes
« Organization logo on all wizard windows

« lcons on the user authentication dialog boxes, the system tray (at the bottom right of the screen),
desktop (shortcut), status messages, Log View windows, and Certificate Manager windows

Installation Bitmap

The Install Shield uses a bitmap when installing the VPN Client software: the setup bitmap (setup.bmp).
Figure 5-1 shows the setup bitmap that displays as the first screen during installation via Install Shield.

Figure 5-1  Setup Bitmap

VPN CLIENT

Cisco Srsrems

B0694

Copyright £ 1998-2001 Cisco Systems, Inc.

Program Menu Titles and Text

After installation, your organization or company, product, and application names appear in the Cisco
Systems VPN Client applications menu. (See Figure 5-2.)
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Figure 5-2  Applications menu

Administrative Tools [Common) ¥
Company —> = (B =] Certificate Manager
name Y@ Help 2
Startup L4 5@ Log Yiewer
Product —= Uninstall VP Client
name | PN Disler

VPN Dialer

Accessones L4
Startup r

E Command Prarmpt
e Intermet Explarer
@ ‘Windows MT Explarer

Areas Affected by Customizing the VPN Client

— Applications

60699

Figure 5-3 shows adialer icon, window title, and dialer logo bitmap that the oem.ini file replacesin the
VPN dialer software.

Figure 5-3  Three Types of Branding Changes

Dialer icon ——> T e -]
Window —T —
title Cisco Svsrems
Dialer logo
bitmap

When you click theicon in the title line and select About Cisco Systems VPN Client, you see information
about the copyright and version number of the VPN Client. The oem.ini file replaces the window title

Connection Entry:

Host name or IP address of remate server:

[Carmest I Lloze |

60706

and the icon. Also the window displays (0EM when you are using the OEM version of the client

software.

Window Titles and Text

Figure 5-4 is typical of dialog boxes showing status messages. You can replace “ Cisco Systems” with

your organization’s name and “VPN Client” with a different name for the client application.
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Figure 5-4 Window Titles in a Dialog Box

Company name —— > MEN e 1= TR o Tl T

in dialog box
Split Tunngling Enabled

Dizconnect |

Product name
in dialog box

60703

Bitmaps
The VPN Dialer application displays the wizard bitmap on windows while connecting to aVPN device.
Figure 5-5 shows the wizard bitmap as used in the connection wizard.
Figure 5-5 Connection Wizard Dialog Box
*f'our adminiztrator may have provided you with group
i digital certificate b thenticat
Cisca Srstius | 2000 amote server. f so, seleotthe sppropiate
authentication method and complete your entries .
& Group Access Information
. . Mame:
Wizard bitmap > |
Password: I
Caonfirm
Pazsword:
" Certificate
Id&me: IAIiice [Cizca] j
aldate Eertificate. |
< Back I Mest » I Cancel | Help | %
o
©
Icons

The next set of figures show the icons used in the VPN Dialer application. You can use the oem.ini file
to replace all icons with icons you design for your organization. The interface uses several icon (.ico)
files. The basic size is 32x32 pixels (the User Authentication window in Figure 5-6). The operating
system automatically condenses the 32x32 icon to fit the 16x16 size displayed on window titles and the
system tray. (See Figure 5-3 and Figure 5-7.)
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Figure 5-6  Dialer Icon on User Authentication Window

User Authentication for Engineering

The remote peer requires additional user
> g authentication to authorize this connection.

Dialer main icon

Usemame:
Jismith

Password:

™| Save Password

60684

The smaller icon on the system tray appears at the bottom right section of your screen.

Figure 5-7  Icon on System Tray

E<— Main icon

Four icons display while the VPN Dialer is connecting to VPN device. (See Figure 5-8 to Figure 5-11.)

Figure 5-8  Start of Negotiation

User Authentication for Engineering

The remote peer requires additional user
Icon at start of ——> authentication to autharize this connection.
negotiation |
(frame 0)

60702

Figure 5-9  First Change

Connecting to 10.10.32.32

Icon at next stage > % Megatiating security profiles...
of negotiation

(frame 1) — |

60689

Figure 5-10 Second Change

Connecting to 10.10.32.32

> % Megatiating security profiles...

Icon changes to
show negotiation

is continuing — |
(frame 2) =

60690
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Figure 5-11 Third Change

Connecting to 10.10.32.32

Icon near end 4 é Megatiating security profiles...
of negotiation
(frame 3)

60691

Log Viewer

The Log Viewer section of the oem.ini file replaces the icon used in the Log Viewer application
(Figure 5-12). You can also replace the name of the application.

Figure 5-12 Log Viewer Icon

.8 Ipseclog.txt - Cisco System IPSec Log Yiewer

File Options Search Help

Log viewer About Cizco Systems IPSec Log Viewer [ %]
=

main icon _ _
> 6@ Wergion: 3.0 [int_38]
Copyright € 1998-20071 Cizco

60692

Certificate Manager

The Certificate Manager section of the oem.ini file replaces the icon used in the Certificate Manager
application. (See Figure 5-13.) You can also replace the name of the application.

Figure 5-13 Certificate Manager Icon

r d =5 Cizco Systems ¥PN Client Certificate Manager x|

Persqnal certificates identify you to people and hosts you communicate with and

Certificate Managel’ — are sighed by a certificate autharity.
main icon A certificate authority [CA] iz an organization that issues certificates.

Enrallment requests are certificate requests that a CA has et to approve.

Personal Certificates | Ca Eertificatesl E rirallmerit Hequestsl

Certificate | Stare |

Cizco Systems ¥PH Client Certificate Manager x|
3.0 [fint_38)
A
' Copyright € 1998-2001 Cizco Spstems, Inc.

0K |

60686
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Additional Bitmap—setup.bmp

The oem version of VPN Client includes a bitmap on the distribution CD that is not in the oem.ini file:
set up. bnp. You can substitute your own image for this .omp file, as long as you keep the current
filename (setup.bmp) and make sure that the file isin the same directory and folder as the oem.ini file.

setup.bmp displays alogo on the window when you start the installation program. The size of the Cisco
Systems setup bitmap is 330x330 pixels and it uses 256 colors.

Creating the oem.ini File

Note

Your distribution CD must contain the oem.ini file for customizing. The oem.ini file contains the
locations and names of bitmaps, icons, window titles, and screen text needed for customizing, all of
which need to bein the same directory. When you install or start the VPN Client, the software checksto
seeif thereis an oem.ini file. If so, the software scans it for bitmaps, icons, and text. If the oem.ini file
lacks an element (for example, text for the product name), then the software uses whatever you have
specified in the default section of thefile. If no oem.ini file exists, the software defaultsto Cisco Systems
bitmaps, icons, and text.

Use Notepad or another ASCII text editor to create the oem.ini file and enter brand text and the names
of your bitmap and icon files. See Table 5-1.

You can edit the oem.ini file that Cisco Systems supplies.

The format of the oem.ini file is the same as a standard Windowsii ni file:
» Useasemicolon (;) to begin a comment.
» Set values by entering keywor d=val ue.
- If you don't specify avalue for a keyword, the application uses the default.

« Keywords are not case-sensitive, but using upper and lowercase makes them more readable.

Sample oem.ini File

; This is a sanple oemini file that you can use to overwite Cisco Systens
brand name on w ndows, bitmaps, and icons with your organization's brand
nane.

; This file has six sections: [Main],[Brand], [Default], [Dialer],
[Log viewer], and [Configuration Manager]. Each section has keywords
designating parts of the interface that the file repl aces.

; The [Main] section deternines whether kerberos uses TCP or UDP (the default).

[ Mai n]
Di sabl eKer ber osOver TCP = 1

; The [Brand] section controls window titles during installation and in the
destination folder for the product and applications.

[ Brand]
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ConpanyText = Wbnderland University
Product Text = Wonderl and d i ent

; The default section establishes the default bitmap and icon to use if
; assignments are left blank. WzardBitMap appears in installation and
; connection wizards. This section also sets up silent installation.

; Silent node installation proceeds w thout user intervention.

[ Defaul t]

W zardBit Map = wuwi z. bnp

Mai nl con = wudi al .ico

SilentMode = 1

Install Path = C \Program Fil es\Wnderl and Uni versity\Wnderland Cient

Def Group = Wonderl and Client

Reboot =1

; The [Dialer] section controls the text and icons for the dialer software.

; AppNaneText appears on the application selection nenu. DialerBitMp

; appears on connection w ndows. AllowSBLLaunches controls whether a renote user can
; launch an application before connecting and | ogging on to a Wndows NT platform

[Dialer]

AppNaneText = Wonderl and Di al er

Di al erBit Map = wudi al . bnp

Mai nl con = wunai ni con.ico

Mai nl conX = RedXLocked. ico

Mai nl conU = Yel | omUnl ocked. i co

Mai nl conUB = Bl ueUnl ocked. i co

Mai nl conUG = GreenUnl ocked. i co

Mai nl conUR = RedUnl ocked. i co

FrameOl con = wudi al .ico

Franmell con = wudial 1.ico

Frame2l con = wudi al 2.ico

Frame3l con = wudi al 3.ico

Al | owSBLLaunches = 0

; The [Log viewer] section controls the text and icons for the Log Viewer
; application. AppNaneText appears on the application selection nmenu and
; the title screen. Minlcon appears on the window title bar and About

; dial og.
[ Log viewer]
AppNanmeText = Wnderl and LogVi ewer

Mai nl con = | og.ico

; The [Certificate Manager] section controls the text and icon for the

; Certificate Manager application. AppNameText appears on the application

; selection nenu and the title screen. Minlcon appears on the window title
; bar.

[Certificate Manager]
AppNanmeText = Wonderland Certificate Manager
Mai nlcon = cmico

; The [Set MIU] section controls the text and icon for the

; Set MIU applications. AppNameText appears on the application

; selection nenu and the title screen. Mainlcon appears on the windowtitle
; bar.

VPN Client Administrator Guide
m. 78-14739-01 |



| Chapter5

Customizing the VPN Client Software

[ Set MrU]

AppNanmeText =

MIU Setter Application

Mai nl con = Mulcon.ico
AutoSetMu = 1
Set M uVal ue = 1300

MTUAdj ust ment Overri de =

144

oem.ini File Keywords and Values

Table 5-1 describes each part of the oem.ini file.

Creating the oem.ini File

Table 5-1  oem.ini File Parameters
Keyword Description Value
[ Mai n] Optional field that identifies a section of the | Keep exactly as shown.

OEM.ini file to address special circumstances.

Di sabl eKer ber osOver TCP=

InstallShield only

When installing the VPN Client on Windows,
the installation program sets aregistry value
that forces windows to use Kerberos over TCP
instead of UDP, the default. Some NAT
devices, such as Linksys, do not support
out-of-order IP fragments, which breaks
Kerberos. With TCP, fragmentation is not
required.

After the keyword and equal sign, enter
either 1 or 0.

0 = keep the default, which is to force
Kerberos to use TCP.

1 = prevent Kerberos from using TCP.

[ Brand] Required field that identifies the branding text |Keep exactly as shown, as the first
that appears on window titles and descriptions |branding section of the file.
throughout the client application.
Conpany Text = I dentifies the name of your organization. If not |After the keyword and equal sign, enter

present, the default is “Cisco Systems.”

the organization’s name. The hame can
contain spaces and is not case sensitive.

Pr oduct Text =

I dentifies the name of the application. If not
present, the default is“VPN Client.”

After the keyword and equal sign, enter
the product name. The hame can contain
spaces and is not case sensitive.

[ Defaul t]

Required field that identifies the section that
contains names of default bitmap and icon to
use if values are blank.

Enter exactly as shown, as the second
section of thefile.

W zar dBi t Map=

Identifies the vertical graphic that appears on
the side of some VPN Client windows, the
Connection Wizard dialog box. (See

Figure 5-5.) The Cisco Systems vertical
graphic is 104x249 pixels; 256 colors.

After the keyword and equal sign, enter
the name of the wizard bitmap file.

Mai nl con= I dentifies the main icon to use as a default. After the keyword and equal sign, enter
Therearetwo sizesused: dimensionsare 32x32 |the name of the default icon file.
and 16x16 pixels; 256 colors.
VPN Client Administrator Guide
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Table 5-1 oem.ini File Parameters (continued)
Keyword Description Value
Si | ent Mode= InstallShield only After the keyword and equal sign, enter

Specifieswhether to activate silent install ation.

either O or 1. 1 activates silent installation:
0 = prompt the user during installation.

1= do not prompt the user during
installation.

I nstal |l Pat h=

InstallShield only

I dentifiesthe directory into which toinstall the
client software.

After the keyword and equal sign, enter
the name of the directory in the suggested
format:

r oot : \ prograns\ conpany\ pr oduc
t

Def Group= InstallShield only After the keyword and equal sign, enter
| dentifies the name of the folder to contain the |11 nam;off the d.estlnanon folder in the
client software. suggested format:

f ol der nane

Reboot = InstallShield only After the keyword and equal sign, enter 0,
Specifieswhether to restart the system after the 1or2
silent installation. If SilentModeison (1) and |0 = display the reboot dialog.

;ebo_ot Isalll the sfyst_err? automatically repoots 1 (and SilentMode = 1) = automatically
ter installation finisnes. reboot the system when installation
finishes.
2 (and SilentMode = 1) = do not reboot
after installation finishes.

[Dialer] Required field that identifies the section that  |Enter exactly as shown, as the third
containsthe name of the Dialer application, the |section of thefile.
bitmap to use on the connections window, and
the connection icons.

AppNaneText = I dentifies the name of the dialer application.  |After the keyword and equal sign, enter

the name of the dialer application. The
name can contain spaces and is not case
sensitive.

Di al er Bi t Map=

I dentifies the dialer bitmap (shown in
Figure 5-3.) The dimensions of this bitmap are
298x116 pixels; 256 colors.

After the keyword and equal sign, enter
the name of the dialer bitmap file.

Mai nl con=

I dentifies the primary icon file for the
connection and authentication windows. This
icon appears in the User Authentication
window and the system tray, for example. (See
Figure 5-6 and Figure 5-7.) You can rotate or
flipthelock imageto fit with the brand graphic.
There aretwo sizesused: dimensionsare 32x32
and 16x16 pixels; 256 colors.

After the keyword and equal sign, enter
the name of the primary icon file. The
system tray usesthe 16x16 size. You need
to create only the 32x32 size.

For examples of following fiveicons, see Cisco VPN Client User Guide for Windows, Chapter 4, “Using Automatic VPN

Initiation.”
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Table 5-1 oem.ini File Parameters (continued)

Creating the oem.ini File 1

Keyword Description Value

Mai nl conX= Identifiesthe yellow, locked padlock with ared |After the keyword and equal sign, enter
X over it, representing the disconnecting of an |the name of theicon file. The system tray
existing connection. uses the 16x16 size.

Mai nl conU= I dentifies the unlocked yellow padlock, After the keyword and equal sign, enter
representing suspended auto initiation. the name of theicon file. The system tray

uses the 16x16 size.

Mai nl conUB= I dentifies the unlocked blue padlock, After the keyword and equal sign, enter
representing suspended auto initiation but with |the name of the icon file. The system tray
the dialer window showing. uses the 16x16 size.

Mai nl conUG= I dentifies the unlocked green padlock, After the keyword and equal sign, enter
representing that auto initiation isin process. |the name of theicon file. The system tray

uses the 16x16 size.

Mai nl conUR= I dentifies the unlocked red padlock, After the keyword and equal sign, enter

representing that the dialer is disabling auto
initiation from the suspended mode.

the name of theicon file. The system tray
uses the 16x16 size.

Frane0l con=

I dentifies the Frame O icon file, which is based
on the main icon. (See Figure 5-8.) Thisicon
shows at the start of the connection
negotiation. The dimensions are 32x32 pixels;
256 colors.

After the keyword and equal sign, enter
the name of the FrameQ icon file.

Franmell con=

I dentifies the Frame 1 icon file, which is based
on the main icon. (See Figure 5-9.) Thisicon
shows further progress of the connection. The
dimensions are 32x32 pixels; 256 colors.

After the keyword and equal sign, enter
the name of the Framel icon file.

Frame2l con=

I dentifies the Frame 2 icon file, which is based
on the main icon. (See Figure 5-10.) Thisicon
shows further progress of connection
establishment. The dimensions are 32x32
pixels; 256 colors.

After the keyword and equal sign, enter
the name of the Frame2 icon file.

Frame3l con=

I dentifies the Frame 3 icon file, which is based
on the main icon. (See Figure 5-11.) Thisicon
shows the end of connection establishment.
The dimensions are 32x32 pixels; 256 colors.

After the keyword and equal sign, enter
the name of the Frame3 icon file.

Al | owSBLLaunches

InstallShield only

Specifieswhether aVPN Client user isallowed
to launch athird party application before
logging on to a Windows NT platform.

After the keyword and equal sign, enter 1
to enable or 0 to disable this feature. The
default is O (to disable). (See Note after
table.)

[Log viewer] Required field that identifies the application  |Keep exactly as shown, as the fourth
name and icon for the Log Viewer application. |section of thefile.
AppNaneText = I dentifies the name of the Log Viewer After the keyword and equal sign, enter
application. the name you want to give to the Log
Viewer application. The name can contain
spaces and is not case sensitive.
VPN Client Administrator Guide
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Table 5-1 oem.ini File Parameters (continued)
Keyword Description Value
Mai nl con= Identifies theicon for the Log Viewer title bar,

About window and applications menu. There
are two sizes used: dimensions are 32x32 and
16x16 pixels; 256 colors.

After the keyword and equal sign, enter
the name of theicon (.ico) file for this
icon.

[Certificate Manager]

Required field that identifies the application
name and icon for the Certificate Manager
application.

Keep exactly as shown, as the sixth
section of thefile.

AppNaneText = I dentifies the name of the Certificate Manager |After the keyword and equal sign, enter

application. the name you want to give to the
Certificate Manager application. The
name can contain spaces and is not case
sensitive.

Mai nl con= I dentifies the icon for the Configuration After the keyword and equal sign, enter
Manager title bar and the applications menu. |the name of the icon (.ico) file for this
The dimensions are 16x16 pixels; 256 colors. |icon.

[Set Mu] Required field that identifies the section that  |Enter exactly as shown.
contains the name of the Set MTU application,
the name of the Set MTU icon, and other
settings.

AppNaneText = I dentifies the name of the Set MTU After the keyword and equal sign, enter
application. the name you want to give to this

application. The name can contain spaces
and is not case sensitive.

Mai nl con= Identifies the icon for the Set MTU title bar, |After the keyword and equal sign, enter
About window, and applications menu. There |the name of theicon (.ico) file for this
are two sizes used: dimensions are 32x32 and |icon.
16x16 pixels; 256 colors.

Aut oSet M u= InstallShield only After the keyword and equal sign, enter a
I dentifies whether to automatically set the valueOor I
MTU for all adaptors during installation using |0 = do not set MTU; do not launch.
the SetMTU- Value. 1 =set MTU and silently launch during

installation. This is the default

Set MTWal ue= InstallShield only

I dentifies the value to be used for all adapters
bound to TCP/IP

After the keyword and equal sign, enter a
value between 64 and 1500, inclusive. The
default = 1300.

MTUAdj ust Overri de=

InstallShield only; Windows NT-based only.

| dentifies the DNE MtuAdjustment parameter.
This value identifies the amount the NIC’s
MTU will be reduced.

After the keyword and equal sign, set to a
value between 0 and 1300, inclusive. To
use the SetMTU application to set the
MTU for the TCP/IP protocol, set this
parameter to 0.
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78-14739-01 |



| Chapter5

Customizing the VPN Client Software

Note

Customizing the VPN Client Using an MSI Transform

When AllowSBLLaunchesis 0, “Allow launching of third party applications before logon” under
Windows Logon Propertiesis unavailable. There might be cases when you need to launch an application
before starting your connection, for example, to authenticate your access credentials. In this case you
can use the following procedure:

In the VPN Dialer program, choose Options > Windows L ogon Properties.

Uncheck Disconnect VPN connection when logging off.

Log out.

Log in with cached credentials.

Make your VPN Dialer connection.

Log out.

Log in again while already connected.

Customizing the VPN Client Using an MSI Transform

A

This section describes how to customize VPN Client installation using a transform for the MSI. To
customize the applications, you need both a transform and an cem.ini file.

Caution Do not modify the MSI file. To customize MSI, use atransform. Failure to follow recommended
procedure will limit the level of support you can expect from Cisco.
Creating the Transform

To create the transform, you edit the vpnclient_en.msi file. You can create the transform with any
commercially available M Sl installation package, such as Wise or InstallShield. The procedure in this
section uses the Microsoft ORCA editor available from the Microsoft Windows Installer SDK. The
version used hereisfrom Microsoft Platform SDK November 2001. So before you begin, make sure that
ORCA isinstalled on your system. If you need information on transforms and ORCA, refer to the ORCA
documentation.
Hereis the procedure:

Stepl  Start ORCA.

Step2  Select File > Open and enter vpnclient_en.msi.

Step3  Select Transform > Apply Transform and select oem.mst, the transform templ ate.

To customize oem.mst, you modify some of the information you see in the tables. The parts to modify
have green change bars on the left side of the row. Figure 5-14 shows a partial oem.mst file.
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Figure 5-14 Editing the Tables in a Transform File

vypnclient_en.msi (transformed by oem.mst) - Orca

File Edit Tables Transform Tools

View Help

18]

EEEEEEEEEE]

Tables I:I File | Component, | FileMame I FileSize I ‘Wersion | Language I Attributes | Sequence AI
I Companent DNEZ000,5vs B1E46690_5629_4BSD_AB1S_291... DMEZ000_SY¥5.6... DMEZ000.svs 128380 z11.7.4 1033 o 23
Condition dneinst. exe. 6 1E46630_5629_4B80_AE1S_2310F... DNE_INST.61E4... dneinst.exe 116552 2.11.7.4 1033 o 27
Cantral dneZ000.exe 61E46690_5629_4B8D_AE15_291... DNE2000_EXE.6... dne2000.exe 27584 2.11.7.5 1033 o 21
ControlCondition dnez000.inf 61E46690_5629_4630_ABLS_2910... DME2000_INF.6... dne2000.inf 1991 o 22
ControlEvent Global_WwC_MFC4zANSICore_F0.51DS69E2_8AZE... Global_WC_MFC4... mfcdZ.dll 995383 6.0.8665.0 1033 o 20
CreateFolder cvpnd.exe CsCoFile_Cvpnd cvpnd.exe 1278019 0.0.0.0 1033 o 1
Zustorndction CertMarGUL exe CsCoFile_CertMg,.. CertMarGUIexe 1232973 1.0.0.1 1033 a 3
Dialog ipsxauth.exe CsCoFile_lpsxauth ipsxauth.exe 176201 0.0.0.0 1033 i} 5
I Directory ppptoal.exe CsCoFile_PppTool  ppptool.exe 155719 o 6
DrLocator SEEMTU. exe CsCoFile_SetMbu SetMTU. exe 155717 0,0.0.0 1033 a 7
DuplicateFile wpnclient.exe CsCoFile_WpnClient wvpnclient.exe 154359 [1] g
Environment CVPNDr v sys CsCoFile_CwpnD... CYPNDry.sys 262730 0.0.0.0 1033 i} 10
Errar <5Gina.dl CsCoFile_gGina C5Gina.dll 122949 [1] 11
EventMapping Psapi.dl CsCoFile_PsAPL Psapi.dl 17880 5.0,1475.1 1033 [1] 12
Extension wsdata.dll CsCoFile_YsData  wsdata.dll 67240 2.7.0.125 1033 1] 13
Feature vsdatant,sys CsCoFile_YsDataMT wsdatant,sys 472352 2.7.0.125 1033 o 14
IFEatursCUmpUnents Global_System_OLEAUTSZ_F3 80005940 _70C8 ... Global_System_... oleaut3z.dl SOBZE5 2.40,4275.1 1033 [1] 19
Fil= Global_System_OLEAUTIZ_F2,8C0C59A0_7DCE_... Global_System asycfilt.dl 147726 24042751 1033 0 18
Fort Glohal_System_STDOLE_F1.8C0CS9A0_7DCS_11... Global_System_s... stdols2.th 17920 2.40,4275.1 1033 ] 17
IIcon Global_Systemn_OLEPRCEZ_F0,8C0CS9A0_7DCS ... Global_System_...  olepro3z.dl 164112 5.0,4275.1 1033 [1] 16
IniFile Global_Controls_COMCATDLL_F0.320701B0_S0E. .. Global_Controls_... comcat.dl 22285 4.71.1460.1 1033 1] 15
IniLocator — Mainlcony.ico CsCoflja_DemFiles_ Mainlconi.ico 2238 8192 49
InstalExecuteSequence tame3.ico CsCoFile QenFiles  frames3.ico 2238 5192 44
InstallUISequence ramez.ico sCoFile_OemFiles  frameZ.ico prarici} G132 43
IsolatedComponent tamel.ico CsCoFile_CenFiles  framel.ico 2238 8192 42
LaunchCondition tamed ico CsCoFile OemFiles  framed.ico 2238 5192 41
ListBiox CsCoFile_OemFiles  Mainlcon.ico 2235 5192 40
List¥igw CsCoFile_OemFiles  Dem.ini 520 8192 46
LockPermissions CsCoFile OemFiles  Wizard.brip TI742 8192 35
MIME . CsCoFile_OemFiles _ Digler.brp 103990 5192 39
I Media MainlconlIR. ico CsCoFile_OemFiles  MainlconUIR.ico 2238 8132 53
ModuleComponents MainlconUG.ico CsCoFile QenFiles  Mainlconl)G.ico 2238 8192 52
ModuleConfiguration Mainlconll.ico CsCoFile CemFiles  Mainlconl.ico 2235 5192 50
ModuleDependency MainlconUB.ico CsCoFile QenFiles  Mainlconll.ico 2238 8192 51
ModuleSignature jsetmtu.ica CsCoFile_CenFiles  setmtu.ico 2238 8192 48
ModuleSubstitution CsCoFile OemFiles  certmir.ico 2238 5192 47 )
MoveFile ;I CsCoFile OemFiles  logview.ico 2238 8192 45 |~ Sr
Tables: 91 [File - 53 rows Mo column is selected. E

Table 5-2 outlines the changes to make in the tables in the oem.mst file. The columnsin the table are
defined as follows:

« Table Name—the name of the table to edit
» Changes Needed—a list of the changes to make to the table
« Install Requirement—the entries that modify the installation software

« Client Requirement—the entries that modify the way the VPN Client operates at runtime

Table 5-2 Oem.mst Tables
Modifies VPN
Modifies Install Client Runtime
Table Name Changes Needed Parameters Parameters
Binary topl6—Add your own 500x63 bitmap for the M SI Install Yes for both No for both

sidel6—Add you own 501x314 bitmap for the MSI Install

Component CsCoFile_OemFiles—needed to install icons, bitmaps, and |No Yes
oem.ini file for custom VPN Clients
Directory INSTALLDIR—Change to your own directory Yesfor all No for all

INSTALLDIR2—Change to your own directory
Cisco_Systems VPN_Client—Change to your own folder

name

] VPN Client Administrator Guide
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Customizing the VPN Client Using an MSI Transform

Table 5-2 Oem.mst Tables (continued)

Modifies VPN
Modifies Install Client Runtime
Table Name Changes Needed Parameters Parameters

Feature Complete | CsCoFile_OemFiles—needed to install icons, No Yes
Components bitmaps, and oem.ini file for custom VPN Clients

File Add the following files for customizing the VPN Client. For |No Yes
examples, see the oem.mst transform and the oem.ini files.

oem.ini
Wizard.bmp
Dialer.omp
Mainlcon.ico
frameQ.ico
framel.ico
frame2.ico
frame3.ico
logview.ico
certmgr.ico
setmtu.ico
MainlconX.ico
MainlconU.ico
MainlconUB.ico
MainlconUG.ico
MainlconUR.ico

I con Addthefollowingicon filesfor customizing the VPN Client. |No Yes
These icons are for shortcuts on the Program Group. For
examples, see the oem.mst transform and the cem.ini files.

Mainlcon.ico
logview.ico
certmgr.ico
setmtu.ico

VPN Client Administrator Guide
[ 78-14739-01 .m



Chapter5  Customizing the VPN Client Software |

M Customizing the VPN Client Using an MSI Transform

Table 5-2

Oem.mst Tables (continued)

Table Name

Changes Needed

Modifies Install
Parameters

Modifies VPN
Client Runtime
Parameters

Media

Add thefollowingicon filesfor customizing the VPN Client.
For examples, see the oem.mst transform and the cem.ini
files.

oem.ini
Wizard.bmp
Dialer.omp
Mainlcon.ico
frameQ.ico
framel.ico
frame2.ico
frame3.ico
logview.ico
certmgr.ico
setmtu.ico
MainlconX.ico
MainlconU.ico
MainlconUB.ico
MainlconUG.ico
MainlconUR.ico

No

Yes

Property

ProductName—Supply company and product names for
installation.

Manufacturer—Change publisher in the support information
screen under Control Panel > Add/Remove Programs.

ARPURLINFOABOUT—Change the web page in the
support information screen under Control Panel >
Add/Remove Programs.

Yes

No

No

No

Yes

Yes

Shortcut

LOG_VIEWER—Change the name and the icon for the Log
Viewer application.

Certificate_Manager—Change the name and the icon for the
Certificate Manager application.

Dialer—Change the name and the icon for the VPN Dialer
application.

SET_MTU—Change the nhame and theicon for the Set MTU
application.

No for all

Yes for all

OEM.INI File and MSI

At run-time, you need an oem.ini file to tell the VPN Client to use custom bitmaps and icons.

Copy your oem.ini file, the custom bitmaps, and the custom icons to your distribution media, for

example aCD, placing them in the same directory asthe vpnclient_en.msi file. If you use the transform
toinstall the VPN Client, the oem.ini file, bitmaps, and icons, are copied along with the VPN Client files
during installation. For a sample oem.ini file, see “ Sample oem.ini File.” For more information on the
oem.ini file, see Table 5-1.
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Installing the VPN Client Without User Interaction 1l

Table 5-3 lists I nstall Shiel d-specific control parameters and how to achieve similar resultsin MSI. The
oem.ini file modifies both Install Shield instal lation parameters and VPN Client runtime parameters. For
MSI all oem.ini parameters are required except the installation-time parameters.

Table 5-3

Oem.ini File Keywords and MSI Equivalents

Keyword

MSI Equivalent

Di sabl eKer ber osOver TCP=

Transform Table: Property
DISABLEKERBEROSOVERTCP

Si | ent Mode= Executing MSI installation using the /g switch
For example:
msiexec /I vpnclient_en.msi /q
I nstal | Pat h= Transform Table: Directory
INSTALLDIR
INSTALLDIR2
Def Gr oup= Transform Table: Directory

Cisco_Systems_VPN_Client

Al | owSBLLaunches

Transform Table: Registry
registry6

Software\Cisco Systems\VPN Client\Secure | AllowsSBL L aunches

Aut 0Set M u= Transform Table: Property
LAUNCHSETMTU

Set MTWal ue= Transform Table: Property
SETMTUVALUE

MIUAd] ust Overri de= Transform Table: Property
DNEMTUADJUSTMENT

Windows NT-based only.

Installing the VPN Client using the Edited Transform

Toinstall the VPN Client with the transform oem.mst that you have prepared, execute the following
command at the command-line prompt.

msiexec /i vpnclient_en_msi TRANSFORM S=o0em.mst

If you want to record errors that might occur during the installation, you can create alog file as follows:

msiexec /i vpnclient_en_msi /I*v! c:oeminstall.log TRANSFORM S=oem.mst

Installing the VPN Client Without User Interaction

This section describes how to produce installation without user interaction for both Install Shield
installations and M Sl installations. Installing the VPN Client without user interaction is called silent
mode. In silent mode, no messages or prompts appear on the screen.

| 78-14730-01
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Silent Installation Using InstallShield

Note

To implement silent mode with or without customizing the VPN Client applications, you can create an
oem.ini file containing only the part that configures silent mode. In thisfile, you turn silent mode on,
identify the pathname and folder to contain the VPN Client software, and reboot the system, all without
user interaction.

During silent mode installation, the installation program does not display error messages. The program
stores error messages in alog file named VPNL og.txt located in the windows system directory
(WINSY SDIR).

If theinstallation program detects a2.x version of the VPN Client, the program still prompts the user for
input when converting the connection entry profiles.

A sample cem.ini file for implementing silent mode follows:

[ Def aul t]

SilentMode = 1

Install Path = C \Program Fil es\ Engi neeri ng\ | PSec Connecti ons
Def G oup = | PSec renote users

Reboot =1

Table 5-4 oem.ini File Silent Mode Parameters

.ini parameter
(keyword) Parameter Description Values

Si | ent Mode= Identifieswhether to activate |After the keyword and equal sign, enter either O or
noninteractive installation. | 1.
1 activates silent installation:

0 = prompt the user during installation.
1= do not prompt the user during installation.

I'nstal | Pat h= Identifies the directory for | After the keyword and equal sign, enter the name of
the client software the directory in the suggested format:
installation. root:\ prograns\ organi zati on\ pr oduct

Def Group= Identifies the name of the After the keyword and equal sign, enter the name of
folder to contain the client  |the destination folder in the suggested format:
software.

f ol der nane

Reboot = Identifies whether to restart | After the keyword and equal sign, enter O, 1, or 2:
the system after the silent
installation. If SilentModeis
on (1) and Reboot is 1, the |1 (and SilentMode = 1) = automatically reboot the
system automatically reboots |System when installation finishes.

after installation finishes. 2 (and SilentMode = 1) = do not reboot after
installation finishes.

0 = display the reboot dialog.

VPN Client Administrator Guide
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Installing the VPN Client Without User Interaction 1l

Silent Installation Using MSI

Toinstall the VPN Client without dialogs and messages (user interface) displaying on the screen, you
can use either of the two following commands on the command line.

msiexec.exe /q [n|b|r|f] /i vpnclient_en.msi
or

vpnclient_en.exe/q [n|b|r|f]

Option  |What it Displays

g or gn |No user interface. It is advisable to enable logging to determine whether the installation
succeeded, since this option eliminates all information including fatal error messages.

gb The basic user interface, which isalimited progress dial og that Windows I nstaller generates.
It is advisable to enable logging with this option as well.

qr Reduced user interface, similar to the full user interface option, but includes only a subset of
all dialogs. For example, this option displays the welcome, license agreement, destination
folder, and start dialogs, but does not let the user change the destination folder.

gf Full or complete user interface including all dialogs. Thisis the default setting.

Launching SetMTU with Silent Installation

The SetMTU utility is automatically launched in silent mode with the value of 1300 for al installed
adapters. To disable the SetMTU utility during installation, set the LAUNCHSETMTU property on the
command-line to 0. To modify the MTU value, set SETMTUVALUE to value. To override the DNE
MtuAdjuistment parameter, which is set to 0, sst DNEMTUADJUSTMENT to value.

For example, to disable SetMTU and set the DNE Mtuadjustment to 144, execute the following
command:

vpnclient_en.msi LAUNCHSETMTU=0 DNEMTUADJUSTMENT=144
For information on the SetMTU utility, see “Changing the MTU Size.”
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CHAPTER 6

Troubleshooting and Programmer Notes

This chapter contains information to help you resolve problems installing or running the VPN Client. It
also contains notes helpful to writing programs for special needs.

This chapter includes the following main topics:
Troubleshooting the VPN Client
Start Before Logon and GINAs

Programmer Notes

Troubleshooting the VPN Client

This section describes how to perform the following tasks:
« Gathering Information for Customer Support
- Solving Common Problems
» Changing the MTU Size

Gathering Information for Customer Support

If you are having problems running the VPN Client on your PC, you can gather system information that
is helpful to a customer support representative and e-mail it to us. We recommend that you do the
following before you contact us.

If Your Operating System is Windows 98, 98 SE, ME, 2000, or XP

Go to the Start menu and select Programs > Accessories > System Tools > System Information.

Windows displays the Microsoft System Information screen, such as the one in Figure 6-1.

VPN Client Administrator Guide
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Figure 6-1 System Information Screen on Windows 98
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Select a category and the screen displays details for that category. You can then execute the Export
command and choose a hame and destination. Windows creates a text file, which you can attach to an
e-mail message and send to the support center.

If Your Operating System is Windows NT or Windows 2000

On the Windows NT or Windows 2000 operating system, you can run a utility named w NvsD from a
command-line prompt. WINMSD generates a file containing information about your system
configuration, and the software and drivers installed.

To use this utility, perform the following steps:

Stepl  Go to the Start menu and select Programs > Command Prompt.
This action displays a window with a DOS prompt, such as c:\.

Step2  Type the following command at the DOS prompt:

C:\ >winmsd /a /f
where /a = all and /f = write to file.

This command generates a text (.txt) file with the name of your computer and places the file in the
directory from which you run the command. For example, if the name of your machineis SILVER and
you execute the command from the c: drive (as shown above), the text file nameissi | ver. txt.

If you open the file with atext editor, such as Notepad, you see afile such as the one shown in
Figure 6-2, which was from a Windows NT system.
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Troubleshooting the VPN Client

Figure 6-2  System Text File
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You can attach this file to an e-mail message and send it to the support center.

Solving Common Problems

This section describes some common problems and what to do about them.

Shutting Down on Windows 98

G077

You may experience a problem with your Windows 98 system shutting down when the VPN Client
software isinstalled. If so, you need to disable the fast shutdown feature, as follows:

Stepl At the Microsoft System Information screen (shown in Figure 6-1), select Tools> System Configuration.
Microsoft displays a Properties page.
Step2  From the General page, select the Advanced button.
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Step 3

Choose the Disable Fast Shutdown option.

Booting Automatically Starts up Dial-up Networking on Windows 95

Someversions of Internet Explorer silently control startup optionsin Windows 95 so that every time you
start your system, Dial-Up Networking launches. If thisoccurs, asit doesin Internet Explorer 3.0, go to
View > Options > Connections and uncheck the option Connect to the Internet as needed.

Changing the MTU Size

~

Note

Step 1

The Set MTU option is used primarily for troubleshooting connectivity problems.

The VPN Client automatically adjusts the MTU size to suit your environment, so running this
application should not be necessary.

The maximum transmission unit (MTU) parameter determines the largest packet size in bytes that the
client application can transmit through the network. If the MTU size is too large, the packets may not
reach their destination. Adjusting the size of the MTU affects all applications that use the network
adapter. Therefore the MTU setting you use can affect your PC’s performance on the network.

MTU sizing affects fragmentation of 1PSec and 1PSec through NAT mode packets to your connection
destination. A large size (for example, over 1300) can increase fragmentation. Using 1300 or smaller
usually prevents fragmentation. Fragmentation and reassembly of packets at the destination causes
slower tunnel performance. Also, many firewalls do not let fragments through.

To change the size of the MTU, use the following procedure:

Select Start > Programs > Cisco Systems VPN Client > SetMTU.
The Set MTU window appears.

VPN Client Administrator Guide
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Start Before Logon and GINAs ||

Figure 6-3 Setting MTU Size on Windows NT
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Step2  Click anetwork adapter on the list of network adapters.
Step3  Click one of the following choices under MTU Options:

Default The factory setting for this adapter type.
576 (in bytes) The standard size for dial-up adapters.

1300 (in bytes) | The choice recommended for both straight IPSec and 1PSec through NAT. Using
this value guarantees that the client does not fragment packets under normal
circumstances.

Custom Enter avalue in the box. The minimum value for MTU size is 68 bytes.

Step4  Click OK.

You must restart your system for your change to take effect

Start Before Logon and GINAs

The VPN Client can load prior to logging in to a Windows NT platform (Windows NT 4.0, Windows
2000, and Windows XP). Thisfeature |lets remote users establish a VPN connection to a private network
where they can successfully log in to adomain. When start before logon (SBL) is enabled on a Windows
NT platform, the VPN Client triesto replace the standard Microsoft logon dialog box (the same one that
appears after you press Ctrl+Alt+Del when booting your PC, called a GINA). The name of the Microsoft
GINA ismsgina.dll and you can find it in the registry at the location:

HKLM Sof t war e\ M cr osof t \ W ndows NT\ Curr ent Ver si on\ W nl ogon
G naDLL = nsgina.dl|
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~

Note

Fallback Mode

The VPN Client replaces the msgina.dll with the VPN Client’'s GINA (csgina.dll), and then pointsto it
so that you can still see and use the MS GINA. When you start your PC and press Ctrl+Alt+Del, you are
launching the VPN Client Dialer application and the M S logon dialog box. The VPN Client detects
whether the necessary Windows services are running and if not, displays a message asking you to wait.
If you look inthe VPN Client registry, you see the following parameters and values:

HKLM Sof t war e\ G sco Systens\ VPN Cient\

Gnalnstalled = 1
Previ ousG naPath = nsgi na. dl |

When you enable start before logon for the first time, you must reboot for the system to load csgina.

In some cases a third-party program replaces the MS GINA, and in some of these casesthe VPN Client
works with the third-party program, whilein other cases, it does not. The VPN Client maintains alist of
incompatible GINAsthat it does not work with, and does not replace the GINA filein use. Thisiscalled
fallback mode. The list of incompatible GINAs resides in the vpnclient.ini file, and the VPN Client
refers to the list only during installation. The following entry is an example.

I nconpati bl eG nas=PALgi na. dl |, nwgi na. dl I ,1 ogonrem dl I, ngi na. dl |

In fallback mode, the VPN Client performs differently when start before logon isin use. Instead of
loading when you press Ctrl+Alt+Del, the VPN Dialer |oads as soon as the VPN service starts. When
operating in fallback mode, the VPN Client does not check to seeif the necessary Windows services have
started. As aresult, the VPN connection could fail if initiated too quickly. In fallback mode, when the
VPN connection succeeds, you then press Ctrl+Alt+Del to get to the Microsoft logon dialog box. In this
mode, you see the following VPN Client registry parameters and values:

HKLM Sof t war e\ G sco Systens\ VPN Cient\

G nalnstalled = 0
Previ ousG naPath = nsgi na. dl |

Incompatible GINAs

If anew problem GINA is discovered after the VPN Client is released, you can add the GINA to the
incompatible GINA list in the vpnclient.ini file. Adding the GINA to thislist placesit in the
IncompatibleGinas list in the registry when you install the VPN Client and puts the VPN Client into
fallback mode, thus avoiding possible conflicts (see section “oem.ini File Keywords and Values”).
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Programmer Notes

This section contains information to aid a programmer in writing programs that perform routine tasks.

Testing the Connection

Aspart of aprogram, you might want to test aconnection to seeif it is active before performing the tasks
that are the purpose of the program. To test the connection, you can poll the Tunnel Established entry in
the HKEY_LOCAL_MACHINE registry. To see this entry, bring up the Registry Editor and go to
SOFTWARE > Cisco Systems > VPN Client. (See Figure 6-4.) In the list of entries, you see

Tunnel Established. This entry can have only two values: 1 or 0. If the connection is working, the value
is1; if not, thevalueisO.

Figure 6-4 Cisco Systems VPN Client Registry Entries
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Command Line Switches for ipsecdialer Command

The ipsecdialer command starts a connect from the command line by bringing up the VPN Client GUI
application. You can use switches to specify parameters with this command. Table 6-1 lists the switches
you can include in the ipsecdialer command and describes the task that each switch performs.

Table 6-1 Command Line Switches

Switch

Parameter

Description

/c

Auto-connect

Starts the VPN Dialer application for the specified
connection entry and displays the authentication dialog.

Example: ipesedialer /c towork

/eraseuserpwd

Erase User Password

Erases the user password saved on the Client PC thereby
forcing the VPN Client to prompt for a password.

Example:ipsecdialer /c /eraseuser pwd towor k

Juser

Username

Specifies a username for authentication. Suppresses the
username prompt in authentication dialog. Updates the
username in the .pcf file. You can use this parameter only
with the /c switch.

Example: ipsecdialer /c /user robron /pwd siltango towor k

/pwd

Password

Specifies a password for authentication. Suppresses the
password prompt in authentication dialog. Updates the
password in the .pcf file during authentication and then clears
the password from the pcf file.

Example: ipsecdialer /c /user robron /pwd siltango towor k

/sd

Silent disconnect

Suppresses connection terminating messages, such as “Your
IPSec connection has been terminated.” You can use this
parameter to improve the automatic connection process.

Example: ipsecdialer /sd towork
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IKE Proposals

Table 6-2 lists the IKE proposals that the VPN Client supports.

IKE Proposals

Table 6-2  Valid VPN Client IKE Proposals
Authentication Authentication Encryption  |Diffie- Hellman
Proposal Name Mode Algorithm Algorithm Group
CiscoVPNClient-3DES-MD5 Preshared Keys MD5/HMAC-128 |3DES-168 |Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-3DES-SHA Preshared Keys SHA/HMAC-160 |3DES-168 |Group 2
(XAUTH) (1024 hits)
CiscoVPNClient-DES-MD5 Preshared Keys MD5/HMAC-128 |DES-56 Group 2
(XAUTH) (1024 hits)
CiscoVPNClient-AES128-MD5 Preshared Keys MD5/HMAC-128 |AES-128 Group 2
(XAUTH) (1024 hits)
CiscoVPNClient-AES128-SHA Preshared Keys SHA/HMAC-160 |AES-128 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES192-M D5 Preshared Keys MD5/HMAC-128 |AES-192 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES192-SHA Preshared Keys SHA/HMAC-160 |AES-192 Group 2
(XAUTH) (1024 hits)
CiscoVPNClient-AES256-MD5 Preshared Keys MD5/HMAC-128 |AES-256 Group 2
(XAUTH) (1024 hits)
CiscoVPNClient-AES256-SHA Preshared Keys SHA/HMAC-160 |AES-256 Group 2
(XAUTH) (1024 bits)
IKE-3DES-MD5 Preshared Keys MD5/HMAC-128 |3DES-168 |Group 2
(1024 bits)
IKE-3DES-SHA Preshared Keys SHA/HMAC-160 |3DES-168 |Group 2
(1024 hits)
IKE-DES-MD5 Preshared Keys MD5/HMAC-128 |DES-56 Group 2
(1024 hits)
IKE-AES128-MD5 Preshared Keys MD5/HMAC-128 |AES-128 Group 2
(1024 bits)
IKE-AES128-SHA Preshared Keys SHA/HMAC-160 |AES-128 Group 2
(1024 bits)
IKE-AES192-MD5 Preshared Keys MD5/HMAC-128 |AES-192 Group 2
(1024 hits)
IKE-AES192-SHA Preshared Keys SHA/HMAC-160 |AES-192 Group 2
(1024 hits)
IKE-AES256-MD5 Preshared Keys MD5/HMAC-128 |AES-256 Group 2
(1024 bits)
IKE-AES256-SHA Preshared Keys SHA/HMAC-160 |AES-256 Group 2
(1024 bits)
CiscoVPNClient-3DES-MD5-RSA RSA Digita MD5/HMAC-128 |3DES-168 |Group 2
Certificate (XAUTH) (1024 bits)
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Authentication Authentication Encryption  |Diffie- Hellman
Proposal Name Mode Algorithm Algorithm Group
CiscoVPNClient-3DES-SHA-RSA RSA Digital SHA/HMAC-160 |3DES-168 |Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-DES-MD5-RSA-DH1 RSA Digital MD5/HMAC-128 |DES-56 Group 1
Certificate (XAUTH) (768 bits)
CiscoVPNClient-AES128-MD5-RSA RSA Digital MD5/HMAC-128 |AES-128 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-AES128-SHA-RSA RSA Digital SHA/HMAC-160 |AES-128 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-AES256-MD5-RSA RSA Digital MD5/HMAC-128 |AES-256 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-AES256-SHA-RSA RSA Digital SHA/HMAC-160 |AES-256 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-3DES-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |3DES-168 |Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-3DES-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |3DES-168 |Group5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES128-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-128 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES128-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-128 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES192-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-192 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES192-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-192 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES256-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-256 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES256-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-256 Group 5
Certificate (XAUTH) (1536 bits)
IKE-3DES-MD5-RSA RSA Digital MD5/HMAC-128 |3DES-168 |Group 2
Certificate (1024 bits)
IKE-3DES-SHA-RSA RSA Digital SHA/HMAC-160 |3DES-168 |Group 2
Certificate (1024 bits)
IKE-AES128-MD5-RSA RSA Digital MD5/HMAC-128 |AES-128 Group 2
Certificate (1024 bits)
IKE-AES128-SHA-RSA RSA Digital SHA/HMAC-160 |AES-128 Group 2
Certificate (1024 bits)
IKE-AES256-MD5-RSA RSA Digital MD5/HMAC-128 |AES-256 Group 2
Certificate (1024 bits)
IKE-AES256-SHA-RSA RSA Digital SHA/HMAC-160 |AES-256 Group 2
Certificate (1024 bits)
IKE-DES-MD5-RSA-DH1 RSA Digital MD5/HMAC-128 |DES-56 Group 1
Certificate (768 hits)
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Authentication Authentication Encryption  |Diffie- Hellman
Proposal Name Mode Algorithm Algorithm Group
IKE-3DES-MD5-RSA-DH5 RSA Digita MD5/HMAC-128 |3DES-168 |Group 5
Certificate (1536 bits)
IKE-3DES-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |3DES-168 |Group5
Certificate (1536 bits)
IKE-AES128-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-128 Group 5
Certificate (1536 bits)
IKE-AES128-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-128 Group 5
Certificate (1536 bits)
IKE-AES192-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-192 Group 5
Certificate (1536 bits)
IKE-AES192-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-192 Group 5
Certificate (1536 bits)
IKE-AES256-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-256 Group 5
Certificate (1536 bits)
IKE-AES256-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-256 Group 5
Certificate (1536 bits)

Table 6-3 lists phase 2 proposals that the VPN Client sends.

Table 6-3 Phase 2 Proposals

AES256 MD5 IPCOMPRESSION
AES256 SHA IPCOMPRESSION
AES128 MD5 IPCOMPRESSION
AES128 SHA IPCOMPRESSION
AES256 MD5

AES256 SHA

AES128 MD5

AES128 SHA

3DES MD5 IPCOMPRESSION
3DES SHA IPCOMPRESSION
3DES MD5

3DES SHA

DES MD5 IPCOMPRESSION
DES MD5

NULL MD5

NULL SHA
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Windows Installer (MSI) Information

This chapter describes how to use the Microsoft Windows Installer for the network administrator. For
end user instructions, see Cisco VPN Client for Windows User Guide, Chapter 2. For information on

customizing the VPN Client applications, see “Customizing the VPN Client Using an MSI Transform.

”

For installing M Sl without user interaction, see “Installing the VPN Client Without User Interaction.”

This chapter includes the following main topics:
Differences Between InstallShield and M SI
Starting the VPN Client M S|

Logging During Installation

Differences Between InstallShield and MSI

Table 7-1 describes the differences between InstallShield and M SI installation.

Table 7-1  InstallShield and MSI Features Compared

InstallShield

MSI

Usable on all platforms including Windows 9.x

Usable only on Windows NT SP6, Windows
2000, and Windows XP for Release 3.6

Detects and uninstalls an older VPN Client.

Detects but does not automatically uninstall an
older VPN Client. Remove previous versions via
Add/Remove programs.

Provides a proprietary installation package and
customizing process.

Provides a standard installation package and
customizing process.

Silent installation suppresses all dialogs and
messages, including errors.

Silent installation can be customized to include
error reporting.

Provides no automatic rollback when installation
fails.

Provides automatic rollback in case of installation
failure; undoes changes to the system made
during attempted installation.

No automatic replacement of deleted or corrupted
files upon first use

Automatic replacement of deleted or corrupted
files upon first use. Replaces registry keys
associated with shortcuts under Start | Program
Files.
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Starting the VPN Client MSI

Installing the VPN Client 3.6 via M SI requires Windows Installer version 2.0, which is standard with
Windows X P but not with Windows NT 4.0 (SP6) or Windows 2000. When using M Sl toinstall the VPN
Client on Windows NT and Windows 2000, the installation application installs or upgrades Windows
Installer to version 2.0. This occurs only once.

Toinstall the VPN Client, you must be an administrator.

Alternative Ways to Launch MSI

Thereare variouswaysto launch M SI. Cisco VPN Client User Guidefor Windows explains how to install
the VPN Client using an executable that runs awizard (vpnclient_en.exe). This method automatically
installs or upgrades the Windows Installer to version 2.0 if necessary. However, thisis only one way to
install the application.

Launching MSI via Command Line

Note

If Windows Installer 2.0 is already installed, you can install the VPN Client using the msiexec.exe
command on the command line as follows.

msiexec.exe /i vpnclient_en.msi [options]
where
/i isthe installation switch.

vpnclient_en.msi is the application to be installed.

For compl ete documentation on the msiexec.exe command, see Windows I nstaller version 2.0, Microsoft
Platform SDK, August 2001.

Launching MSI via the MSI Icon

If Windows Installer is already installed, you can launch the installation package by double-clicking the
MSI icon.

Figure 7-1  MSl icon

|ﬁ5| wphclient_en.msi |

Logging During Installation

To better understand what is happening while M Sl is installing the VPN Client, you should initiate
logging on the command line by executing the msiexec.exe command with the following options:

msiexec.exe /| [i|w|elalr ulc|m|o|p|v|+|![*] lodfile
where:

/I is the switch that turns on logging.

VPN Client Administrator Guide
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Logging During Installation [l
logfile is the name of the file to receive the logging information.
Option |Information Provided
i Status messages
w Non-fatal warnings
e All error messages
a Start up actions
r Action-specific records
u User requests
c Initial user interface parameters
m Out-of-memory or fatal exit information
o] Out-of-disk-space messages
p Terminal properties
% Verbose output
+ Append to existing file
! Send each line to the log
* Log all information except for what the verbose
option generates.
Example 7-1  Installing with Logging
The following command installs the VPN Client and includes alog of all information (*v). It also
specifies sending each line to the log file (!).
nsi exec /i vpnclient_en.nsi /1*v! vpnclient_mnsi.log
Example 7-2  Installing via the Executable from the Command Line with Logging
The following command installs the VPN Client and logs all information to alog file.
vpnclient_en.exe /1*v!l vpnclient_mnsi.log
~
Note  You should always include the ! option for logging, since many of the installer events are not recorded
if you do not include this option.
VPN Client Administrator Guide
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