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Preface

The VPN 3002 Hardware Client Reference provides guidelines for configuring the Cisco VPN 3002,
details on all the functions available in the VPN 3002 Hardware Client Manager, and instructions for
using the VPN 3002 Command Line Interface.

Prerequisites

We assume you have read the VPN 3002 Hardware Client Getting Started manual and have followed the

minimal configuration stepsin Quick Configuration. That section of the VPN Hardware Client Manager
is not described here.

We also assume you are an experienced system administrator or network administrator with appropriate
education and training, who knows how to install, configure, and manage internetworking systems.
However, virtual private networks and VPN devices might be new to you. You should be familiar with
Windows system configuration and management, and you should be familiar with Microsoft Internet
Explorer or Netscape Navigator or Communicator browsers.

Organization

This manual is organized by the order in which sections appear in the VPN 3002 Hardware Client
Manager table of contents (the | eft frame of the Manager browser window; see Figure 1-35 in Chapter 1,
“Using the VPN 3002 Hardware Client Manager.”

Chapter Title Description

Chapter 1 Using the VPN 3002 Explains how to log in, navigate, and use the VPN
Hardware Client Manager 3002 Hardware Client Manager with a browser. It
explains both HTTP and HTTPS browser
connections, and how to install the SSL certificate
for a secure (HTTPS) connection.

Chapter 2 Configuration Describes the main VPN 3002 Hardware Client
Manager configuration screen.

Chapter 3 Interfaces Explains how to configure the VPN 3002 private
and public interfaces.

Chapter 4 System Configuration Describes the system configuration screen of the

VPN 3002 Hardware Client Manager.

[ oL-2855-01

VPN 3002 Hardware Client Reference ]



Preface |

M Organization

Chapter

Title

Description

Chapter 5

Servers

Explains how to configure the VPN 3002 to
communicate with DNS servers to convert
hostnames to | P addresses.

Chapter 6

Tunneling

Explains how to configure 1PSec.

Chapter 7

IP Routing

Explains how to configure static routes, default
gateways, and DHCP parameters and options.

Chapter 8

Management Protocols

Explains how to configure built-in VPN 3002
servers that provide management functions:,
HTTP and HTTPS, Telnet, SNMP, SNMP
Community Strings, SSL and SSH.

Chapter 9

Events

Explains how to configure system events such as
alarms, traps, error conditions, network problems,
task completion, or status changes.

Chapter 10

Generadl

Explains how to configure the system
identification, date, and time.

Chapter 11

Policy Management

Explains how to configure and use PAT and
Network Extension modes.

Chapter 12

Administration

Explains how to configure and use high-level VPN
3002 administrator activities such aswho is
allowed to configure the system, what software
runsonit, rebooting and shutting down the system,
managing its configuration files, and managing
X.509 digital certificates.

Chapter 13

Monitoring

Explains the many status, statistics, sessions, and
event log screens that you can use to monitor the
VPN 3002.

Chapter 14

Using the Command-Line
Interface

Explains how to use the built-in menu- and
command-line-based administrative management
system viathe system console or a Telnet session.
With the CL I, you can access and configure all the
same parameters as you can using the
HTML-based VPN 3002 Hardware Client
Manager.

Appendix A

IKE Proposals

Identifiesand describesall valid IKE proposalsfor
the VPN 3002.

Appendix B

Troubleshooting and System
Errors

Describes common errors that may occur while
configuring the system, and how to correct them.
It also describes all system and module LED
indicators.
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Related Documentation 1l

Related Documentation

Refer to the following documents for further information about Cisco VPN 3000 Series applications and
products.

VPN 3002 Hardware Client Documentation

The VPN 3002 Hardware Client Getting Started manual provides information to take you from
unpacking and installing the VPN 3002, through configuring the minimal parameters to make it
operational (called Quick Configuration). This manual is online only.

The VPN 3002 Hardware Client Quick Start Card summarizes the information for quick configuration.
This quick reference card is provided with the VPN 3002 and is also available online.

The VPN 3002 Hardware Client Basic Information sticky label summarizes information for quick
configuration. It is provided with the VPN 3002 and you can also print it from the online version; you
can affix the label to the VPN 3002.

The HTML interface, called the VPN 3002 Hardware Client Manager, includes online help that you can
access by clicking the Help icon on the toolbar in the Manager window.

VPN 3000 Series Concentrator Documentation

The VPN 3000 Series Concentrator Reference Volume I: Configuration explains how to start and use the
VPN Concentrator Manager. It details the Configuration screens and explains how to configure your
device beyond the minimal parameters you set during quick configuration.

The VPN 3000 Series Concentrator Reference Volume 11: Administration and Monitoring provides
guidelines for administering and monitoring the VPN Concentrator. It explains and defines all functions
available in the Administration and Monitoring screens of the VPN Concentrator Manager. Appendixes
to this manual provide troubleshooting guidance and explain how to access and use the alternate
command-line interface.

The VPN Concentrator Manager also includes online help that you can access by clicking the Help icon
on the toolbar in the Manager window.

VPN Client Documentation

The VPN Client User Guide explains how to install, configure, and use the VPN Client, which lets a
remote client use the IPSec tunneling protocol for secure connection to a private network through the
VPN Concentrator.

The VPN Client Administrator Guide tells how to configure a VPN Concentrator for remote user
connections using the VPN Client, how to automate remote user profiles, how to use the VPN Client
command-line interface, and how to get troubleshooting information.

Documentation on VPN Software Distribution CDs

The VPN 3000 Series Concentrator and VPN 3002 Hardware Client documentation are provided on the
VPN 3000 Concentrator software distribution CD-ROM in PDF format. The VPN Client documentation
isincluded on the VPN Client software distribution CD-ROM, also in PDF format. To view the |atest

VPN 3002 Hardware Client Reference
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I Documentation conventions

versions on the Cisco web site, click the Support icon on the toolbar at the top of the VPN Concentrator
Manager, Hardware Client Manager, or Client window. To open the documentation, you need Acrobat®
Reader 3.0 or later; version 4.5 isincluded on the Cisco VPN 3000 Concentrator software distribution
CD-ROM and on the VPN Client software distribution CD-ROM.

Other References

Other useful references include:
» Cisco Systems, Dictionary of Internetworking Terms and Acronyms. Cisco Press: 2001.

« Virtual Private Networking: An Overview. Microsoft Corporation: 1999. (Available from Microsoft
website.)

- www.ietf.org for Internet Engineering Task Force (IETF) Working Group drafts on |P Security
Protocol (I1PSec).

- www.whatis.com, a web reference site with definitions for computer, networking, and data
communication terms.

Documentation conventions

This document uses the following conventions:

Convention Description

boldface font Commands and keywords are in boldface.

italic font Arguments for which you supply values are in italics.

screen font Terminal sessions and information the system displays
areinscreen font.

bol df ace screen Information you must enter isinbol df ace screen font.

font

A The symbol » represents the key labeled Control—for

example, the key combination *D in a screen display
means hold down the Control key while you pressthe D

key.

Notes use the following conventions:

Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in
the publication.

Cautions use the following conventions:

A

Caution  Means reader be careful. Cautions alert you to actions or conditions that could result in equipment
damage or loss of data.

VPN 3002 Hardware Client Reference
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Documentation conventions

As you configure and manage the system, enter data in the following formats unless the instructions

indicate otherwise:

Type of Data

Format

IP Addresses

| P addresses use 4-byte dotted decimal notation (for example, 192.168.12.34);
as the example indicates, you can omit leading zeros in a byte position.

Subnet Masks and

Subnet masks use 4-byte dotted decimal notation (for example,

Wildcard Masks 255.255.255.0). Wildcard masks use the same notation (for example,
0.0.0.255); as the example illustrates, you can omit leading zeros in a byte
position.

MAC Addresses MAC addresses use 6-byte hexadecimal notation (for example,
00.10.5A.1F.4F.07).

Hostnames Hostnames use | egitimate network hostname or end-system name notation (for

example, VPNOL). Spacesare not allowed. A hostname must uniquely identify
a specific system on a network.

Text Strings

Text strings use upper- and lower-case al phanumeric characters. Most text
strings are case-sensitive (for example, simon and Simon represent different
usernames). In most cases, the maximum length of text stringsis 48
characters.

Filenames

Filenames on the VPN 3002 follow the DOS 8.3 naming convention: a
maximum of eight characters for the name, plus a maximum of three
characters for an extension. For example, LOGO00007.TXT is alegitimate
filename. The VPN 3002 always stores filenames in uppercase.

Port Numbers

Port numbers use decimal numbers from 0 to 65535. Commas and spaces are
not permitted.
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Obtaining Documentation

These sections explain how to obtain documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at this URL:
http://www.cisco.com

Translated documentation is available at this URL:
http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM
package, which is shipped with your product. The Documentation CD-ROM is updated monthly and may
be more current than printed documentation. The CD-ROM package is available as a single unit or
through an annual subscription.

Ordering Documentation

You can order Cisco documentation in these ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Networking Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

» Registered Cisco.com users can order the Documentation CD-ROM through the online Subscription
Store:

http://www.cisco.com/go/subscription

« Nonregistered Cisco.com users can order documentation through alocal account representative by
calling Cisco Systems Corporate Headquarters (California, U.S.A.) at 408 526-7208 or, elsewhere
in North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can submit comments electronically on Cisco.com. In the Cisco Documentation home page, click
the Fax or Email option in the “L eave Feedback” section at the bottom of the page.

You can e-mail your comments to bug-doc@cisco.com.

You can submit your comments by mail by using the response card behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

VPN 3002 Hardware Client Reference
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Obtaining Technical Assistance

We appreciate your comments.

Obtaining Technical Assistance

Cisco provides Cisco.com as a starting point for all technical assistance. Customers and partners can
obtain online documentation, troubleshooting tips, and sampl e configurations from online tools by using
the Cisco Technical Assistance Center (TAC) Web Site. Cisco.com registered users have compl ete access
to the technical support resources on the Cisco TAC Web Site.

Cisco.com

Cisco.com is the foundation of a suite of interactive, networked services that provides immediate, open
access to Cisco information, networking solutions, services, programs, and resources at any time, from
anywhere in the world.

Cisco.com is a highly integrated Internet application and a powerful, easy-to-use tool that provides a
broad range of features and services to help you with these tasks:

» Streamline business processes and improve productivity

» Resolve technical issues with online support

« Download and test software packages

» Order Cisco learning materials and merchandise

» Register for online skill assessment, training, and certification programs

If you want to obtain customized information and service, you can self-register on Cisco.com. To access
Cisco.com, go to this URL:

http://www.cisco.com

Technical Assistance Center

The Cisco Technical Assistance Center (TAC) isavailableto all customerswho need technical assistance
with a Cisco product, technology, or solution. Two levels of support are available: the Cisco TAC
Web Site and the Cisco TAC Escalation Center.

Cisco TAC inquiries are categorized according to the urgency of the issue:

» Priority level 4 (P4)—You need information or assistance concerning Cisco product capabilities,
product installation, or basic product configuration.

» Priority level 3 (P3)—Your network performance is degraded. Network functionality is noticeably
impaired, but most business operations continue.

« Priority level 2 (P2)—Your production network is severely degraded, affecting significant aspects
of business operations. No workaround is available.

« Priority level 1 (P1)—Your production network isdown, and a critical impact to business operations
will occur if serviceis not restored quickly. No workaround is available.

The Cisco TAC resource that you choose is based on the priority of the problem and the conditions of
service contracts, when applicable.

VPN 3002 Hardware Client Reference
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Cisco TAC Web Site

You can use the Cisco TAC Web Site to resolve P3 and P4 issues yourself, saving both cost and time.
The site provides around-the-clock access to online tools, knowledge bases, and software. To access the
Cisco TAC Web Site, go to this URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have avalid Cisco service contract have complete access to
the technical support resources on the Cisco TAC Web Site. The Cisco TAC Web Site requires a
Cisco.com login ID and password. If you have a valid service contract but do not have alogin ID or
password, go to this URL to register:

http://www.cisco.com/register/

If you are a Cisco.com registered user, and you cannot resolve your technical issues by using the Cisco
TAC Web Site, you can open a case online by using the TAC Case Open tool at this URL:

http://www.cisco.com/tac/caseopen

If you have Internet access, we recommend that you open P3 and P4 cases through the Cisco TAC
Web Site.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority level 2 issues. These
classifications are assigned when severe network degradation significantly impacts business operations.
When you contact the TAC Escalation Center with a P1 or P2 problem, a Cisco TAC engineer
automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country, go to this URL:
http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the level of Cisco support
services to which your company is entitled: for example, SMARTnet, SMARTnet Onsite, or Network
Supported Accounts (NSA). When you call the center, please have available your service agreement
number and your product serial number.

VPN 3002 Hardware Client Reference
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CHAPTER 1

Using the VPN 3002 Hardware Client Manager

The VPN 3002 Hardware Client Manager is an HTML-based interface that lets you configure,
administer, monitor, and manage the VPN 3002 with a standard web browser. To use it, you connect to
the VPN 3002, using a PC and browser on the same private network with the VPN 3002.

The Manager uses the standard web client / server protocol, HTTP (Hypertext Transfer Protocol), which
isacleartext protocol. However, you can also use the Manager in a secure, encrypted HTTP connection
over SSL (Secure Sockets Layer) protocol, known as HTTPS.

- To use acleartext HTTP connection, see the section, “Connecting to the VPN 3002 Using HTTP.”
e TouseHTTP over SSL (HTTPS) with the Manager:

— Thefirst time, connect to the Manager using HTTP, and

— Install an SSL certificate in the browser; see “Installing the SSL Certificate in Your Browser.”

When the SSL certificate isinstalled, you can connect directly using HTTPS; see “ Connecting to the
VPN 3002 Using HTTPS.”

VPN 3002 Hardware Client Browser Requirements

Note

The VPN 3002 Hardware Client Manager requires either Microsoft Internet Explorer version 4.0 or
higher, or Netscape Navigator version 4.5-4.7. For best results, we recommend Internet Explorer.
Whatever browser and version you use, install the latest patches and service packs for it.

You cannot use the Live Event Log feature with Netscape Navigator version 4.0
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JavaScript and Cookies

Be sure JavaScript and Cookies are enabled in the browser. Refer to the documentation for your browser
for instructions.

Navigation Toolbar

Do not use the browser navigation tool bar buttons Back, Forward, or Refresh/Reload with the VPN 3002
Hardware Client Manager unlessinstructed to do so. To protect access security, clicking Refresh/Reload
automatically logs out the Manager session. Clicking Back or Forward might display stale Manager
screens with incorrect data or settings.

We recommend that you hide the browser navigation toolbar to prevent mistakes while using the
VPN 3002 Hardware Client Manager.

Recommended PC Monitor/Display Settings

For optimal use, we recommend setting your monitor or display:
» Desktop area= 1024 x 768 pixels or greater. Minimum = 800 x 600 pixels.
« Color palette = 256 colors or higher.

Connecting to the VPN 3002 Using HTTP

When your system administration tasks and network permit a cleartext connection between the VPN
3002 and your browser, you can use the standard HTTP protocol to connect to the system.

Even if you plan to use HTTPS, you use HTTP at first to install an SSL certificate in your browser.
1. Bring up the browser.

2. Inthe browser Address or Location field, you can just enter the VPN 3002 private interface |P
address; for example, 10.10.147.2. The browser automatically assumes and supplies an http://
prefix.

The browser displays the VPN 3002 Hardware Client Manager login screen.

VPN 3002 Hardware Client Reference
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Figure 1-1 VPN 3002 Hardware Client Manager Login Screen
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To continue using HTTP for the whol e session, skip to “Logging into the VPN 3002 Hardware Client
Manager.”

Installing the SSL Certificate in Your Browser

The Manager providesthe option of using HTTP over SSL with the browser. SSL creates a secure session
between your browser (VPN 3002 hardware client) and the VPN Concentrator (server). This protocol is
known as HTTPS, and uses the https:// prefix to connect to the server. The browser first authenticates

the server, then encrypts all data passed during the session.

HTTPS is often confused with a similar protocol, S-HTTP (Secure HTTP), which encrypts only HTTP
application-level data. SSL encrypts all data between client and server at the | P socket level, and is thus
more secure.

SSL uses digital certificates for authentication. The VPN 3002 creates a self-signed SSL server
certificate when it boots, and this certificate must be installed in the browser. Once the certificate is
installed, you can connect using HTTPS. You need to install the certificate from a given VPN 3002 only
once.

Managing the VPN 3002 is the same with or without SSL. Manager screens might take slightly longer
to load with SSL because of encryption/decryption processing. When connected via SSL, the browser

shows alocked-padlock icon on its status bar. Both Microsoft Internet Explorer and Netscape Navigator
support SSL.

For HTTPS to work on the public interface, you must enable HTTPS on the VPN 3002 through the
command-line interface or from an HTTP session on the private interface first.
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Installing the SSL Certificate in Your Browser

Step 1
Step 2

Follow these steps to install and use the SSL certificate for the first time. We provide separate
instructions for Internet Explorer and Netscape Navigator when they diverge.

Connect to the VPN 3002 using HTTP as above.
On the login screen, click the Install SSL Certificate link.

The Manager displays the Install SSL Certificate screen and automatically begins to download and
install its SSL certificate in your browser.

Figure 1-2 Install SSL Certificate Screen
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The installation sequence now differs depending on the browser. Continue below for Internet Explorer,
or skip to “Installing the SSL Certificate with Netscape.”

Installing the SSL certificate with Internet Explorer

This section describes SSL certificate installation using Microsoft Internet Explorer 5.0. (With Internet
Explorer 4.0, some dialog boxes are different but the process is similar.)

You need to install the SSL certificate from a given VPN 3002 only once. If you do reinstall it, the
browser repeats all these steps each time.

A few seconds after the VPN 3002 Hardware Client Manager SSL screen appears, Internet Explorer
displaysaFile Download dialog box that identifies the certificate filename and source, and asks whether
to Open or Save the certificate. To immediately install the certificate in the browser, select Open. If you
Save the file, the browser prompts for a location; you must then double-click the file to install it.

VPN 3002 Hardware Client Reference
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Figure 1-3 Internet Explorer File Download Dialog Box
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3. Click the Open thisfile from its current location radio button, then click OK.

The browser displays the Certificate dialog box with information about the certificate. You must now
install the certificate.

Figure 1-4 Internet Explorer Certificate Dialog Box
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4. Click Install Certificate.

The browser starts a wizard to install the certificate. The certificate store is where such certificates are
stored in Internet Explorer.

VPN 3002 Hardware Client Reference
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Figure 1-5 Internet Explorer Certificate Manager Import Wizard Dialog Box
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5. Click Next to continue.

The wizard opens the next dialog box asking you to select a certificate store.

Figure 1-6  Internet Explorer Certificate Manager Import Wizard Dialog Box
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6. Let the wizard Automatically select the certificate store, and click Next.

The wizard opens a dialog box to complete the installation.

VPN 3002 Hardware Client Reference
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Figure 1-7 Internet Explorer Certificate Manager Import Wizard Dialog Box
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7. Click Finish.
The wizard opens the Root Certificate Store dialog box asking you to confirm the installation.

Figure 1-8 Internet Explorer Root Certificate Store Dialog Box
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8. Toinstall the certificate, click Yes. This dialog box closes, and a final wizard confirmation dialog
box opens.
Figure 1-9 Internet Explorer Certificate Manager Import Wizard Final Dialog Box
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9. Click OK to closethis dialog box, and click OK on the Certificate dialog box (Figure 1-4) to close
it.
You can now connect to the VPN 3002 using HTTP over SSL (HTTPS).

10. On the Manager SSL screen (Figure 1-2), click the link that says After installing the SSL
certificate, click hereto connect to the VPN 3002 Hardware Client using SSL.

Depending on how your browser is configured, you might see a Security Alert dialog box.

VPN 3002 Hardware Client Reference
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Figure 1-10 Internet Explorer Security Alert Dialog Box
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11. Click OK.
The VPN 3002 Hardware Client displays the HTTPS version of the Manager login screen.

Figure 1-11 VPN 3002 Hardware Client Manager Login Screen Using HTTPS (Internet Explorer)
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The browser maintains the HTTPS state until you close it or access an unsecured site; in the latter case
you might see a Security Alert screen.

Proceed to Logging into the VPN 3002 Hardware Client Manager to log in as usual.

Viewing Certificates with Internet Explorer

There are (at least) two ways to examine certificates stored in Internet Explorer.

First, note the padlock icon on the browser status bar in Figure 1-11. If you double-click the icon, the
browser opens a Certificate Properties screen showing details of the specific certificate in use.

W VPN 3002 Hardware Client Reference
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Figure 1-12 Internet Explorer 4.0 Certificate Properties Screen
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Click any of the Field items to see Details. Click Close when finished.

Second, you can view all the certificates that are stored in Internet Explorer 4.0. Click the browser View

menu and select I nternet Options. Click the Content tab, then click Authorities in the Certificates
section.

In Internet Explorer 5.0, click the browser Tools menu and select I nternet Options. Click the Content

tab, then click Certificates in the Certificates section. On the Certificate Manager, click the Trusted
Root Certification Authorities tab.

The VPN 3002 Hardware Client SSL certificate name isits Ethernet 1 (private) | P address.

Figure 1-13 Internet Explorer 4.0 Certificate Authorities List
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Select a certificate, then click View Certificate. The browser displays the Certificate Properties screen,
asin Figure 1-12 above.

Installing the SSL Certificate with Netscape

This section describes SSL certificate installation using Netscape Navigator / Communicator 4.5.

VPN 3002 Hardware Client Reference
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Reinstallation

You need to install the SSL certificate from a given VPN 3002 only once. If you try to reinstall it,

Netscape displays the note in Figure 1-14. Click OK and just connect to the VPN 3002 using SSL (see
Step 7 in this section.

Figure 1-14 Netscape Reinstallation Note
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First-time Installation

The instructions below follow from Step 2 in “Installing the SSL Certificate in Your Browser,” and
describe first-time certificate installation.

A few seconds after the VPN 3002 Hardware Client Manager SSL screen appears, Netscape displays a
New Certificate Authority screen.

Figure 1-15 Netscape New Certificate Authority Screen 1
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1. Click Next> to proceed.

Netscape displays the next New Certificate Authority screen, which further explains the process.

VPN 3002 Hardware Client Reference
m. oL-2855-01 |



| Chapterl Using the VPN 3002 Hardware Client Manager

Installing the SSL Certificate in Your Browser W

Figure 1-16 Netscape New Certificate Authority Screen 2
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2. Click Next> to proceed.

Netscape displaysthe next New Certificate Authority screen, which lets you examine details of the VPN
3002 Hardware Client SSL certificate.

Figure 1-17 Netscape New Certificate Authority Screen 3
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3. Click Next> to proceed.

Netscape displays the next New Certificate Authority screen, with choices for using the certificate. No
choices are checked by default.

VPN 3002 Hardware Client Reference
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Figure 1-18 Netscape New Certificate Authority Screen 4
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4. You must check at least the first box, Accept this Certificate Authority for Certifying network
sites. Click Next> to proceed.

Netscape displaysthe next New Certificate Authority screen, which lets you choose to have the browser
warn you about sending data to the VPN 3002.

Figure 1-19 Netscape New Certificate Authority Screen 5
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5. Checking the box is optional. Doing so means that you get a warning whenever you apply settings

on a Manager screen, so it is probably less intrusive to manage the VPN 3002 without those
warnings. Click Next> to proceed.

Netscape displays the final New Certificate Authority screen, which asks you to name the certificate.
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Figure 1-20 Netscape New Certificate Authority Screen 6
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6. Inthe Nickname field, enter a descriptive name for this certificate. “Nickname” is something of a
misnomer. We suggest you use a clearly descriptive name such as Gi sco VPN 3002 10. 10. 147. 2.
This name appearsin the list of installed certificates; see “Viewing Certificates with Netscape,”

bel ow.
Click Finish.
You can now connect to the VPN 3002 using HTTP over SSL (HTTPS).

7. Onthe Manager SSL screen (Figure 1-2), click the link that says After installing the SSL
certificate, click hereto connect to the VPN 3002 Hardware Client using SSL.

Depending on how your browser is configured, you might see a Security Information Alert dialog box.

Figure 1-21 Netscape Security Information Alert Dialog Box
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8. Click Continue.
The VPN 3002 displays the HTTPS version of the Manager login screen.

VPN 3002 Hardware Client Reference
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Figure 1-22 VPN 3002 Hardware Client Manager Login Screen Using HTTPS (Netscape)
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The browser maintains the HTTPS state until you close it or access an unsecured site; in the latter case,
you might see a Security Information Alert dialog box.

Proceed to the section, “Logging into the VPN 3002 Hardware Client Manager,” to log in as usual.

Viewing Certificates with Netscape

There are (at least) two ways to examine certificates stored in Netscape Navigator / Communicator 4.5.

First, note the locked-padlock icon on the bottom status bar in Figure 1-22. If you click the icon,
Netscape opens a Security Info window. (You can also open this window by clicking Security on the
Navigator Toolbar at the top of the Netscape window.)

VPN 3002 Hardware Client Reference
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Figure 1-23 Netscape Security Info Window
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Click View Certificate to see details of the specific certificate in use.

Figure 1-24 Netscape View Certificate Screen

ew A Certificate - Hetscape

This Certificate belongs to: This Certificate was issued by:
100.200,147.2 100.200,147.2
YPN 3000 Concentrator Series YPN 3000 Concentrator Series
Cisco Systems, Inc. Cisco Systems, Inc.
Franklin, Massachusetts, US Franklin, Massachusetts, US

Serial Number: 39:00:6B:4D

This Certificate is valid from Fri Apr 21, 2000 to Mon Apr 21, 2003

Certificate Fingerprint:
FB:BE:F9:1C:1B:70:31:2F:B2:30:B6:20: 54:3E: 36: 1B

Ok |

Click OK when finished.

Second, you can view all the certificatesthat are stored in Netscape. On the Security Info window, select
Certificates, then Signers. The “nickname” you entered in Step 6 in the section, “First-time
Installation,” identifies the VPN 3002 Hardware Client SSL certificate.

VPN 3002 Hardware Client Reference
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Connecting to the VPN 3002 Using HTTPS

Step 1
Step 2

Configuring HTTP, HTTPS, and SSL Parameters

Figure 1-25 Netscape Certificates Signers List
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Select a certificate, then click Edit, Verify, or Delete. Click OK when finished.

When you have installed the SSL certificate in the browser, you can connect directly using HTTPS.

Bring up the browser.

In the browser Address or L ocation field, enter https:// plusthe VPN 3002 private interface | P address;

for example, https://10.10.147.2.

The browser displays the VPN 3002 Hardware Client Manager HTTPS login screen.

A locked-padlock icon on the browser status bar indicates an HTTPS session. Also, thislogin screen

does not include the Install SSL Certificate link.

HTTPR, HTTPS, and SSL are enabled by default on the VPN 3002, and they are configured with
recommended parameters that should suit most administration tasks and security requirements.

To configure HTTP and HTTPS parameters, see the Configuration | System | Management Protocols |

HTTP/HTTPS screen.

To configure SSL parameters, see the Configuration | System | Management Protocols | SSL screen.

W VPN 3002 Hardware Client Reference
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Figure 1-26 VPN Hardware Client Manager HTTPS Login Screen
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Logging into the VPN 3002 Hardware Client Manager

Step 1
Step 2
Step 3

Logging into the VPN 3002 Hardware Client Manager is the same for both types of connections,
cleartext HTTP or secure HTTPS.

Entries are case-sensitive. With Microsoft Internet Explorer, you can select the Tab key to move from
field to field; other browsers might work differently. If you make a mistake, click the Clear button and
start over.

The following entries are the factory-supplied default entries. If you have changed them, use your
entries.

Click in the L ogin field and type admin. (Do not press Enter.)

Click in the Password field and type admin. (The field shows ***** )
Click the L ogin button.

The Manager displays the main welcome screen (Figure 1-27).

[ oL-2855-01
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Figure 1-27 Manager Main Welcome Screen
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s Confisuration -- to configure all features of thiz dewvice.
o Admimstration -- to control adminstrative finctions on this device.

o Nlonitoring -- to view status, statistics, and logs on this device.
The bar at the top right has:

o DIdain -- to return to this screen.

s Help -- to get help for the current screen.

s Suppott -- to access VEN 2002 Hardware Clent support and
documentation.

s Logout -- to log out of thiz session and return to the Manager login screen.

TInder the location bar in the upper right, these icons may appear. Click to:

o Save [5) - save the active cotfiguration and malce it the boot configuration.

o Save Needed B - as abowe, indicating you have changed the active
confipuration.

o Refresh @ __ to refresh statistics.

Cisco SysTEMs

|@ Administration 0 ptions ’_ ’_ |O Internet i

From here you can navigate the Manager using either the table of contentsin the left frame, or the
Manager toolbar in the top frame.

VPN 3002 Hardware Client Reference
m. oL-2855-01 |



| Chapter1

Using the VPN 3002 Hardware Client Manager

Interactive Hardware Client and Individual User Authentication

Interactive Hardware Client and Individual User Authentication

Interactive hardware client and individual user authentication provide security by requiring manual entry
of usernames and passwords prior to connection. You configure these features on the VPN Concentrator
to which this VPN 3002 connects, and the VPN Concentrator pushes the policies you set to the VPN
3002. You can use interactive hardware client authentication and individual user authentication in
combination or separately.

For complete configuration information refer to the section on the Hardware Client tab in the User
Management chapter of the VPN 3000 Series Concentrator Reference Volume 1: Configuration.

Interactive Hardware Client Authentication

When you enable interactive hardware client authentication, the VPN 3002 does not use a saved
username and password. I nstead, to connect you must manually enter avalid username and password for
the VPN 3002 when prompted. When the VPN 3002 initiates the tunnel, it sends the username and
password to the VPN Concentrator to which it connects. The VPN Concentrator facilitates
authentication, on either the internal or an external server. If the username and password are valid, the
tunnel is established.

Individual User Authentication

~

Note

Individual user authentication protects the central site from access by unauthorized persons on the same
LAN as the VPN 3002.

When you enable individual user authentication, each user that connects through a VPN 3002 must open
aweb browser and manually enter avalid username and password to access the network behind the VPN
Concentrator, even though the tunnel already exists.

- If you direct the browser to a site on the remote network behind the VPN Concentrator, the VPN
3002 directs the browser to the proper pages for login. When you successfully log in, the browser
displays the page you originally entered.

» You can also log in by directing the browser to the private interface of the VPN 3002 html
interface.You do this by entering the IP address of the private interface in the browser Location or
Address field. The browser displays the login screen for the VPN 3002. Click the Connect/ Login
Status button to authenticate.

You cannot use the command-line interface to login if user authentication is enabled. You must use
a browser.

Logging In With Interactive Hardware Client and Individual User
Authentication

You access the interactive hardware client authentication and individual user authentication login
screens from the VPN 3002 Hardware Client Manager login screen. The sequence in the login example
that follows assumes that both interactive hardware client authentication and individual user
authentication are required for this VPN 3002 to connect.
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Figure 1-28 VPN 3002 Hardware Client Manager Login Screen
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Stepl  Click the Connection Login Status button.
The Connection/Login Status screen displays

Figure 1-29 Connection Login Status Screen
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Stepl  Click the Connect Now button.
The VPN 3002 Interactive Authentication screen displays.
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Step 1

Logging In With Interactive Hardware Client and Individual User Authentication

Figure 1-30 VPN 3002 Interactive Authentication Screen

e H 10 e

YT 3l Imieractive Aniledicstbism

Enber the follwng mbormestion needed S0 compect the VEH 300 82 fhe remote etk Please wait for ilie
operatio dn rompleie

Frler Lherrans aad Forfednd
ll:lll-'u:—-E
l"Hl'.-'-'t

Enter the username and password for the VPN 3002.
Click Connect.

If you have entered the valid username and password, the Connect Login Status screen displays the

message that the VPN 3002 is connected. Next you authenticate the user.

Figure 1-31 Connection Login Status Screen
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To authenticate an individual user, click Log In Now.
The Individual User Authentication screen displays.
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Figure 1-32 Individual User Authentication Screen
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Stepl  Enter the username and password for this VPN 3002 user.
Step2  Click Login. If the username and password you entered are valid, the Connection/L ogin Status window
displays information about the connection.

Figure 1-33 Connection/Login Status Screen
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The user behind the VPN 3002 is connected to the VPN Concentrator at the central site.

Click Go back to the VPN 3002 administrative login pageto return to the VPN 3002 Hardware Client
Manager login screen and access other features and functions of the VPN 3002.
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Understanding the VPN 3002 Hardware Client Manager Window

The VPN 3002 Hardware Client Manager window on your browser consists of three frames—top, |eft,
and main—and it provides hel pful messages and tips as you move the mouse pointer over window items.
The title bar and status bar also provide useful information

Figure 1-34 VPN 3002 Hardware Client Manager Window.
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Title bar

Status bar

Mouse pointer and tips

Top frame
(Manager toolbar)

Support

Logout

Logged in: [username]

Configuration

Administration

Monitoring

Thetitle bar at the top of the browser window includes the VPN 3002
device name or | P address in brackets, for example, [10.10.4.6].

The status bar at the bottom of the browser window displays Manager
activity and explanatory messages for some items.

As you move the mouse pointer over an active area, the pointer
changes shape and icons change color. A description also appearsin
the status bar area. If you momentarily rest the pointer on an icon, a
descriptive tip appears for that icon.

The Manager toolbar in the top frame provides quick access to
Manager features. These include the following icons:

Click the Main tab to go to the main Manager screen, and to close all
subordinate sections and titles in the left frame.

Click the Help tab to open context-sensitive online help. Help opens
in a separate browser window that yo can move or resize as you want.
Close the help window when you are finished.

Click the Support tab to open a Manager screen with links to Cisco
support and documentation resources.

Click the Logout tab to log out of the Manager and return to the login
screen.

The administrator username you used to log in to this Manager session.

Click the Configuration tab to go to the main Configuration screen, to
open the first level of subordinate Configuration pages in the left
frame if they are not already open, and to close any open
Administration or Monitoring pages in the left frame.

Click the Administration tab to go to the main Administration screen,
to open the first level of subordinate Administration pages in the left
frame if they are not already open, and to close any open
Configuration or Monitoring pages in the left frame.

Click the Monitoring tab to go to the main Monitoring screen, to open
thefirst level of subordinate Monitoring pagesin the left frameif they
are not already open, and to close any open Configuration or
Administration pages in the left frame.

W VPN 3002 Hardware Client Reference
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Using the VPN 3002 Hardware Client Manager

Save

Save Needed

Refresh (&

Reset é?

Restore @

Cisco SYSTEMS

L eft frame
(Table of Contents)

Main section titles
(Configuration,
Administration,
Monitoring

Closed or collapsed

Understanding the VPN 3002 Hardware Client Manager Window

Click the Save icon to save the active configuration and make it the
boot configuration. In this state, the reminder indicates that the active
configuration is the same as the boot configuration, but you can save
it anyway. When you change the configuration, the reminder changes
to Save Needed.

Thisreminder indicates that yo have changed the active configuration.
Click the Save Needed icon to save the active configuration and make
it the boot configuration. Asyou make configuration entries, they take
effect immediately and are included in the active, or running,
configuration. However, if you reboot the VPN 3002 without saving
the active configuration, and configuration changes are lost. Clicking
on this reminder saves the active configuration as the boot
configuration and restores the Save reminder.

Click the Refresh icon to refresh (update) the screen contents on
screens where it appears (mostly in the Monitoring section). The date
and time above this reminder indicate when the screen was last
updated.

Click the Reset icon to reset, or start anew, the screen contents on
screens where it appears (mostly in the Monitoring section).

Click the Restore icon to restore the screen contents to their status
prior to when you last clicked on the Reset icon.

Click the Cisco Systems logo to open a browser and go to the
Cisco.com web site, www.cisco.com

On Manager screens, the left frame provides a table of contents. The
table of contents uses the familiar Windows Explorer metaphor of
collapsed and expanded entries.

Click on atitleto open subordinate sections and titles, and to go to that
Manager screen in the main frame.

Click the closed/collapsed icon to open subordinate sections and titles.
Clicking on thisicon does not change the screen in the main frame.

[ oL-2855-01
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M Understanding the VPN 3002 Hardware Client Manager Window

Open or expanded 4+  Click the open/expanded icon to close subordinate sections and titles.
Clicking on thisicon does not change the screen in the main frame.

Main frame The main frame displays the current VPN 3002 Hardware Client
(Manager screen) Manager screen.

Many screens include a bullet list of links and descriptions of
subordinate sections and titles. you can click alink to go to that
Manager screen, and open subordinate sections and titlesin the table
of contents.

VPN 3002 Hardware Client Reference
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Organization of the VPN 3002 Hardware Client Manager

Organization of the VPN 3002 Hardware Client Manager

The VPN 3002 Hardware Client Manager consists of three major sections and many subsections:

- Configuration: setting all the parameters for the VPN 3002 that govern its use and functionality as
a VPN device:

— Quick Configuration: supplying the minimal parameters needed to make the VPN 3002
operational.

— Interfaces: Ethernet parameters.

— System: parameters for system-wide functions such as server access, | PSec tunneling protocol,
built-in management servers, event handling, and system identification.

— Policy Management: enabling PAT (Port Address Translation).

« Administration: managing higher level functions that keep the VPN3002 operational and secure,
such as who is allowed to configure the system, what software runs on it, and managing its
configuration files and digital certificates.

« Monitoring: viewing routing tables, event logs, system LEDs and status, and data on user sessions.

This manual covers all these topics. For Quick Configuration, refer to the VPN 3002 Hardware Client
Getting Started guide.

VPN 3002 Hardware Client Reference
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Navigating the VPN 3002 Hardware Client Manager

Your primary tool for navigating the VPN 3002 Hardware Client Manager is the table of contentsin the
left frame. Figure 1-35 shows all its entries, completely expanded. (The figure shows the frame in
multiple columns, but the actual frameis a single column. Use the scroll controls to move up and down
the frame.)

Figure 1-35 Manager Table of Contents
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CHAPTER
Configuration

Configuring the VPN 3002 means setting all the parameters that govern its use and functionality as a
VPN device.

Cisco supplies default parameters that cover typical installations and uses; after you supply minimal
parametersin Quick Configuration, the system is operational. But to tailor the system to your needs, and
to provide an appropriate level of system security, you can configure the system in detail.

Configuration

This section of the Manager lets you configure all VPN 3002 features and functions.

» Quick Configuration: the minimal parameters needed to make the VPN 3002 operational. For more
information, use online Help, or see the VPN 3002 Hardware Client Getting Started manual,
available only online.

« Interfaces: parameters specific to the private and public interfaces.

- System: parameters for system-wide functions: server access, | PSec, |P routing, built-in
management servers, system events, and system identification.

» Policy Management: enabling or disabling Protocol Address Translation (PAT).

Figure 2-1 Configuration Screen
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See the appropriate chapter in this manual for each section of the Manager. Online help is available for
all sections.
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Interfaces

This section of the VPN 3002 Hardware Client Manager applies functions that are interface-specific,

rather than system-wide.

Configuration | Interfaces

Note

You configure two network interfacesfor the VPN 3002 to operate asaVVPN device: the privateinterface
and the public interface. If you used Quick Configuration as described in the VPN 3002 Hardware Client
Getting Started manual, the system supplied many default parameters for the interfaces. Here you can
configure them explicitly.

« Private isthe interface to your private network (internal LAN).
« Publicisthe interface to the public network.

Configuring an Ethernet interface includes supplying an |P address and subnet mask, and setting speed
and transmission mode.

The VPN 3002 includes some | P routing functions: static routes, DHCP, and PPPOE. You configure static
routes, the default gateway, and DHCP in the | P Routing section; see the Configuration | System | IP
Routing screens. PPPoE requires no further configuration than supplying a username and password in
the Public Interface parameter.

Interface settings take effect as soon as you apply them. If the system isin active use, changes might
affect tunnel traffic.

The table on the Configuration | Interfaces screen shows all installed interfaces and their status.

[ oL-2855-01
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Figure 3-1 VPN 3002 Configuration | Interfaces Screen
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To configure a module, either click the appropriate link in the status table; or use the mouse pointer to
select the module on the back-panel image, and click anywhere in the highlighted area.

Interface

The VPN 3002 interface installed in the system. To configure an interface, click the appropriate link.

Ethernet 1 (Private), Ethernet 2 (Public)
To configure Ethernet interface parameters, click the appropriate highlighted link in the table or click in
a highlighted module on the back-panel image. See Configuration | Interfaces | Private/Public.

DNS Server(s)
To configure DNS Server(s), click the highlighted link in the table. See Configuration | System |
Servers | DNS.

DNS Domain Name

To configure DNS Server(s), click the highlighted link in the table. See Configuration | System |
Servers | DNS.

VPN 3002 Hardware Client Reference
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Configuration | Interfaces

Status

The operational status of this interface:
- UP (green) = Configured, enabled, and operational; ready to pass data traffic.
« DOWN (red) Configured but disabled or disconnected.
» Testing = In test mode; no regular data traffic can pass.

- Dormant (red) = Configured and enabled but waiting for an external action, such as an incoming
connection.

« Not Present (red) = Missing hardware components.

» Lower Layer Down (red) = Not operational because a lower-layer interface is down.
« Unknown (red) = Not configured or not able to determine status.

« Not Configured = Present but not configured.

- Waiting for DHCP/PPPoE = Waiting for DHCP or PPPOE to assign an | P address.

IP Address

The IP address configured on this interface.

Subnet Mask

The subnet mask configured on this interface.

MAC Address

Thisisthe unique hardware MAC (Media Access Control) address for thisinterface, displayed in 6-byte
hexadecimal notation. You cannot change this address.

Default Gateway
The IP routing subsystem routes data packets first using static routes, then the default gateway. If you
do not specify a default gateway, the system drops packets it cannot otherwise route.

To configure adefault gateway, click the appropriate highlighted link in the table or click in ahighlighted
module on the back-panel image. See Configuration | System | IP Routing | Default Gateways.

VPN 3002 Hardware Client Reference
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Configuration | Interfaces | Private

This screen lets you configure parameters for the private interface. It displaysthe current parameters, if
any.

Figure 3-2  Configuration | Interfaces | Private Screen
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Caution  If you modify any parameters of the private interface that you are currently using to connect to the
VPN 3002, you will break the connection, and you will have to restart the Manager from the login
screen.

Disabled

To make the interface offline, click Disabled. This state lets you retain or change its configuration
parameters.

If the interface is configured but disabled (offline), the appropriate Ethernet Link Status LED blinks
green on the VPN 3002 front panel.

Static IP Addressing

To change the | P address of the private interface, click Static | P Addressing.

IP Address

Enter the | P address for thisinterface, using dotted decimal notation (for example, 192.168.12.34). Note
that 0.0.0.0 is not allowed. Be sure no other device is using this address on the network.

VPN 3002 Hardware Client Reference
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Subnet Mask

MAC Address

Speed

Duplex

MTU

Apply/Cancel

Configuration | Interfaces | Private Il

Enter the subnet mask for thisinterface, using dotted decimal notation (for example 255.255.255.0). The
Manager automatically supplies a standard subnet mask appropriate for the | P address you just entered.
For example, the IP address 192.168.12.34 is a Class C address, and the standard subnet mask is
255.255.255.0. You can accept this entry or change it. Note that 0.0.0.0 is not allowed.

Thisisthe unique hardware MAC (Media Access Control) address for thisinterface, displayed in 6-byte
hexadecimal notation. You cannot change this address.

click the drop-down menu button and select the interface speed:
« 10 Mbps = Fix the speed at 10 megabits per second (10Base-T networks).
» 100 Mbps = Fix the speed at 100 megabits per second (100Base-T networks).

» 10/100 auto = Let the VPN 3002 automatically detect and set the appropriate speed, either 10 or 100
Mbps (default). Be sure that the port on the active network device (hub, switch, router, etc.) to which
you connect this interface is also set to automatically negotiate the speed. Otherwise, select the
appropriate fixed speed.

Click the drop-down menu button and select the interface transmission mode:

» Auto=LettheVPN 3002 automatically detect and set the appropriate transmission mode, either full
or half duplex (default). Be sure that the port on the active network device (hub, switch, router, etc.)
to which you connect this interface is also set to automatically negotiate the transmission mode.
Otherwise, select the appropriate fixed mode.

« Full-Duplex = Fix the transmission mode as full duplex: transmits and receives at the same time.

» Half-Duplex = Fix the transmission mode as half duplex: transmits or receives, but not at the same
time.

Enter the Maximum Transmission Unit for the interface. The range is 68 through 1500.

To apply your settings to the system and include them in the active configuration, click Apply. The
Manager returns to the Configuration | Interfaces screen.

Reminder:
To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.
To discard your settings, click Cancel. The Manager returns to the Configuration | Interfaces screen.
VPN 3002 Hardware Client Reference
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Configuration | Interfaces | Public

This screen lets you select a connection method—DHCP, PPPoE, or static | P addressing—for the public
interface. It also allows you to disable the public interface.

Figure 3-3  Configuration | Interfaces | Public Screen
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Disabled

To make the interface offline, click Disabled. This state lets you retain or change its configuration
parameters.

DHCP Client

click thisradio button if you want to obtain the IP address and subnet mask for this interface via DHCP.
If you click this button, you do not make entries in the IP address and subnet mask parameters that
follow.

PPPOE Client

click thisradio button if you want to connect using PPPOE. If you select PPPoE, you do not make entries
in the static | P addressing parameters that follow.

VPN 3002 Hardware Client Reference
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Configuration | Interfaces | Public

PPPoOE User Name

PPPoE Password

If you have selected PPPoE, enter a valid PPPOE username.

If you have selected PPPoE, enter the PPPoE password for the username you entered above.

Verify PPPoE Password

If you have selected PPPoE, enter the PPPoE password again to verify it.

Static IP Addressing

IP Address

Subnet Mask

MAC Address

Speed

click this radio button if you want to use a static 1P address.

If you are using static | P addressing, enter the | P address for thisinterface, using dotted decimal notation
(for example, 192.168.12.34). Note that 0.0.0.0 is not allowed. Be sure no other device is using this
address on the network.

If you are using static |P addressing, enter the subnet mask for this interface, using dotted decimal
notation (for example, 255.255.255.0). The Manager automatically supplies a standard subnet mask
appropriate for the IP address you just entered. For example, the IP address 192.168.12.34 isa Class C
address, and the standard subnet mask is 255.255.255.0. You can accept this entry or changeit. Note that
0.0.0.0 is not allowed.

Thisisthe unique hardware MAC (Media Access Control) address for thisinterface, displayed in 6-byte
hexadecimal notation. You cannot change this address.

If you are using static |P addressing, click the drop-down menu button and select the interface speed:
» 10 Mbps = Fix the speed at 10 megabits per second (10Base-T networks).
» 100 Mbps = Fix the speed at 100 megabits per second (100Base-T networks).

» 10/100 auto = Let the VPN 3002 automatically detect and set the appropriate speed, either 10 or 100
Mbps (default). Be surethat the port on the active network device (hub, switch, router, etc.) to which
you connect this interface is also set to automatically negotiate the speed. Otherwise, select the
appropriate fixed speed.

[ oL-2855-01
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Duplex
If you are using static | P addressing, click the drop-down menu button and select the interface
transmission mode:

» Auto=LettheVPN 3002 automatically detect and set the appropriate transmission mode, either full
or half duplex (default). Be sure that the port on the active network device (hub, switch, router, etc.)
to which you connect this interface is also set to automatically negotiate the transmission mode.
Otherwise, select the appropriate fixed mode.

« Full-Duplex = Fix the transmission mode as full duplex: transmits and receives at the same time.

- Half-Duplex = Fix the transmission mode as half duplex: transmits or receives, but not at the same
time.

MTU

Enter the Maximum Transmission Unit (MTU) for the interface. The range is 68 through 1500.

IPSec Fragmentation Policy

The IPSec fragmentation policy specifies how to treat packets that exceed the MTU setting when
tunneling traffic through the public interface. This feature provides away to handle cases where arouter
or NAT device between the VPN 3002 and the VPN Concentrator rejects or drops I P fragments. For
example, suppose a PC behind aVVPN 3002 wantsto FTP put alarge file to an FTP server behind aVPN
Concentrator. The PC transmits packets that when encapsul ated would exceed the VPN 3002'sMTU size
on the public interface. The following options determine how the VPN 3002 processes these packets.

The fragmentation policy you set here appliesto all traffic travelling out the VPN 3002 public interface
to VPN Concentrators. The second and third options described below may affect performance rates.

Do not fragment prior to IPSec encapsulation; fragment prior to interface transmission

The VPN 3002 encapsulates all tunneled packets. After encapsulation, the VPN 3002 fragments packets
that exceed the MTU setting before transmitting them through the public interface. This option works
for situations where fragmented packets are allowed through the tunnel without hindrance. For the FTP
example, large packets are encapsulated and then fragmented at the I P layer. I ntermediate devices may
drop fragments or just out-of-order fragments. L oad-balancing devices can introduce out-of -order
fragments.

Fragment prior to IPSec encapsulation with Path MTU Discovery (ICMP)

The VPN 3002 fragments tunnel ed packets that would exceed the M TU setting during encapsul ation. For
this option, the VPN 3002 drops large packets that have the Don’'t Fragment (DF) bit set, and sends an
ICMP message “ Packet needs to be fragmented but DF is set” to the packet’s initiator. The ICMP
message includes the maximum MTU size allowed. Path MTU Discovery means that an intermediate
device (in this case the VPN 3002) informs the source of the MTU permitted to reach the destination.

If alarge packet does not have the DF bit set, the VPN 3002 fragments prior to encapsulating, thus
creating two independent non-fragmented |P packets, and transmits them out the public interface. This
is the default policy for the VPN 3002 hardware client.

For this example, the PC that isthe FTP client may use Path MTU Discovery to adjust the size of the
packets it transmits to this destination.

VPN 3002 Hardware Client Reference
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Fragment prior to IPSec encapsulation without Path MTU Discovery (Clear DF bit)

The VPN 3002 fragments tunneled packets that exceed the MTU setting before encapsulating them. If
the DF bit on these packetsis set, the VPN 3002 clears the DF bit, fragments the packets, and then
encapsulates them. This action creates two independent non-fragmented | P packets leaving the public
interface and successfully transmits these packets to the peer site by turning the fragmentsinto complete
packets to be reassembled at the peer site.

In our example, the VPN 3002 overrides the MTU and allows fragmentation by clearing the DF bit.

Apply / Cancel

To apply your settingsto thisinterface and include your settingsin the active configuration, click Apply.
The Manager returns to the Configuration | Interfaces screen.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | Interfaces screen.

VPN 3002 Hardware Client Reference
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CHAPTER

System configuration means configuring parameters for system-wide functions in the VPN 3002.

Configuration | System

This section of the Manager lets you configure parameters for:

« Servers:. identifying servers for DNS information for the VPN 3002.

« Tunneling Protocols: configuring IPSec connections.

« [P Routing: configuring static routes, default gateways, and DHCP.

- Management Protocols: configuring and enabling built-in servers for HTTP/HTTPS, Telnet,

SNMP, SSL, SSH, and XML.

- Events: handling system events vialogs, SNMP traps, and syslog.

« General: identifying the system and setting the time and date.

See the appropriate chapter in this manual or the online help for each section.

Figure 4-1 Configuration | System screen
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Servers

Configuring servers means identifying DNS servers to the VPN 3002 so it can communicate with them
correctly. DNS servers convert hostnames to |P addresses. The VPN 3002 functions as a client of these
servers.

Configuration | System | Servers

This section of the Manager lets you configure the VPN 3002 to communicate with DNS servers.

Figure 5-1 Configuration | System | Servers Screen
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Configuration | System | Servers | DNS

Note

This screen lets you configure the Domain Name System (DNS) serversfor the VPN 3002. DNS servers
convert domain names to | P addresses. Configuring DNS servers here lets you enter hostnames (for
example, mail01) rather than IP addresses as you configure and manage the VPN 3002.

You can configure up to three DNS servers that the system queries in order.

DNS information that you add here is for the VPN 3002 only. PCs located behind the VPN 3002 on
the private network get DNS information that is configured on the central-site VPN Concentrator in
the Group settings for the VPN 3002.

[ oL-2855-01
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Figure 5-2  Configuration | System | Servers | DNS Screen
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Enabled

To use DNS functions, check Enabled (the default). To disable DNS, clear the box.

Domain

Enter the name of the registered domain of the ISP for the VPN 3002; for example, youri sp. com
Maximum 48 characters. This entry is sometimes called the domain name suffix or sub-domain. The
DNS system within the VPN 3002 automatically appends this domain name to hostnames before sending
them to a DNS server for resol ution.

Primary DNS Server

Enter the | P address of the primary DNS server, using dotted decimal notation; for example,
192.168.12.34. Be sure this entry is correct to avoid DNS resolution delays.

Secondary DNS Server

Enter the | P address of the secondary (first backup) DNS server, using dotted decimal notation. If the
primary DNS server does not respond to a query within the Timeout Period specified below, the system
queries this server.

Tertiary DNS Server

Enter the | P address of the tertiary (second backup) DNS server, using dotted decimal notation. If the
secondary DNS server does not respond to a query within the Timeout Period specified below, the system
gueries this server.

VPN 3002 Hardware Client Reference
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Timeout Period

Enter the initial time in seconds to wait for a response to a DNS query before sending the query to the
next server. Minimum is 1, default is 2, maximum is 30 seconds. Thistime doubleswith each retry cycle
through the list of servers.

Timeout Retries

Enter the number of times to retry sending a DNS query to the configured servers, in order. In other
words, thisisthe number of timesto cyclethrough thelist of servers before returning an error. Minimum
is0, default is 2, maximum is 10 retries.

Apply / Cancel

To apply your settings for DNS servers and include the settings in the active configuration, click Apply.
The Manager returns to the Configuration | System | Servers screen.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | System | Servers
screen.

VPN 3002 Hardware Client Reference
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Tunneling

Tunneling is the heart of virtual private networking. Tunnels make it possible to use a public TCP/IP
network, such asthe Internet, to create secure connections between remote users and a private corporate
network.

The secure connection is called a tunnel, and the VPN 3002 uses the | PSec tunneling protocol to:
» Negotiate tunnel parameters.
- Establish tunnels.
- Authenticate users and data.
« Manage security keys.
« Encrypt and decrypt data.
» Manage data transfer across the tunnel.
- Manage data transfer inbound and outbound as a tunnel endpoint.
The VPN 3002 functions as a bidirectional tunnel endpoint:

« It can receive plain packets from the private network, encapsulate them, create a tunnel, and send
them to the other end of the tunnel where they are unencapsulated and sent to their final destination

« It can receive encapsulated packets from the public network, unencapsul ate them, and send them to
their final destination on the private network.

This section explains how to configure the |PSec tunneling protocol.

VPN 3002 Hardware Client Reference
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Configuration | System | Tunneling Protocols

This section lets you configure the |PSec tunneling protocol.

Click 1PSec on the Tunneling Protocols screen.

Figure 6-1 Configuration | System | Tunneling Protocols Screen
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Configuration | System | Tunneling Protocols | IPSec

The VPN 3002 complies with the IPSec protocol and is specifically designed to work with the VPN
Concentrator. It can also establish PSec tunnels to other IPSec security gateways, including the Cisco
PIX firewall, and Cisco |OS routers. 1PSec provides the most complete architecture for VPN tunnels,
and it is perceived as the most secure protocol.

In IPSec terminology, a“peer” is aremote-access client or another secure gateway. During tunnel
establishment under |PSec, the two peers negotiate Security Associations (SAs) that govern
authentication, encryption, encapsul ation, key management, etc. These negotiationsinvolve two phases:
the first phase establishes the tunnel (the IKE SA); the second phase governs traffic within the tunnel
(the IPSec SA).

The VPN 3002 initiates all tunnelswith the VPN Concentrator; the VPN Concentrator functions only as
responder. The VPN 3002 as initiator proposes SAs; the responder accepts, rejects, or makes
counter-proposals—all in accordance with configured SA parameters. To establish a connection, both
entities must agree on the SAs.

The Cisco VPN 3002 supports these | PSec attributes, but they are configurable on the central-site VPN
Concentrator, not on the VPN 3002:

« Main mode for negotiating phase one of establishing ISAKMP Secure Associations (SAS)
(automatic if you are using certificates)

» Aggressive mode for negotiating phase one of establishing ISAKMP SAs
« Authentication Algorithms:
- ESP-MD5-HMAC-128
- ESP-SHA1-HMAC-160
« Authentication Modes:
— Preshared Keys
— X.509 Digital Certificates
« Diffie-Hellman Groups 1 and 2

VPN 3002 Hardware Client Reference
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» Encryption Algorithms:
— DES-56 = Data Encryption Standard (DES) with a 56-bit key.
— 3DES-168 = Triple-DES with a 168-bit key.

— AES-128 = Advanced Encryption Standard (AES) encryption with a 128-bit key. AES provides
greater security than DES and is computationally more efficient than triple DES.

— AES-192 = AES encryption with a 192-bit key.

— AES-256 = AES encryption with a 256-bit key.
- Extended Authentication (XAuth)
» Mode Configuration (also known as ISAKMP Configuration Method)
» Tunnel Encapsulation Mode

Figure 6-2 Configuration | System | Tunneling Protocols | IPSec Screen
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Remote Easy VPN Server

Enter the | P address or hostname of the remote server. Thisisthe IP address or hostname of the public
interface on the VPN Concentrator to which this VPN 3002 connects. Use dotted decimal notation; for
example, 192.168.34.56. To enter a hostname, a DNS server must be configured.

VPN 3002 Hardware Client Reference ]
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Backup Easy VPN Servers

To configure 1PSec backup servers on the VPN 3002, enter up to 10 backup servers, using either 1P
address or hostname. Enter each backup server on a separate line. To enter a hostname, a DNS server
must be configured. Further, if you use hosthames and the DNS server is unavailable, significant delays
can occur.

Note  If you are using hostnames, it is wise to have backup DNS and WINS servers on a separate network
from that of the primary DNS and WINS servers. Otherwiseg, if clients behind the VPN 3002 obtain
DNS and WINS information from the VPN 3002 through DHCP, and the connection to the primary
server is lost, and the backup servers have different DNS and WINS information, clients cannot be
updated until the DHCP |ease expires.

About Backup Servers

IPSec backup serverslet a VPN 3002 connect to the central site when its primary central-site VPN
Concentrator is unavailable. You configure backup servers for a VPN 3002 either on the VPN 3002, or
on agroup basis at the central-site VPN Concentrator. If you configure backup servers on the primary
central-site VPN Concentrator, that VPN Concentrator pushesthe backup server policy to the VPN 3002
hardware clients in the group. By default, the policy is to use the backup server list configured on the
VPN 3002. Alternatively, the VPN Concentrator can push a policy that supplies alist of backup servers
in order of priority, replacing the backup server list on the VPN 3002 if one is configured. It can also
disable the feature and clear the backup server list on the VPN 3002 if one is configured.

Figure 6-3 illustrates how the backup server feature works.

Figure 6-3 Backup Server Implementation
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XYZ corporation has large sites in three cities: San Jose, California; Austin, Texas; and Boston,
Massachusetts. They just opened aregional sales officein Fargo, North Dakota. To provide access to the
corporate network from Fargo, they use a VPN 3002 that connectsto a VPN 3080 in San Jose (1). If the
VPN 3002 is unable to contact the corporate network, Fargo cannot place orders. The IPSec backup
server feature lets the VPN 3002 connect to one of several sites, in this case using Austin (2) and Boston
(3) as backup servers, in that order.

The VPN 3002 in Fargofirst triesto reach San Jose. If theinitial IKE packet for that connection (1) times
out (8 seconds), it tries to connect to Austin (2). Should this negotiation also time out, it tries to connect
to Boston (3). These attempts continue until the VPN 3002 hastried all serverson its backup server list,
to a maximum of 10.

Be aware of the following characteristics of the backup server feature:

« |f the VPN 3002 cannot connect after trying all backup servers on thelist, it does not automatically
retry.

— In Network Extension mode, the VPN 3002 attempts a new connection after 4 seconds.

— InClient mode, the VPN 3002 attempts anew connection when the user clicksthe Connect Now
button on the Monitoring | System Status screen, or when data passes from the VPN 3002 to the
VPN Concentrator.

e A VPN 3002 must connect to the primary VPN Concentrator to download a backup server list
configured on the primary VPN Concentrator. If that VPN Concentrator is unavailable, and if the
VPN 3002 has a previously configured backup server list, it can connect to the servers on that list.

» It can download a backup server list only from the primary VPN Concentrator. The VPN 3002
cannot download a backup server list from a backup server.

- The VPN Concentrators that you configure as backup servers do not have to be aware of each other.

- If you change the configuration of backup servers, or delete abackup server during an active session
between a VPN 3002 and a backup server, the session continues without adopting that change. New
settings take effect the next time the VPN 3002 connects to its primary VPN Concentrator.

You can configure the backup server feature from the primary VPN Concentrator or the VPN 3002.

« From the VPN Concentrator configure backup servers on either of the Configuration | User
Management | Base Group or Groups | Mode Configuration screens.

« Onthe VPN 3002, configure backup servers on the Configuration | System | Tunneling Protocols |
IPSec screen.

Thelist you configure on the VPN 3002 applies only if the option, Use Client Configured List, isset in
the 1PSec Backup Servers parameter. To set this option, go to the Mode Configuration tab on the
Configuration | User Management | Groups | Add/Modify screen of the primary VPN Concentrator to
which the VPN 3002 connects.

The group name, username, and passwords that you configure for the VPN 3002 must be identical
for the primary VPN Concentrator and all backup servers. Also, if you require interactive hardware
client authentication and/or individual user authentication for the VPN 3002 on the primary VPN
Concentrator, be sure to configure it on backup servers as well.

IPSec over TCP

Check IPSec over TCPif you want to connect using IPSec over TCP. This feature must al so be enabled
on the VPN Concentrator to which this VPN 3002 connects. See the explanation that follows.

[ oL-2855-01
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IPSec over TCP Port

Enter the IPSec over TCP port number. You can enter one port. The port that you configure on the VPN
3002 must also match that configured on the VPN Concentrator to which this VPN 3002 connects.

About IPSec over TCP

Note

IPSec over TCP encapsulates encrypted data traffic within TCP packets. This feature enables the VPN
3002 to operate in an environment in which standard Encapsul ating Security Protocol (ESP, Protocol 50)
or Internet Key Exchange (IKE, UDP 500) cannot function, or can function only with modification to
existing firewall rules. IPSec over TCP encapsulates both the IKE and 1PSec protocols within a TCP
packet, and enables secure tunneling through both NAT and PAT devices and firewalls.

This feature does not work with proxy-based firewalls.

The VPN 3002 Hardware Client, which supports one tunnel at atime, can connect using either standard
IPSec, | PSec over TCP, or |PSec over UDP or |PSec over NAT-T.

To use IPSec over TCP, both the VPN 3002 and the VPN Concentrator to which it connects must be
running version 3.5 software.

Use Certificate

This parameter specifies whether to use preshared keys or a PK1 (Public Key Infrastructure) digital
identity certificate to authenticate the peer during Phase 1 IKE negotiations. See the discussion under
Administration | Certificate Management, which is where you install digital certificates on the VPN
3002.

Check the box to use digital certificates.

Certificate Transmission

Group

If you configured authentication using digital certificates, choose the type of certificate transmission.

« Entire certificate chain = Send the peer the identity certificate and all issuing certificates. Issuing
certificates include the root certificate and any subordinate CA certificates.

- ldentity certificate only = Send the peer only the identity certificate.

The VPN 3002 connectsto the VPN Concentrator using this Group name and password, which must be con-
figured on the central-site VPN Concentrator. Group and usernames and passwords must be identical on the
VPN 3002 and on the VPN Concentrator to which it connects.

W VPN 3002 Hardware Client Reference
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Name
In the Group Name field, enter a unique name for the group to which this VPN 3002 belongs. Thisisthe
group name configured on the central-site VPN Concentrator to which this VPN 3002 connects.
Maximum is 32 characters, case-sensitive.

Password
In the Group Password field, enter a unique password for this group. Thisis the group password
configured on the VPN Concentrator to which this VPN 3002 connects. Minimum is 4, maximum is 32
characters, case-sensitive. The field displays only asterisks.

Verify
In the Group Verify field, re-enter the group password to verify it. The field displays only asterisks.

User
You must also enter a username and password, and they must match the username and password
configured on the central-site VPN Concentrator to which this VPN 3002 connects.

Name
In the User Name field, enter a unique name for the user in this group. Maximum is 32 characters,
case-sensitive.This is the username configured on the central-site VPN Concentrator to which this
VPN 3002 connects. Maximum is 32 characters, case-sensitive.

Password
In the User Password field, enter the password for this user. Thisisthe user password configured on the
central-site VPN Concentrator to which this VPN 3002 connects. Minimum is 4, maximum is 32
characters, case-sensitive.

Verify
In the User Verify field, re-enter the user password to verify it. The field displays only asterisks.

VPN 3002 Hardware Client Reference
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IP Routing

The VPN 3002 includes an I P routing subsystem with static routing, default gateways, and DHCP.

To route packets, the subsystem uses static routes and the default gateway. If you do not configure the
default gateway, the subsystem drops packets that it can not otherwise route.

You configure static routes and default gateways in this section. This section also includes the
system-wide DHCP (Dynamic Host Configuration Protocol) server parameters.

Configuration | System | IP Routing

This section of the Manager lets you configure system-wide | P routing parameters.
» Static Routes: manually configured routing tables.
- Default Gateways: routes for otherwise unrouted traffic.
- DHCP: Dynamic Host Configuration Protocol global parameters.

- DHCP Options: facilities that allow the VPN 3002 DHCP server to respond with configurable
parameters for specific kinds of devices such as PCs, | P telephones, print servers, etc., aswell as an

IP address.

Figure 7-1  Configuration | System | IP Routing Screen
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Configuration | System | IP Routing | Static Routes

Static Routes

This section of the Manager lets you configure static routes for IP routing.

Figure 7-2  Configuration | System | IP Routing | Static Routes Screen

| TR sechon lets wou £onBgse flate roules for 1P eoadbing

Stat Kosle Futlipms
Cladmulr o 152 163 12 77

192 TEREEA 5 0-5 131008

A _|

D |

e o

The Static Routes list shows manual 1P routes that have been configured. The format is [destination
network address/subnet mask -> outbound destination]; for example,

192.168.12.0/255.255.255.0 -> 10.10.0.2. If you have configured the default gateway, it appearsfirst in
the list as [Default -> default router address]. If no static routes have been configured, the list shows
--Empty--.

Add / Modify / Delete

Reminder:

To configure and add a new static route, click Add. The Manager opens the Configuration | System | IP
Routing | Static Routes | Add screen.

To modify a configured static route, select the route from thelist and click M odify. The Manager opens
the Configuration | System | IP Routing | Static Routes | M odify screen. If you select the default gateway,
the Manager opens the Configuration | System | IP Routing | Default Gateways screen.

To delete a configured static route, select the route from the list and click Delete. Thereis no
confirmation or undo. The Manager refreshes the screen and shows the remaining static routesin thelist.
You cannot delete the default gateways here; to do so, see the Configuration | System | IP Routing |
Default Gateways screen.

The Manager immediately includes your changes in the active configuration. To save the active
configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

VPN 3002 Hardware Client Reference
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Configuration | System | IP Routing | Static Routes | Add or

Modify

These Manager screens let you:
- Add: Configure and add a new static, or manual, route to the IP routing table.
- Modify: Modify the parameters for a configured static route.

Figure 7-3  Configuration | System | IP Routing | Static Routes | Add Screen
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Enter the destination network | P address that this static route applies to. Packets with this destination
address will be sent to the Destination below. Used dotted decimal notation; for example, 192.168.12.0.

Enter the subnet mask for the destination network | P address, using dotted decimal notation (for
example, 255.255.255.0). The subnet mask indicates which part of the | P address represents the network
and which part represents hosts. The router subsystem looks at only the network part.

The Manager automatically supplies a standard subnet mask appropriate for the IP address you just
entered. For example, the | P address 192.168.12.0 is a Class C address, and the standard subnet mask is
255.255.255.0. You can accept this entry or change it. Note that 0.0.0.0 is not allowed here, since that
would resolve to the equivalent of a default gateway.

Metric
Enter the metric, or cost, for thisroute. Use a number from 1 to 16, where 1 is the lowest cost. The
routing subsystem alwaystriesto use the least costly route. For example, if aroute usesalow-speed line,
you might assign a high metric so the system will useit only if all high-speed routes are unavailable.
VPN 3002 Hardware Client Reference
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Destination

Click aradio button to select the outbound destination for these packets. You can select only one
destination: either a specific router/gateway, or a VPN 3002 interface.

Destination Router Address

Interface

Enter the | P address of the specific router or gateway to which to route these packets; that is, the IP
address of the next hop between the VPN 3002 and the packet’s ultimate destination. Use dotted decimal
notation; for example, 10.10.0.2. We recommend that you select this option.

Click the drop-down menu button and select a configured VPN 3002 interface as the outbound
destination. We do not recommend this option; enter a destination router address above.

Add or Apply / Cancel

Reminder:

To add anew static route to the list of configured routes, click Add. Or to apply your changesto a static
route, click Apply. Both actions include your entries in the active configuration. The Manager returnsto
the Configuration | System | |P Routing | Static Routes screen. Any new route appears at the bottom of
the Static Routes list.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entries, click Cancel. The Manager returnsto the Configuration | System | IP Routing |
Static Routes screen, and the Static Routes list is unchanged.

Configuration | System | IP Routing | Default Gateways

This screen lets you configure the default gateway for 1P routing. You use this same screen both to
initially configure and to change default gateways. You can also configure the default gateway on the
Configuration | Quick | System Info screen.

The IP routing subsystem routes data packets first using static routes, then the default gateway. If you
do not specify a default gateway, the system drops packets it can not otherwise route.

Figure 7-4  Configuration | System | IP Routing | Default Gateways Screen
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Default Gateway

Metric

Enter the | P address of the default gateway or router. Use dotted decimal notation; for example,
192.168.12.77. This address must not be the same as the | P address configured on any VPN 3002
interface. If you do not use a default gateway, enter 0.0.0.0 (the default entry).

To delete a configured default gateway, enter 0.0.0.0.

The default gateway must be reachable from a VPN 3002 interface, and it is usually on the public
network. The Manager displays awarning screen if you enter an |P address that is not on one of its
interface networks, and it displays a dialog box if you enter an |P address that is not on the public
network.

Enter the metric, or cost, for the route to the default gateway. Use a number from 1 to 16, where 1 isthe
lowest cost. The routing subsystem always tries to use the least costly route. For example, if this route
uses a low-speed line, you might assign a high metric so the system will useit only if all high-speed
routes are unavailable.

Apply / Cancel

Reminder:

To apply the settings for default gateways, and to include your settings in the active configuration, click
Apply. The Manager returnsto the Configuration | System | I P Routing screen. If you configure aDefault
Gateway, it also appears in the Static Routes list on the Configuration | System | IP Routing | Static
Routes screen.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entries, click Cancel. The Manager returns to the Configuration | System | P Routing
screen.

[ oL-2855-01
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Configuration | System | IP Routing | DHCP

Enabled

This screen lets you configure DHCP (Dynamic Host Configuration Protocol) server parameters that
apply to DHCP server functions within the VPN 3002.

The DHCP server for the private interface lets P hosts in its network automatically obtain |P addresses
from alimited pool of addresses for a fixed length of time, or lease period. Before the lease period
expires, the VPN 3002 displays amessage offering to renew it. If the lease is hot renewed, the connection
terminates when the lease expires, and the |P address becomes available for reuse. Using DHCP
simplifies configuration since you do not need to know what 1P addresses are considered valid on a
particular network.

Figure 7-5 Configuration | System | IP Routing | DHCP Screen
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Check the box to enable the DHCP server functions on the VPN 3002. The box is checked by default.
To use DHCP address assignment, you must enable DHCP functions here.

Lease Timeout

Enter the timeout in minutes for addresses that are obtained from the DHCP server. Minimum is 5,
default is 120, maximum is 500000 minutes. DHCP servers “lease” |P addresses to clients on the VPN
3002 private network for this period of time.

The Lease Timeout period you configure applies only when the tunnel to the VPN Concentrator is
established. When the tunnel is not established, the Lease Timeout period is 5 minutes.

Address Pool Start/End

Enter the range of |1P addresses that the DHCP server can assign. Use dotted decimal notation. The
default is 127 successive addresses, with the first address being the addressimmediately after that of the
private interface. The maximum number of addresses you can configure is 127.
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Apply/Cancel

To apply the settings for DHCP parameters, and to include your settingsin the active configuration, click
Apply. The Manager returns to the Configuration | System | P Routing screen.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entries, click Cancel. The Manager returns to the Configuration | System | P Routing
screen.

Configuration | System | IP Routing | DHCP Options

This section lets you configure DHCP options.

Figure 7-6  Configuration | System | IP Routing | DHCP Options Screen
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DHCP Option

DHCP Options are facilities that allow the VPN 3002 DHCP server to respond to configurable
parameters for specific kinds of devices such as PCs, |P telephones, print servers, etc., aswell asan IP
address.

Add/Modify/Delete

To configure and add DHCP options, click Add. The Manager opens the Configuration | System | IP |
DHCP Options | Add screen.To modify a configured DHCP option, select the option from the list and
click Modify. The Manager opens the Configuration | System | IP | DHCP Options | Modify screen.

VPN 3002 Hardware Client Reference
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Reminder:

To remove a configured DHCP option, select the option from the list and click Delete. Thereis no
confirmation or undo. The Manager refreshes the screen and shows the remaining DHCP optionsin the
list.

The Manager immediately includes your changes in the active configuration. To save the active
configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

Configuration | System | IP Routing | DHCP Options | Add or

Modify

DHCP Option

Option Value

These screens let you:
Add anew DHCP option to the list of DHCP options this VPN 3002 uses.
Modify a configured DHCP option.

Figure 7-7  Configuration | System | IP Routing | DHCP Options | Add Screen
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Use the pull-down menu to the DHCP Options field to select the option you want to add or modify. You
can add or modify only one option at atime.

Enter the value you want this option to use, for example, the |P address for the TFTP server option, the
number of seconds for the ARP Cache Timeout option, 1 or 0 to enable or disable IP forwarding, etc.

VPN 3002 Hardware Client Reference
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Configuration | System | IP Routing | DHCP Options | Add or Modify Il

Nonconfigurable DHCP Options

You cannot configure the following DHCP Options:
» Subnet Mask (option 1)
« Router (option 3)
« Domain Name Server (option 6)
« Domain Name (option 15)
» NetBios Name Server/WINS (option 44).

You configure these values on the central-site VPN Concentrator for the group to which the VPN 3002
Hardware Client belongs. Asis the case for all group configuration parameters, the central-site VPN
Concentrator pushes these values to the VPN 3002 over the tunnel.

VPN 3002 Hardware Client Reference
[ oL-2855-01 .m



Chapter7  IPRouting |

M Configuration | System | IP Routing | DHCP Options | Add or Modify

VPN 3002 Hardware Client Reference
m. oL-2855-01 |



Management Protocols
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CHAPTER

The VPN 3002 Hardware Client includes various built-in servers, using various protocols, that let you
perform typical network and system management functions. This section explains how you configure
and enable those servers.

Configuration | System | Management Protocols

This section of the Manager lets you configure and enable built-in VPN 3002 servers that provide
management functions using:

HTTP/HTTPS: Hypertext Transfer Protocol, and HTTP over SSL (Secure Sockets Layer) protocol.

Telnet: terminal emulation protocol, and Telnet over SSL.

SNMP: Simple Network Management Protocol.

SNM P Community Strings: identifiers for valid SNMP clients.

SSL: Secure Sockets Layer protocol.
SSH: Secure Shell.
XML : EXtensible Markup Language

Figure 8-1 Configuration | System | Management Protocols Screen
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Configuration | System | Management Protocols | HTTP/HTTPS

This screen lets you configure and enable the VPN 3002 HTTP/HTTPS server: Hypertext Transfer
Protocol and HTTP over SSL (Secure Sockets Layer) protocol. When the server is enabled, you can use

a Web browser to communicate with the VPN 3002. HTTPS lets you use a Web browser over a secure,
encrypted connection.

About HTTP/HTTPS

The Manager requires the HTTP/HTTPS server. If you click Apply, even if you have made no changes

on this screen, you break your HTTP/HTTPS connection and you must restart the Manager session from
the login screen.

If you disable either HTTP or HTTPS, and that isthe protocol you are currently using, you can reconnect
with the other protocol if it is enabled and configured.

If you disable both HTTP and HTTPS, you cannot use a Web browser to connect to the VPN 3002. Use
the Cisco command-line interface from the console or a Telnet session.

Related information:

» Forinformation oninstalling the SSL digital certificatein your browser and connecting viaHTTPS,
see Chapter 1.

» Toconfigure SSL parameters, see the Configuration | System | Management Protocols | SSL screen.

- Toinstall, generate, view, or delete the SSL certificate on the VPN 3002, see the Administration |
Certificate Management screens.

Figure 8-2 Configuration | System | Management Protocols | HTTP/HTTPS Screen
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Enable HTTP

Check the box to enable the HTTP server. The box is checked by default. HTTP must be enabled to
install the SSL certificate in the browser initially, so you can thereafter use HTTPS. Disabling the HTTP
server provides additional security, but makes system management |ess convenient. See the notes above.

VPN 3002 Hardware Client Reference
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About HTTP/HTTPS

Enable HTTPS

Check the box to enable the HTTPS server. The box is checked by default. HTTPS, also known asHTTP
over SSL, lets you use the Manager over an encrypted connection.

Enable HTTPS on Public

Check the box to enable HTTPS on the Public interface.

HTTP Port

Enter the port number that the HTTP server uses. The default is 80, which is the well-known port.

HTTPS Port

Enter the port number that the HTTPS server uses. The default is 443, which is the well-known port.

Maximum Sessions

Enter the maximum number of concurrent, combined HTTP and HTTPS sessions (users) that the server
allows. Minimum is 1, default is 4, maximum is 10.

Apply/Cancel

To apply your HTTRP/HTTPS server settings, to include your settings in the active configuration, and to
break the current HTTP/HTTPS connection, click Apply. If HTTP or HTTPSis still enabled, the
Manager returns to the main login screen. If both HTTP and HTTPS are disabled, you can no longer use
the Manager, and you will have to gain access through the console other configured connection.

Reminder:
To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.

VPN 3002 Hardware Client Reference
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Figure 8-3 Configuration | System | Management Protocols Screen
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Configuration | System | Management Protocols | Telnet

This screen lets you configure and enable the VPN 3002 Telnet terminal emulation server, and Telnet
over SSL (Secure Sockets Layer protocol). When the server is enabled, you can use a Telnet client to
communicate with the VPN 3002. You can fully manage and administer the VPN 3002 using the Cisco
Command Line Interface (CLI) via Telnet.

Telnet server login usernames and passwords are the same as those enabled and configured on the
Administration | Access Rights | Administrators screens.

Telnet/SSL uses a secure, encrypted connection. This enabled by default for Telnet/SSL clients.

See the Configuration | System | Management Protocols | SSL screen to configure SSL parameters. See
the Administration | Certificate Management | Certificates screen to manage the SSL digital certificate.

Figure 8-4 Configuration | System | Management Protocols | Telnet Screen
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Enable Telnet

Check the box to enable the Telnet server. The box is checked by default. Disabling the Telnet server
provides additional security, but doing so prevents using the Cisco CLI via Telnet.

VPN 3002 Hardware Client Reference
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Configuration | System | Management Protocols | Telnet

Enable Telnet/SSL

Check the box to enable Telnet over SSL. The box is checked by default. Telnet/SSL uses Telnet over a
secure, encrypted connection.

Telnet Port

Enter the port number that the Telnet server uses. The default is 23, which is the well-known port
number.

Telnet/SSL Port

Enter the port number that Telnet over SSL uses. The default is 992, which is the well-known port
number.

Maximum Connections

Enter the maximum number of concurrent, combined Telnet and Telnet/SSL connections that the server
alows. Minimum is 1, default is 5, maximum is 10.

Apply / Cancel

To apply your Telnet settings, and to include the settings in the active configuration, click Apply. The
Manager returns to the Configuration | System | Management Protocols screen.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.

Figure 8-5 Configuration | System | Management Protocols Screen
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Configuration | System | Management Protocols | SNMP

Enable SNMP

SNMP Port

This screen lets you configure and enable the SNMP (Simple Network Management Protocol) agent.
When enabled, you can use an SNMP manager to collect information from the VPN 3002 but not to
configure it.

To use SNMP, you must also configure an SNMP Community on the Configuration | System |
Management Protocols | SNMP Communities screen.

The settings on this screen have no effect on sending system events to SNMP trap destinations (see
Configuration | System | Events | General and Trap Destinations). For those functions, the VPN 3002
acts as an SNMP client.

Figure 8-6  Configuration | System | Management Protocols | SNMP Screen
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Check the box to enable SNMP. The box is checked by default. Disabling SNMP provides additional
Security.

Enter the port number that SNMP uses. The default is 161, which is the well-known port number.
Changing the port number provides additional security.

Maximum Queued Requests

Enter the maximum number of outstanding queued requests that the SNMP agent allows. Minimumiis 1,
default is 4, maximum is 200.

Apply / Cancel

To apply your SNMP settings, and to include the settings in the active configuration, click Apply. The
Manager returns to the Configuration | System | Management Protocols screen.

VPN 3002 Hardware Client Reference
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Reminder:

Configuration | System | Management Protocols | SNMP Communities 1l

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.

Figure 8-7 Configuration | System | Management Protocols Screen
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Configuration | System | Management Protocols |
SNMP Communities

This section of the Manager lets you configure and manage SNM P community strings, which identify
valid communities from which the SNM P agent accepts requests. A community string islike a password:
it validates messages between an SNMP manager and the agent.

To use the VPN 3002 SNMP agent, you must configure and add at |east one community string. You can
configure a maximum of 10 community strings. To protect security, the SNMP agent does not include
the usual default public community string, and we recommend that you not configure it.

Figure 8-8 Configuration | System | Management Protocols | SNMP Communities screen
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Community Strings

The Community Strings list shows SNMP community strings that have been configured. If no strings
have been configured, the list shows --Empty--.

Add/Modify/Delete

To configure and add a new community string, click Add. The Manager opens the Configuration |
System | Management Protocols | SNMP Communities | Add screen.

To modify aconfigured community string, select the string from the list and click M odify. The Manager
opens the Configuration | System | Management Protocols | SNMP Communities | Modify screen.

To delete a configured community string, select the string from the list and click Delete. Thereis no
confirmation or undo. The Manager refreshes the screen and shows the remaining entriesin the list.

Reminder:

The Manager immediately includes your changes in the active configuration. To save the active
configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

To discard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.

Figure 8-9 Configuration | System | Management Protocols Screen
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Configuration | System | Management Protocols | SNMP
Communities | Add or Modify

These Manager screens let you:
» Add: Configure and add a new SNMP community string.
» Modify: Modify a configured SNMP community string.

VPN 3002 Hardware Client Reference
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Configuration | System | Management Protocols | SNMP Communities | Add or Modify [l

Figure 8-10 Configuration | System | Management Protocols | SNMP Communities | Add Screen
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Enter the SNMP community string. Maximum 31 characters, case-sensitive.

Add or Apply / Cancel

To add thisentry to thelist of configured community strings, click Add. Or to apply your changesto this
community string, click Apply. Both actionsinclude your entry in the active configuration. The Manager
returnsto the Configuration | System | Management Protocols | SNM P Communities screen; anew entry
appears at the bottom of the Community Strings list.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entry or changes, click Cancel. The Manager returns to the Configuration | System |
Management Protocols | SNMP Communities screen, and the Community Strings list is unchanged.

Figure 8-11 Configuration | System | Management Protocols Screen
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Configuration | System | Management Protocols | SSL

Note

This screen letsyou configure the VPN 3002 SSL (Secure Sockets Layer) protocol server. These settings
apply to both HTTPS and Telnet over SSL. HTTPS lets you use aweb browser over a secure, encrypted
connection to manage the VPN 3002.

SSL creates a secure session between the client and the VPN 3002 server. The client first authenticates
the server, they negotiate session security parameters, and then they encrypt all data passed during the
session. If, during negotiation, the server and client cannot agree on security parameters, the session
terminates.

SSL uses digital certificates for authentication. The VPN 3002 creates a self-signed SSL server
certificate when it boots; or you can install in the VPN 3002 an SSL certificate that has been issued in a
PK1 context. This certificate must then be installed in the client (for HTTPS; Telnet does not usually
requireit). You need to install the certificate from a given VPN 3002 only once.

The default SSL settings should suit most administration tasks and network security requirements. e
recommend that you not change them without good reason.

To ensure the security of your connection to the Manager, if you click Apply on this screen, even if
you have made no changes, you break your connection to the Manager and you must restart the
Manager session from the login screen.

Related information:

« Forinformationoninstalling the SSL digital certificatein your browser and connecting viaHTTPS,
see Chapter 1

» To configure HTTPS parameters, see the Configuration | System | Management Protocols |
HTTP/HTTPS screen.

» Toconfigure Telnet/SSL parameters, seethe Configuration | System | Management Protocols| Telnet
screen.

- Tomanage SSL digital certificates, see the Administration | Certificate Management screens.
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Configuration | System | Management Protocols | SSL Il

Figure 8-12 Configuration | System | Management Protocols | SSL Screen
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Encryption Protocols

Check the boxes for the encryption algorithms that the VPN 3002 SSL server can negotiate with a client
and use for session encryption. All are checked by default. You must check at least one algorithm to
enable SSL. Unchecking all algorithms disables SS..

The algorithms are negotiated in the following order (you cannot change the order, but you can enable
or disable selected algorithms):

« RRC4-128/M D5 = RC4 encryption with a 128-bit key and the MD5 hash function. This option is
available in most SSL clients.

» 3DES-168/SHA = Triple-DES encryption with a 168-hit key and the SHA-1 hash function. Thisis
the strongest (most secure) option.

- DES-56/SHA = DES encryption with a 56-bit key and the SHA-1 hash function.

« RC4-40/M D5 Export = RC4 encryption with a 128-bit key, 40 bits of which are private, and the
MD5 hash function. This option is available in the non-U.S. versions of many SSL clients.

- DES-40/SHA Export = DES encryption with a 56-bit key, 40 bits of which are private, and the
SHA-1 hash function. This option is available in the non-U.S. versions of many SSL clients.

Client Authentication

This parameter appliesto HTTPS only; it isignored for Telnet/SSL.

Check the box to enable SSL client authentication. The box is not checked by default. In the most
common SSL connection, the client authenticates the server, not vice-versa. Client authentication
requires personal certificates installed in the browser, and trusted certificates installed in the server.
Specifically, the VPN 3002 must have aroot CA certificate installed; and a certificate signed by one of
the VPN 3002 trusted CAs must be installed in the Web browser. See Administration | Certificate
Management.
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SSL Version

Click the drop-down menu button and select the SSL version to use. SSL Version 3 has more security
options than Version 2, and TL S (Transport Layer Security) Version 1 has more security options than
SSL Version 3. Some clients that send an SSL Version 2 “Hello” (initial negotiation), can actually use a
more secure version during the session. Telnet/SSL clients usually can use only SSL Version 2.

Choices are:

» Negotiate SSL V2/V3 =The server triesto use SSL Version 3 but accepts Version 2 if the client can
not use Version 3. Thisis the default selection. This selection works with most browsers and
Telnet/SSL clients.

« SSL V3with SSL V2 Hello = The server insists on SSL Version 3 but accepts an initial Version 2
“Hello.”

e SSL V3 Only = The server insistson SSL Version 3 only.

e SSL V20nly=Theserverinsistson SSL Version 2 only. This selection workswith most Telnet/SSL
clients.

e TLSV1Only =The server insistson TLS Version 1 only. At present, only Microsoft Internet
Explorer 5.0 supports this option.

e TLSV1with SSL V2Hello=Theserverinsistson TLS Version 1 but acceptsaninitial SSL Version
2 “Hello.” At present, only Microsoft Internet Explorer 5.0 supports this option.

Generated Certificate Key Size

Apply/Cancel

Reminder:

Click the drop-down menu button and select the size of the RSA key that the VPN 3002 usesin its
self-signed (generated) SSL server certificate. A larger key size increases security, but it also increases
the processing necessary in all transactions over SSL. The increases vary depending on the type of
transaction (encryption or decryption).

Choices are:

» 512-bit RSA Key = This key size provides sufficient security. It isthe most common, and requires
the least processing.

- 768-bit RSA Key = This key size provides normal security and is the default selection. It requires
approximately 2 to 4 times more processing than the 512-bit key.

» 1024-bit RSA Key = This key size provides high security. It requires approximately 4 to 8 times
more processing than the 512-bit key.

To apply your SSL settings, and to include your settings in the active configuration, click Apply. The
Manager returns to the initial Login screen.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.
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Configuration | System | Management Protocols | SSH

Figure 8-13 Configuration | System | Management Protocols Screen
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Configuration | System | Management Protocols | SSH

This screen lets you configure the VPN 3002 SSH (Secure Shell) protocol server. SSH is a secure
Telnet-like terminal emulator protocol that you can use to manage the VPN 3002, using the Command
Line Interface, over a remote connection.

The SSH server supports SSH1 (protocol version 1.5), which uses two RSA keys for security. All
communication over the connection is encrypted. To provide additional security, the remote client
authenticates the server and the server authenticates the client.

At the start of an SSH session, the VPN 3002 sends both a host key and a server key to the client, which
responds with a session key that it generates and encrypts using the host and server keys. The RSA key
of the SSL certificate is used as the host key, which uniquely identifies the VPN 3002. See

Configuration | System | Management Protocols | SSL.

Figure 8-14 Configuration | System | Management Protocols | SSH screen
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Enable SSH

Check the box to enable the SSH server. The box is checked by default. Disabling the SSH server
provides additional security by preventing SSH access.

Enable SSH on Public

Check the box to enable SSH on the Public interface.

SSH Port

Enter the port number that the SSH server uses. The default is 22, which is the well-known port.

Maximum Sessions

Enter the maximum number of concurrent SSH sessions allowed. Minimum is 1, default is 4, and
maximum is 10.

Key Regeneration Period

Enter the server key regeneration period in minutes. If the server key has been used for an SSH session,
the VPN 3002 regenerates the key at the end of this period. Minimum is 0 (which disables key
regeneration, default is 60 minutes, and maximum is 10080 minutes (1 week).

N

Note  Use O (disable key regeneration) only for testing, since it lessens security.

Encryption Protocols

Check the boxes for the encryption algorithms that the VPN 3002 SSH server can negotiate with aclient
and use for session encryption. All algorithms are checked by default. You must check at least one
algorithm to enable a secure session. Unchecking all algorithms disables SSH.

- 3DES-168 = Triple-DES encryption with a 168-bit key. This option is the most secure but requires
the greatest processing overhead.

» RC4-128 = RC4 encryption with a 128-bit key. This option provides adequate security and
performance.

- DES-56 = DES encryption with a 56-bit key. This option is least secure but provides the greatest
export flexibility.

« No Encryption = Connect without encryption. This option provides no security and is for testing
purposes only. It is not checked by default.

VPN 3002 Hardware Client Reference
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Configuration | System | Management Protocols | SSH

Enable SCP

Check the Enable SCP check box to enable file transfers using secure copy (SCP) over SSH.

Apply / Cancel

To apply your SSH settings, and to include your settings in the active configuration, click Apply. The
Manager returns to the Configuration | System | Management Protocols screen.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.

Figure 8-15 Configuration | System | Management Protocols Screen
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Configuration | System | Management Protocols | XML

This screen lets you configure the VPN 3002 to support an XML-based interface. Enabling XML

management (the default condition) allows the VPN 3002 to be more easily managed by a centralized
management system. XML is enabled by default. To disable the XML option, clear the check box. To
reenable the XML option, click the check box.

On this screen, you can also configure the VPN 3002 to enable HTTPS or SSH (or both) on the public
interface and to lock the XML interface to a specific HTTPS or SSH |P address.

Figure 8-16 Configuration | System | Management Protocols | XML Screen
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63224

Enable

Check the Enable check box, the default, to enable the XML management capability. You must also
enable HTTPS or SSH on the VPN 3002 public interface. Disabling the XML management capability is

not recommended.

Enable HTTPS on Public

Check the Enable HTTPS on Public check box to allow XML management over HTTPS on the
VPN 3002 public interface.

B VPN 3002 Hardware Client Reference
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Enable SSH on Public

Check the Enable SSH on Public check box to allow XML management over Secure Shell (SSH) on the
VPN 3002 public interface.

VPN 3002 Hardware Client Reference
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CHAPTER 9

Events

An event is any significant occurrence within or affecting the VPN 3002 such as an alarm, trap, error
condition, network problem, task completion, threshold breach, or status change. The VPN 3002 records
events in an event log, which is stored in nonvolatile memory. You can also specify that certain events
trigger a console message, a UNIX syslog record, or an SNMP management system trap.

Event attributes include class and severity level. For detailed information about event classes and

severity levels, see the VPN 3002 Hardware Client Reference, available online only.

Event Class

Event class denotes the source of the event and refers to a specific hardware or software subsystem

within the VPN 3002. The following table describes the event classes.

Table 9-1 Event Classes

Class Description (Event Source)
Class Name (*Cisco-specific Event Class)
AUTH Authentication*
AUTHDBG Authentication debugging*
AUTHDECODE Authentication protocol decoding*
AUTOUPDATE Autoupdate subsystem*
CAPI Cryptography subsystem*
CERT Digital certificates subsystem
CONFIG Configuration subsystem*
DHCP DHCP subsystem
DHCPDBG DHCP debugging*
DHCPDECODE DHCP decoding*
DM Data Movement subsystem*
DNS DNS subsystem
DNSDBG DNS debugging*
DNSDECODE DNS decoding*
EVENT Event subsystem*

VPN 3002 Hardware Client Reference
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Class Description (Event Source)

Class Name (*Cisco-specific Event Class)

EVENTDBG Event subsystem debugging*

EVENTMIB Event MIB changes*

FSM Finite State Machine subsystem (for debugging)*
FTPD FTP daemon subsystem

GENERAL NTP subsystem and other general events
HARDWAREMON Hardware monitoring (fans, temperature, voltages, etc.)
HTTP HTTP subsystem

HWDIAG Hardware diagnostics for WAN module*

IKE ISAKMP/Oakley (IKE) subsystem

IKEDBG ISAKMP/Oakley (IKE) debugging*
IKEDECODE ISAKMP/Oakley (IKE) decoding*

IP IP router subsystem

IPDBG IP router debugging*

IPDECODE I P packet decoding*

IPSEC IP Security subsystem

IPSECDBG IP Security debugging*

IPSECDECODE IP Security decoding*

LBSSF L oad Balancing/Secure Session Failover subsystem*
MIB2TRAP MIB-11 trap subsystem: SNMP MIB-I1 traps*
PPP PPP subsystem

PPPDBG PPP debugging*

PPPDECODE PPP decoding*

PPPoE PPPOE subsystem

PSH Operating system command shell*

PSOS Embedded real -time operating system*
QUEUE System queue*

REBOOT System rebooting

RM Resource Manager subsystem*

SNMP SNMP trap subsystem

SSH SSH subsystem

SSL SSL subsystem

SYSTEM Buffer, heap, and other system utilities*
TCP TCP subsystem

TELNET Telnet subsystem

TELNETDBG Telnet debugging*

TELNETDECODE Telnet decoding*

TIME System time (clock)

W VPN 3002 Hardware Client Reference
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N

Event Severity Level

NoteThe Cisco-specific event classes provide information that is meaningful only to Cisco engineering or
support personnel. Also, the DBG and DECODE events require significant system resources and
might seriously degrade performance. We recommend that you avoid logging these events unless
Cisco requestsit.

Event Severity Level

Severity level indicates how serious or significant the event is; that is, how likely it is to cause unstable
operation of the VPN 3002, whether it represents a high-level or low-level operation, or whether it
returns little or great detail. Level 1 is most significant. Table 9-2 describes the severity levels.

Table 9-2Event Severity Levels

Level Category Description

1 Fault A crash or non-recoverable error.

2 Warning A pending crash or severe problem that requires user intervention.
3 Warning A potentially serious problem that may require user action.
4 Information An information-only event with few details.

5 Information An information-only event with moderate detail.

6 Information An information-only event with greatest detail.

7 Debug L east amount of debugging detail.

8 Debug M oderate amount of debugging detail.

9 Debug Greatest amount of debugging detail.

10 Packet Decode High-level packet header decoding.

11 Packet Decode Low-level packet header decoding.

12 Packet Decode Hex dump of header.

13 Packet Decode Hex dump of packet.

Within a severity level category, higher-numbered events provide more details than lower-numbered
events, without necessarily duplicating the lower-level details. For example, within the Information
category, Level 6 provides greater detail than Level 4 but does not necessarily include the same
information as Level 4.

Logging higher-numbered severity levels degrades performance, since more system resources are used
to log and handle these events.

N

NoteThe Debug (7-9) and Packet Decode (10-13) severity levels are intended for use by Cisco engineering
and support personnel. We recommend that you avoid logging these events unless Cisco requests it.

The VPN 3002, by default, displays all events of severity level 1 through 3 on the console. It writes all
events of severity level 1 through 5 to the event log. You can change these defaults on the
Configuration | System | Events | General screen, and you can configure specific events for special
handling on the Configuration | System | Events | Classes screens.

[ oL-2855-01
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W Eventlog

Event Log

The VPN 3002 records eventsin an event log, which is stored in nonvol atile memory. Thus the event log
persists even if the system is powered off. For troubleshooting any system difficulty, or just to examine
details of system activity, consult the event log first.

The VPN 3002 holds 256 events. The log wraps when it is full; that is, newer events overwrite older
events when the log is full.

For the event log, you can configure which event classes and severity levels to log.

N

NoteThe VPN 3002 automatical ly savesthelogfileif it crashes, and whenitisrebooted. Thislogfileisnamed
SAVELOG.TXT, and it overwrites any existing file with that name. The SAVELOG.TXT fileis
useful for debugging.

Event Log Data

Each entry (record) in the event log consists of several fields including:
« A sequence number.
- Date and time.
» Event severity level.
» Event class and number.
- Event repetition count.
« Event IP address (only for certain events).
» Description string.

For more information, see the Monitoring | Filterable Event Log screen.

VPN 3002 Hardware Client Reference
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Configuration | System | Events

This section of the Manager lets you configure how the VPN 3002 handles events. Events provide
information for system monitoring, auditing, management, accounting, and troubleshooting.

Figure 9-1Configuration | System | Events Screen
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Configuration | System | Events | General

This Manager screen lets you configure the general, or default, handling of all events. These defaults
apply to all event classes.

You can override these default settings by configuring specific events for special handling on the
Configuration | System | Events | Classes screens.

Figure 9-2Configuration | System | Events | General Screen
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Syslog Format

Click the Syslog Format drop-down menu button and choose the format for all events sent to UNIX
syslog servers. Choices are:

« Original = Original VPN 3002 event format with information on one line. Each entry in the event
log consists of the following fields:

Sequence Date Time SEV =Severity Class’Number RPT=RepeatCount String

Sequence: The sequence number of the event.

Date: The date the event occurred. The date isin the following format: MM/DD/YYYY.
Time: The time the event occurred. The time isin the following format: hh:mm:ss.ttt.

Severity: The severity of the event (1-13). To see how this original severity level mapsto Cisco
|OS severity levels, see the “Cisco 10S Severities’ table.

Class/Number: The event class and event number. For alist of event classes, see the “ Events”
chapter.

RepeatCount: The number of times this particular event has occurred since the VPN 3002 was
last booted.

String: The description of the event. The string sometimes includes the | P address of the user
whose session generated the event.

For example:

3 12/06/ 1999 14:37:06. 680 SEV=4 HTTP/ 47 RPT=17 10.10.1.35 New admi ni strator |ogin:
admi n.

« Cisco |OS Compatible = Event format that is compatible with Cisco syslog management
applications. Each entry in the event log is one line consisting of the following fields:

Sequence: Date Time TimeZone TimeZoneOffset %Class- Severity-Number: RPT=RepeatCount:
String

Sequence: The sequence number of the event.

Date: The date the event occurred. The dateisin the following format: YYYY MMM DD.
Time: The time the event occurred. The timeisin the following format: hh:mm:ss.ttt.
TimeZone: The time zone in which the event occurred.

TimeZoneOffset: The offset of the time zone from GMT.

Class: The event class. For alist of event classes, see the “Events’ chapter.

Severity: The Cisco 10S severity of the event (0-7). The“ Cisco 10S Severities” table shows the
mapping between Cisco |0S format severity levels and Original format severity levels.

Number: The event number.

RepeatCount: The number of times this particular event has occurred since the VPN
Concentrator was last booted.

String: The description of the event. The string sometimes includes the | P address of the user
whose session generated the event.

For example;:

3 1999 Dec 06 14:37:06.680 EDT -4:00 %1TTP-5-47: RPT=17 10.10. 1. 35: New
adm ni strator |ogin: admn.

VPN 3002 Hardware Client Reference
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The Original severities and the Cisco |OS severities differ. Original severities number from 1-13. (For
the meaning of each Original severity, see Table8-1.) Cisco |0S severities number from 0—7. The“ Cisco
|OS Severities” table that follows shows the meaning of Cisco 10S severities and how they map to
Original severities.

Table 9-3  Cisco I0OS Severities

Cisco I0S Severity Meaning Original Severity

0 Emergencies 1

1 Alerts Not used

2 Critical 2

3 Errors Not used

4 Warning 3

5 Notification 4

6 Informational 56

7 Debugging 7-13
Severity to Log

Click the drop-down menu button and select the range of event severity levels to enter in the event log
by default. The choices are: None, 1, 1-2, 1-3, ..., 1-13. The default is 1-5; if you choose this range, all
events of severity level 1 through severity level 5 are entered in the event log.

Severity to Console

Click the drop-down menu button and select the range of event severity levelsto display on the console
by default. The choices are: None, 1, 1-2, 1-3, ..., 1-13. The default is 1-3; if you choose this range, all
events of severity level 1 through severity level 3 are displayed on the console.

Severity to Syslog

Click the drop-down menu button and select the range of event severity levelsto send to a UNIX syslog
server by default. The choices are: None, 1, 1-2, 1-3, ..., 1-6. The default is None; if you choose this
range, no events are sent to a syslog server.

If you select any severity levels to send, you must also configure the syslog server(s) on the
Configuration | System | Events | Syslog Servers screens.

VPN 3002 Hardware Client Reference
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Severity to Trap

Apply/Cancel

Reminder:

Click the drop-down menu button and select the range of event severity levels to send to an SNMP
network management system (NMS) by default. Event messages sent to SNMP systems are called
“traps.” The choices are: None, 1, 1-2, 1-3. The default is None; if you choose this range, no events are
sent as SNMP traps.

If you select any severity levels to send, you must also configure SNM P destination system parameters
on the Configuration | System | Events | Trap Destinations screens.

The VPN 3002 can send the standard, or “well-known,” SNMP traps listed in Table 9-4. To have an
SNMP NMSreceive them, you must configure the events asin the table, and configure atrap destination.

Table 9-4 Configuring “Well-Known” SNMP Traps

To send this “well-known” Configure either General event

SNMP trap handling or this Event Class With this Severity to Trap
coldStart EVENT 1 or higher

linkDown IP 1-3 or higher

linkUp P 1-3 or higher
authFailuret SNMP 1-3 or higher

1. Thistrap is SNMP authentication failure, not tunnel authentication failure.

Toinclude your settings for default event handling in the active configuration, click Apply. The Manager
returns to the Configuration | System | Events screen.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | System | Events
screen.

Configuration | System | Events | Classes

This section of the Manager lets you add, configure, modify, and delete specific event classesfor special
handling. You can thus override the general, or default, handling of event classes. For example, you
might want to send email for HARDWAREMON events of severity 1-2, whereas default event handling
does not send any email.

Event classes denote the source of an event and refer to aspecific hardware or software subsystem within
the VPN 3002. Table 8-1 describes the event classes.

VPN 3002 Hardware Client Reference
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Configuration | System | Events | Classes W

Figure 9-3  Configuration | System | Events | Classes Screen
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To configure default event handling, click the highlighted link that says “ Click here to configure general
event parameters.”

Configured Event Classes

The Configured Event Classes list shows the event classes that have been configured for special
handling. The initial default entry is MIB2TRAP, which are SNMP MIB-I1 events, or “traps,” that you
might want to monitor with an SNM P network management system. Other configured event classes are

listed in order by class number and name. If no classes have been configured for special handling, the
list shows --Empty--.

Add/Modify/Delete

To configure and add a new event class for special handling, click Add. See Configuration | System |
Events | Classes | Add.

To modify an event class that has been configured for special handling, select the event class from the
list and click M odify. See Configuration | System | Events | Classes | Modify.

To remove an event class that has been configured for special handling, select the event class from the

list and click Delete. Thereis no confirmation or undo. The Manager refreshes the screen and shows the
remaining entriesin the list.

Reminder:

The Manager immediately includes your changes in the active configuration. To save the active

configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

VPN 3002 Hardware Client Reference
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Configuration | System | Events | Classes | Add or Modify

These screens let you:
Add: Configure and add the special handling of a specific event class.
Modify: Modify the special handling of a specific event class.

Figure 9-4 Configuration | System | Events | Classes | Add Screen
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Class Name
Add screen:
Click the drop-down menu button and select the event class you want to add and configure for
special handling. (Please note that Select Classis an instruction reminder, not a class.) Table 8-1
describes the event classes.
M odify screen:
The field shows the configured event class you are modifying. You cannot change this field.
All subsequent parameters on this screen apply to this event class only.
Enable

Check this box to enable the special handling of this event class. (The box is checked by default.)

Clearing this box lets you set up the parameters for the event class but activate it later, or temporarily
disable special handling without deleting the entry. The Configured Event Classes list on the
Configuration | System | Events | Classes screen indicates disabled event classes. Disabled event classes
are handled according to the default parameters for all event classes.

Severity to Log

Click the drop-down menu button and select the range of event severity levelsto enter in the event log.
Thechoicesare: None, 1, 1-2, 1-3,..., 1-13. The default is 1-5; if you choose thisrange, events of severity
level 1 through severity level 5 are entered in the event log.

VPN 3002 Hardware Client Reference
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Severity to Console

Click the drop-down menu button and select the range of event severity levelsto display on the console.
Thechoicesare: None, 1, 1-2, 1-3,..., 1-13. The default is 1-3; if you choose thisrange, events of severity
level 1 through severity level 3 are displayed on the console.

Severity to Syslog

Click the drop-down menu button and select the range of event severity levelsto send to a UNIX syslog
server. The choices are: None, 1, 1-2, 1-3,..., 1-13. The default is None; if you choose this range, no
events are sent to a syslog server.

N,

Note  Sending eventsto asyslog server generates | P packets, which can generate new eventsif this setting
isabove level 9. We strongly recommend that you keep this setting at or below level 6. Avoid setting
this parameter above level 9.
If you select any severity levels to send, you must also configure the syslog server(s) on the
Configuration | System | Events | Syslog Servers screens, and you should configure the Syslog Format
on the Configuration | System | Events | General screen.

Severity to Trap

Click the drop-down menu button and select the range of event severity levels to send to an SNMP
network management system. Event messages sent to SNM P systems are called “traps.” The choicesare:
None, 1, 1-2, 1-3, 1-4, 1-5. The default is None; if you choose this range, no events are sent as SNMP

traps.
If you select any severity levels to send, you must also configure SNMP destination system parameters
on the Configuration | System | Events | Trap Destinations screens.

To configure“well-known” SNMP traps, see Table 9-4 under Severity to Trap for Configuration | System
| Events | General.

Add or Apply/Cancel

To add this event class to the list of those with special handling, click Add. Or to apply your changesto
this configured event class, click Apply. Both actionsinclude your entry in the active configuration. The
Manager returns to the Configuration | System | Events | Classes screen. Any new event class appearsin
the Configured Event Classes list.

Reminder:
To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.
To discard your settings, click Cancel. The Manager returns to the Configuration | System | Events |
Classes screen.
VPN 3002 Hardware Client Reference
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Configuration | System | Events | Trap Destinations

This section of the Manager lets you configure SNMP network management systems as destinations of
event traps. Event messages sent to SNMP systems are called “traps.” If you configure any event
handling, default or special, with values in Severity to Trap fields, you must configure trap destinations
in this section.

To configure default event handling, click the highlighted link that says “ Click here to configure general
event parameters.” To configure special event handling, see the Configuration | System | Events | Classes
screens.

To configure “well-known” SNMP traps, see Table 9-4 under Severity to Trap for Configuration |
System | Events | General.

To have an SNM P-based network management system (NMS) receive any events, you must also
configure the NM S to “see” the VPN 3002 as a managed device or “agent” in the NM S domain.

Figure 9-5 Configuration | System | Events | Trap Destinations Screen
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Trap Destinations

The Trap Destinations list shows the SNMP network management systems that have been configured as
destinations for event trap messages, and the SNMP protocol version associated with each destination.
If no trap destinations have been configured, the list shows --Empty--.

Add/Modify/Delete

To configure a new SNMP trap destination, click Add. See Configuration | System | Events | Trap
Destinations | Add.

To modify an SNMP trap destination that has been configured, select the destination from the list and
click Modify. See Configuration | System | Events | Trap Destinations | Modify.

VPN 3002 Hardware Client Reference
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Reminder:

Configuration | System | Events | Trap Destinations | Add or Modify [l

To remove an SNMP trap destination that has been configured, select the destination from the list and
click Delete. There is no confirmation or undo. The Manager refreshes the screen and shows the
remaining entriesin the list.

The Manager immediately includes your changes in the active configuration. To save the active
configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

Configuration | System | Events | Trap Destinations | Add or

Modify

Destination

These screens let you:
Add: Configure and add an SNM P destination system for event trap messages.
Modify: Modify a configured SNM P destination system for event trap messages.

Figure 9-6  Configuration | System | Events | Trap Destinations | Add Screen
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Enter the | P address or hostname of the SNMP network management system that is a destination for
event trap messages. (If you have configured a DNS server, you can enter a hostname; otherwise enter
an |P address.)

SNMP Version

Click the drop-down menu button and select the SNM P protocol version to use when formatting trapsto
this destination. Choices are SNMPv1 (version 1; the default) and SNMPv2 (version 2).

Community
Enter the community string to use in identifying traps from the VPN 3002 to this destination. The
community string is like a password: it validates messages between the VPN 3002 and thisNM S
destination. If you leave this field blank, the default community string is publ i c.
VPN 3002 Hardware Client Reference
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Port

Enter the UDP port number by which you access the destination SNM P server. Use a decimal number
from 0 to 65535. The default is 162, which is the well-known port number for SNMP traps.

Add or Apply/Cancel

To add this system to the list of SNMP trap destinations, click Add. Or to apply your changesto thistrap
destination, click Apply. Both actions include your entry in the active configuration. The Manager
returns to the Configuration | System | Events | Trap Destinations screen. Any new destination system
appears in the Trap Destinations list.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returnsto the Configuration | System | Events| Trap
Destinations screen, and the Trap Destinations list is unchanged.

Configuration | System | Events | Syslog Servers

This section of the Manager lets you configure UNIX syslog servers as recipients of event messages.
Syslog is a UNIX daemon, or background process, that records events. The VPN 3002 can send event
messages in two syslog formats to configured syslog systems. If you configure any event handling,
default or special, with values in Severity to Syslog fields, you must configure syslog serversin this
section.

To configure default event handling and syslog formats, click the highlighted link that says “ Click here
to configure general event parameters.” To configure special event handling, see the Configuration |
System | Events | Classes screens.

Figure 9-7 Configuration | System | Events | Syslog Servers Screen
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Configuration | System | Events | Syslog Servers Il

Syslog Servers

The Syslog Serverslist shows the UNIX syslog servers that have been configured as recipients of event
messages. You can configure a maximum of five syslog servers. If no syslog servers have been
configured, the list shows --Empty--.

Add/Modify/Delete

To configure anew syslog server, click Add. See Configuration | System | Events | Syslog Servers | Add.

To modify asyslog server that has been configured, select the server from thelist and click M odify. See
Configuration | System | Events | Syslog Servers | Modify.

Toremove asyslog server that has been configured, select the server from thelist and click Delete. There
isno confirmation or undo. The Manager refreshes the screen and shows the remaining entriesin thelist.

Reminder:

The Manager immediately includes your changes in the active configuration. To save the active

configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

VPN 3002 Hardware Client Reference
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Configuration | System | Events | Syslog Servers | Add or Modify

Syslog Server

Port

Facility

These Manager screens let you:

Add: Configure and add a UNIX syslog server as arecipient of event messages. You can configure
amaximum of five syslog servers.

Modify: Modify a configured UNIX syslog server that is a recipient of event messages.

Figure 9-8 Configuration | System | Events | Syslog Servers | Add Screen
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Enter the | P address or hostname of the UNIX syslog server to receive event messages. (If you have
configured a DNS server, you can enter a hostname; otherwise, enter an |P address.)

Enter the UDP port number by which you access the syslog server. Use a decimal number from O to
65535. The default is 514, which is the well-known port number.

Click the drop-down menu button and select the syslog facility tag for events sent to this server. The
facility tag lets the syslog server sort messages into different files or destinations. The choices are:

« User = Random user-process messages.

« Mail = Mail system.

- Daemon = System daemons.

« Auth = Security or authorization messages.

» Syslog = Internal syslogd-generated messages.

« LPR =Line printer subsystem.

+ News = Network news subsystem.

« UUCP = UUCP (UNIX-to-UNIX Copy Program) subsystem.

» Reserved (9) through Reserved (14) = Outside the Local range, with no name or assignment yet,
but usable.

« CRON = Clock daemon.
» Local 0through Local 7 (default) = User defined.

VPN 3002 Hardware Client Reference
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Configuration | System | Events | Syslog Servers | Add or Modify

Add or Apply/Cancel

To add this server to the list of syslog servers, click Add. Or to apply your changesto this syslog server,
click Apply. Both actions include your entry in the active configuration. The Manager returns to the
Configuration | System | Events | Syslog Servers screen. Any new server appears in the Syslog Servers
list.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entries, click Cancel. The Manager returns to the Configuration | System | Events |
Syslog Servers screen, and the Syslog Servers list is unchanged.

VPN 3002 Hardware Client Reference
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CHAPTER 10

General

General configuration parametersinclude VPN 3002 environment items: system identification, time, and
date.

Configuration | System | General

This section of the Manager lets you configure general VPN 3002 parameters.
« ldentification: system name, contact person, system location.
« Timeand Date: system time and date.

Figure 10-1 Configuration | System | General Screen
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Configuration | System | General | Identification

System Name

Contact

Location

This screen lets you configure system identification parameters that are stored in the standard MI1B-11
system object. Network management systems using SNMP can retrieve this object and identify the
system. Configuring this information is optional.

Figure 10-2 Configuration | System | General | Identification Screen
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Enter a system name that uniquely identifies this VPN 3002 on your network; for example, VPNOL.
Maximum 255 characters.

Enter the name of the contact person who is responsible for this VPN 3002. Maximum 255 characters.

Enter the location of this VPN 3002. Maximum 255 characters.

Apply / Cancel

Reminder:

To apply your system identification settings and include them in the active configuration, click Apply.
The Manager returns to the Configuration | System | General screen.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | System | General
screen.

VPN 3002 Hardware Client Reference
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Configuration | System | General | Time and Date

Current Time

New Time

This screen lets you set the time and date on the VPN 3002. Setting the correct time is very important
so that logging information is accurate.

Figure 10-3 Configuration | System | General | Time and Date Screen
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The screen shows the current date and time on the VPN 3002 at the time the screen displays. You can
refresh this by redisplaying the screen.

The values in the New Time fields are the time and date on the browser PC at the time the screen
displays. Any entries you make apply to the VPN 3002, however.

In the appropriate fields, make any changes. The fields are, in order: Hour : Minute : Second Month/
Day / Year Time Zone. Click the drop-down menu buttons to select Month, and Time Zone. The time
zone selections are offsets in hours relative to GMT (Greenwich Mean Time), which is the basis for
Internet time synchronization. Enter the Year as a four-digit number.

Enable DST Support

Apply/Cancel

To enable DST support, check the box. During DST (Daylight-Saving Time), clocks are set one hour
ahead of standard time. Enabling DST support means that the VPN 3002 automatically adjusts the time
zone for DST or standard time. If your system isin atime zone that uses DST, you must enable DST
support.

To apply your time and date settings, and to include your settingsin the active configuration, click Apply.
The Manager returns to the Configuration | System | General screen.
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Reminder:
To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | System | General
screen.
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Policy Management

The VPN 3002 works in either of two modes. Client mode or Network Extension mode. To view a brief
interactive multimedia piece that explains the differences between the two modes, go to this url:

http://www.cisco.com/mm/techsnap/V PN3002_techsnap.html

Your web browser must be equipped with a current version of the Macromedia Flash Player to view the
content. If you are unsure whether your browser has the most recent version, you may want to download
and install afree copy from:

http://www.macromedia.com/shockwave/downl oad/index.cgi?P1_Prod_Version=ShockwaveFlash

Policy management on the VPN 3002 includes deciding whether you want the VPN 3002 to use Client
Mode or Network Extension mode. This section lets you enable or disable PAT.

Configuration | Policy Management

The Configuration | Policy Management screen introduces this section of the Manager.

Figure 11-1 Configuration | Policy Management Screen
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Traffic Management

To enable or disable PAT, click Traffic Management.

About PAT (Client Mode)

Client mode, also called Port Address Translation (PAT) mode, isolates all devices on the VPN 3002
private network from those on the corporate network. In PAT mode:

VPN 3002 Hardware Client Reference
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» |PSec encapsulates all traffic going from the private network of the VPN 3002 to the network(s)
behind the Internet Key Exchange (IKE) peer, that is, the central-site VPN Concentrator.

» PAT mode uses NAT (Network Address Translation). NAT translates the network addresses of the
devices connected to the VPN 3002 private interface to the |P address of the VPN 3002 public
interface. The VPN Concentrator assigns this address. NAT also keeps track of these mappings so
that it can forward replies to the correct device.

All traffic from the private network appears on the network behind the IKE peer with a single source IP
address. This I P address is the one the central-site VPN Concentrator assigns to the VPN 3002. The IP
addresses of the computers on the VPN 3002 private network are hidden. You cannot ping or access a
device on the VPN 3002 private network from outside of that private network, or directly from a device
on the private network at the central site.

In client mode, the tunnel establishes when data passes to the VPN Concentrator, or when you click
Connect Now in the Monitoring | System Status screen.

Client Mode with Split Tunneling

You assign the VPN 3002 to a client group on the central-site VPN Concentrator. If you enable split
tunneling for that group, IPSec and PAT are applied to all traffic that travels through the VPN 3002 to
networks within the network list for that group behind the central-site VPN Concentrator.

Traffic from the VPN 3002 to any destination other than those within the network list for that group on
the central-site VPN Concentrator travelsin the clear without applying IPSec. NAT translates the
network addresses of the devices connected to the VPN 3002 private interface to the assigned | P address
of the public interface and al so keeps track of these mappings so that it can forward replies to the correct
device.

The network and addresses on the private side of the VPN 3002 are hidden, and cannot be accessed
directly.

VPN 3000 Series VPN Concentrator Settings Required for PAT

For the VPN 3002 to use PAT, these are the requirements for the central-site VPN Concentrator.
1. The VPN Concentrator at the central site must be running Software version 3.x or later.

2. Address assignment must be enabled, by whatever method you choose to assign addresses (for
example, DHCP, address pools, per user, or client-specified). If the VPN Concentrator uses address
pools for address assignment, make sure to configure the address pools your network requires. See
Chapter 6, Address Management, in the VPN 3000 Series Concentrator Reference Volume I.

3. Configure a group to which you assign this VPN 3002. This includes assigning a group name and
Password. See Chapter 14, User Management, in the VPN 3000 Series Concentrator Reference
Volume I.

4. Configure one or more users for the group, including usernames and passwords.

About Network Extension Mode

Network Extension mode allows the VPN 3002 to present a single, routable network to the remote
private network over the VPN tunnel. |PSec encapsulates all traffic from the VPN 3002 private network
to networks behind the central-site VPN Concentrator. PAT does not apply. Therefore, devices behind
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Policy Management

Step 1

Step 2
Step 3

Configuration | Policy Management

the VPN Concentrator have direct access to devices on the VPN 3002 private network over the tunnel,
and only over the tunnel, and vice versa. The VPN 3002 must initiate the tunnel, but after the tunnel is
up, either side can initiate data exchange.

In this mode, the central-site VPN Concentrator does not assign an |P address for tunneled traffic (as it
doesin Client/PAT mode). The tunnel is terminated with the VPN 3002 private | P address (the assigned
| P address). To use Network Extension mode, you must configure an | P address other than the default of
192.168.10.1 and disable PAT.

In Network Extension mode, the VPN 3002 automatically attempts to establish a tunnel to the VPN
Concentrator. However, if you enable interactive hardware client authentication, the tunnel establishes
when you perform the following steps.

Click the Connection/Login Status button on the VPN 3002 Hardware Client login screen. The
Connection/Login screen displays.

Click Connect Now in the Connection/Login screen.

Enter the username and password for the VPN 3002.

Alternatively, you can initiate atunnel by clicking Connect Now on the in the Monitoring | System
Status screen.

Network Extension Mode with Split Tunneling

You always assign the VPN 3002 to a client group on the central-site VPN Concentrator. If you enable
split tunneling for that group, | PSec operates on all traffic that travels through the VPN 3002 to networks
within the network list for that group behind the central-site VPN Concentrator. PAT does not apply.

Traffic from the VPN 3002 to any other destination than those within the network list on the central-site
VPN Concentrator travelsin the clear without applying IPSec. NAT translates the network addresses of
the devices on the VPN 3002 private network to the address of the VPN 3002 public interface. Thus the
network and addresses on the private side of the VPN 3002 are accessible over the tunnel, but are
protected from the Internet, that is, they cannot be accessed directly.

VPN 3000 Series Concentrator Settings Required for Network Extension Mode

For the VPN 3002 to use Network Extension mode, these are the requirements for the central-site VPN
Concentrator.

1. The VPN Concentrator at the central site must be running Software version 3.0 or later.

2. Configure a group to which you assign this VPN 3002. This includes assigning a group name and
password. See Chapter 14, User Management, in the VPN 3000 Series Concentrator Reference
\Volume |.

3. Configure one or more users for the group, including usernames and passwords.

4. Configure either a default gateway or a static route to the VPN 3002 private network. See
Chapter 8, “IP Routing” in the VPN 3000 Series Concentrator Reference Volume I.

5. If you want the VPN 3002 to be able to reach devices on other networks that connect to this VPN
Concentrator, review your Network Lists. See Chapter 15, “Policy Management” in the VPN 3000
Series Concentrator Reference Volume 1.

6. Enable Network Extension Mode. See the section that follows for details.
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Network Extension Mode per Group

Note

A network administrator can now restrict the use of network extension mode. VPN 3002 hardware clients
can use network extension mode only if, on the VPN Concentrator, you enable network extension mode
on agroup basis for VPN 3002 hardware clients.

If you disallow network extension mode, which is the default setting on the VPN Concentrator, the
VPN 3002 can connect to that VPN Concentrator in PAT mode only. In this case, be careful that all
VPN 3002s in the group are configured for PAT mode. If a VPN 3002 is configured to use network
extension mode and the VPN Concentrator to which it connects disallows network extension mode,
the VPN 3002 will attempt to connect every 4 seconds, and every attempt will be rejected; thisisthe
equivalent of denial of service attack.

Tunnel Initiation

The VPN 3002 always initiates the tunnel to the central-site VPN Concentrator. The central-site VPN
Concentrator cannot initiate a tunnel to a VPN 3002. The VPN 3002 creates only one |PSec tunnel to
the central-site VPN Concentrator, in either PAT or Network Extension mode. The tunnel can support
multiple encrypted data streams between users behind the VPN 3002 and the central site. With split
tunneling enabled, it can also support multiple unencrypted data streams to the internet.

In PAT mode, the tunnel establishes when data passes to the VPN Concentrator, or when you click
Connect Now in the Monitoring | System Status screen.

In Network Extension mode, the VPN 3002 automatically attempts to establish a tunnel to the VPN
Concentrator.

Tunnel Initiation with Interactive Hardware Client Authentication

Step 1

Step 2
Step 3

In either Client or Network Extension mode, when you enable interactive hardware client authentication,
the tunnel establishes when you perform the following steps.

In the VPN 3002 Hardware Client login screen, click the Connection/L ogin Status button. The
Connection/Login screen displays.

Click Connect Now.
Enter the username and password for the VPN 3002.

See the section, “Logging in With Interactive Hardware Client and Individual User Authentication” in
Chapter 1 for detailed instructions.

Alternatively, you can click Connect Now on the in the Monitoring | System Status screen, after which
the system prompts you to enter the username and password for the VPN 3002. See the section,
“Monitoring | System Status’ in the Monitoring chapter.

W VPN 3002 Hardware Client Reference
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Data Initiation

Configuration | Policy Management | Traffic Management

After the tunnel is established between the VPN 3002 and the central-site VPN Concentrator, the VPN
Concentrator can initiate data exchange only in Network Extension mode with all traffic travelling

through the tunnel. If you want the tunnel to remain up indefinitely, configure the VPN 3002 for Network
Extension mode and do not use split tunneling.

Table 11-1 summarizes instances in which the VPN 3002 and the central-site VPN Concentrator can
initiate data exchange.

Table 11-1 Data Initiation: VPN 3002 and Central-Site VPN Concentrator

VPN 3002 Can Send |Central-Site VPN Concentrator Can Send Data

Mode Tunneling Policy Data First First (after VPN 3002 initiates the tunnel)
PAT All traffic tunneled |Yes No
PAT Split tunneling Yes No

enabled
Network All traffic tunneled |Yes Yes
Extension
Network Split tunneling Yes No
Extension enabled

Configuration | Policy Management | Traffic Management

PAT

After you click Traffic Management on the Configuration | Policy Management screen, the Manager
displays the Configuration | Policy Management | Traffic Management screen.

Figure 11-2 Configuration | Policy Management | Traffic Management Screen
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To configure PAT (Port Address Translation) click PAT.
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Configuration | Policy Management | Traffic
Management | PAT

The Configuration | Policy Management | Traffic Management | PAT screen displays.

Figure 11-3 Configuration | Policy Management | Traffic Management | PAT Screen
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PAT mode provides many-to-one translation; that is, it translates many private network addresses to the
single address configured on the public network interface.

Enable

To enable PAT, click Enable.

Configuration | Policy Management | Traffic Management |
PAT | Enable

This screen lets you enable or disable PAT, which applies PAT to all configured traffic flowing from the
private interface to the public interface.

Figure 11-4 Configuration | Policy Management | Traffic Management | PAT | Enable Screen
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PAT Enabled

Check the box to enable Client Mode (PAT), or clear it to enable Network Extension Mode.
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Configuration | Policy Management | Traffic Management | PAT | Enable Il

N

Note  Remember that to use Network Extension Mode, you must configure an |P address other than the
default for the private interface. If you do not change the |P address of the private interface, you can
not disable PAT.

Apply/Cancel

To enable or disable PAT, and include your setting in the active configuration, click Apply. The Manager
returns to the Configuration | Policy Management | Traffic Management | PAT screen.

Reminder:
To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entry and |eave the active configuration unchanged, click Cancel. The Manager returns
to the Configuration | Policy Management | Traffic Management | PAT screen.
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CHAPTER 12

Administration

Administering the VPN 3002 involves activities that keep the system operational and secure.
Configuring the system sets the parameters that govern its use and functionality as a VPN device, but
administration involves higher level activities such aswho is allowed to configure the system, and what
software runs on it.

Administration

This section of the Manager lets you control administrative functions on the VPN 3002.

Softwar e Update; upload and update the VPN 3002 software image.
System Reboot: set options for VPN 3002 shutdown and reboot.
Ping: use ICMP ping to determine connectivity.
Access Rights: configure administrator profiles, access, and sessions.
— Administrators: configure administrator usernames, passwords, and rights.
— Access Settings: set administrative session idle timeout and limits.
Config File Management: manage configuration files.
— View Configuration Files: view the configuration file currently on the VPN 3002.
— Swap Configuration Files: swap backup and boot configuration files.
— Upload Configuration Files: upload a new configuration file to the VPN 3002.
Certificate Management: install and manage digital certificates.
— Enrollment: create a certificate request to send to a Certificate Authority.
— Installation: install digital certificates.
— Certificates: view, modify, and delete digital certificates.
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Figure 12-1 Administration Screen

Than secticn of fhe Blarager lrir pou conmod VIR M) Hamdwsae Chens admandsasve Rncbare
In the ko8 Favee, o nthe b of bedes belawr, chek die Persmion g wenl
B o daie b chweare oled saiterans
P rre=m rehaok apacar
L] rex IOMT jang b0 detemmme commectraty
® ] conlims adnemitraior profies, et aid seazioi
* - WRESY, SaA, Sae Bnid Hamales Dol Qe
= ersriall moed pamnuage deginl o=k pies =
T

Administration | Software Update

Note

A

This section of the Manager lets you update the VPN 3002 executable system software. This process
uploads the file to the VPN 3002, which then verifies the integrity of thefile.

The new image file must be accessible by the workstation you are using to manage the VPN 3002.
Software image files ship on the Cisco VPN 3002 CD-ROM. Updated or patched versions are available
from the Cisco Website, www.cisco.com, under Service & Support > Software Center.

It takes a few minutes to upload and verify the software, and the system displays the progress. Please
wait for the operation to finish.

To run the new software image, you must reboot the VPN 3002. The system prompts you to reboot when
the update is finished.

We also recommend that you clear your browser cache after you update the software image: delete all
the temporary internet files, history files, and location bar references.

The VPN 3002 has two locations for storing image files; the active location, which stores the image
currently running on the system; and the backup location. Updating the image overwrites the stored
image file in the backup location and makes it the active location for the next reboot. Updating twice,
therefore, overwrites the image file in the active location; and the current image file is lost. The

Manager displays awarning on this screen if you have already updated the image without rebooting.

Caution

A

You can update the software image while the system is still operating as a VPN device. Rebooting
the system, however, terminates all active sessions.

Caution

While the system is updating the image, do not perform any other operationsthat affect Flash
memory (listing, viewing, copying, deleting, or writing files.) Doing so might corrupt memory.

Updating the software image also makes available any new Cisco-supplied configurable selections.
When you reboot with the new image, the system updates the active configuration in memory with these
new selections, but it does not write them to the CONFIG file until you click the Save Needed icon in
the Manager window.
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Administration | Software Update

Figure 12-2 Administration | Software Update Screen
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Current Software Revision

Browse...

The name, version number, and date of the software image currently running on the system.

Enter the complete pathname of the new image file, or click Browse... to find and select the file from
your workstation or network. Cisco-supplied VPN 3002 software image files are named:

vpn3002 <Mgjor Version> .<Minor Version>.<Patch Version>.bin; for example,
vpn3002-3.5.Rel-k9.bin.

The Major and Minor Version numbers are always present; the Sustaining and Patch Version numbers
are present only if needed.

Be sure you select the correct file for your VPN 3002; otherwise the update will fail.

Upload/Cancel

To upload the new image file to the VPN3002, click Upload.

To cancel your entries on this screen, or to stop a file upload that isin progress, click Cancel. The
Manager returns to the main Administration screen. If you then return to the Administration | Software
Update screen, you might see a message that a file upload is in progress. Click the highlighted link to
stop it and clear the message.

[ oL-2855-01
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Software Update Progress

This window shows the progress of the software upload. It refreshes the number of bytes transferred at
10-second intervals.

Figure 12-3 Administration | Software Update Progress Window
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When the upload is finished, or if the upload is cancelled, the progress window closes.

Software Update Success

The Manager displays this screen when it compl etes the software upload and verifies the integrity of the
software. To go to the Administration | System Reboot screen, click the highlighted link.

We strongly recommend that you clear your browser cache after you update the software image: delete
all the temporary internet files, history files, and location bar references.

Figure 12-4 Administration | Software Update Success Screen
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Software Update Error

This screen appears if there was an error in uploading or verifying the image file. You might have
selected the wrong file. Click the highlighted link to return to the Administration | Software Update
screen and try the update again, or contact Cisco support.
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Figure 12-5 Administration | Software Update Error Screen
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Administration | System Reboot

Note

This screen lets you reboot or shutdown (halt) the VPN 3002 with various options.

We strongly recommend that you shut down the VPN 3002 before you turn power off. If you just turn
power off without shutting down, you might corrupt Flash memory and affect subsequent operation of
the system.

If you are logged in the Manager when the system reboots or halts, it automatically logs you out and
displays the main login screen. The browser might appear to hang during a reboot; that is, you cannot
log in and you must wait for the reboot to finish. You can log back in while the VPN 3002 isin a
shutdown state, before you turn power off.

If adelayed reboot or shutdown is pending, the Manager also displays a message that describes when
the action is scheduled to occur.

Reboot or shutdown that does not wait for sessions to terminate, terminates all active sessions
without warning and prevents new user sessions.

The VPN 3002 automatically saves the current event log file as SAVELOG.TXT when it reboots, and it
overwrites any existing file with that name. See Configuration | System | Events | General,
Administration | Config File Management, and Monitoring | Filterable Event Log for more information
on the event log file.

[ oL-2855-01
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Figure 12-6 Administration | System Reboot Screen
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Action

Click aradio button to select the desired action. You can select only one action.

- Reboot = Reboot the VPN 3002. Rebooting terminates all sessions, resets the hardware, loads and
verifies the software image, executes system diagnostics, and initializes the system. A reboot takes

about 60-75 seconds. (Thisis the default selection.)

» Shutdown without automatic reboot = Shut down the VPN 3002; that is, bring the system to a halt
so you can turn off the power. Shutdown terminates all sessions and prevents new user sessions (but
not administrator sessions). While the systemisin ashutdown state, the SYS LEDs blink on the front

panel.

» Cancel a scheduled reboot/shutdown = Cancel areboot or shutdown that is waiting for a certain
time or for sessions to terminate. (This is the default selection if areboot or shutdown is pending.)

Configuration

Click aradio button to select the configuration file handling at reboot. These selections apply to reboot

only. You can select only one option.

- Savetheactive configuration at time of reboot = Save the active configuration to the conFi Gfile,

and reboot using that new file.

- Reboot without saving the active configuration = Reboot using the existing covri G file and

without saving the active configuration. (Thisis the default selection.)

W VPN 3002 Hardware Client Reference
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- Reboot ignoring the Configuration file = Reboot using all the factory defaults; that is, start the
system asif it had no conrFi Gfile. You will need to go through all the Quick Configuration steps
described in the VPN 3002 Getting Started manual, including setting the system date and time and
supplying an | P address for the Ethernet 1 (private) interface, using the system console. This option
does not destroy any existing conFi Gfile, and it does not reset Administrator parameter settings.

When to Reboot/Shutdown

Apply/Cancel

Click aradio button to select when to reboot or shutdown. You can select only one option.
« Now = Reboot or shutdown as soon as you click Apply. (Thisis the default selection.)

« Delayed by [NN] minutes = Reboot or shutdown NN minutes from when you click Apply, based on
system time. Enter the desired number in the field; the default is 10 minutes. (FYI: 1440 minutes =
24 hours.)

« Attime[HH:MM] = Reboot or shutdown at the specified system time, based on a 24-hour clock.
Enter the desired time in the field. Use 24-hour notation and enter numbersin all positions. The
default is 10 minutes after the current system time.

- Wait for sessionsto terminate (do not allow new sessions) = Reboot or shutdown as soon as the
last session terminates, and do not allow any new sessions in the meantime. If you (the
administrator) are the last session, you must log out for the system to reboot or shutdown.

To take action with the selected options, click Apply. The Manager returns to the main Administration
screen if you do not reboot or shutdown now.

To cancel your settings on this screen, click Cancel. The Manager returns to the main Administration
screen. (Note that this Cancel button does not cancel a scheduled reboot or shutdown.)

Administration | Ping

This screen lets you use the ICMP pi ng (Packet Internet Groper) utility to test network connectivity.
Specifically, the VPN 3002 sends an ICMP Echo Request message to a designated host. If the host is
reachable, it returns an Echo Reply message, and the Manager displays a Success screen. If the host is
not reachable, the Manager displays an Error screen.

You can also Ping hosts from the Administration | Sessions screen.

Figure 12-7 Administration | Ping Screen
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Address/Hostname to Ping

Ping/Cancel

Enter the | P address or hostname of the system you want to test. (If you configured a DNS server, you
can enter a hostname; otherwise, enter an |P address.) Maximum is 64 characters.

To send the pi ng message, click Ping. The Manager pauses during the test, which might take a few
moments; please wait for the operation to finish. The Manager then displays either a Success or Error
screen; see below.

To cancel your entry on this screen, click Cancel. The Manager returns to the main Administration
screen.

Success (Ping)

Continue

Error (Ping)

If the system is reachable, the Manager displays a Success screen with the name of the tested host.

Figure 12-8 Administration | Ping | Success Screen
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To return to the Administration | Ping screen, click Continue.

If the system is unreachable for any reason, host down, ICMP not running on host, route not configured,
intermediate router down, network down or congested, etc., the Manager displays an Error screen with
the name of the tested host. To troubleshoot the connection, try to Ping other hosts that you know are
working.

Figure 12-9 Administration | Ping | Error Screen
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To return to the Administration | Ping screen, click Retry the operation.
To go to the main Manager screen, click Go to main menu.

VPN 3002 Hardware Client Reference
m. oL-2855-01 |



| Chapter12  Administration

Administration | Access Rights

Administration | Access Rights

This section of the Manager lets you configure and control administrative access to the VPN 3002.
- Administrators: configure administrator usernames, passwords, and rights.

» Access Settings: set administrative session timeout and limits.

Figure 12-10 Administration | Access Rights Screen
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Administration | Access Rights | Administrators

Administrators are special users who can access and change the configuration, administration, and
monitoring functions on the VPN 3002. Only administrators can use the VPN 3002 Hardware Client
Manager.

This section of the Manager | ets you change administrator properties and rights. Any changes take effect
as soon as you click Apply.

Figure 12-11 Administration | Access Rights | Administrators Screen
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Administrator

The VPN 3002 has three predefined administrators:

- admin = System administrator with access to, and rights to change, all areas. Thisisthe only
administrator enabled by default; in other words, this is the only administrator who can log in to,
and use, the VPN 3002 Hardware Client Manager as supplied by Cisco.

» config = Configuration administrator with access rights to Quick Configuration and monitoring
management options only.

« monitor = Monitor administrator with rights to monitoring management options only.

Note  The VPN 3002 saves Administrator parameter settings from this screen in nonvolatile memory, not
in the active configuration (CONFIG) file. Thus, these settings are retained even if the system loses
power. These settings are also retained even if you reboot the system with the factory configuration
file.

Password

Enter or edit the unique password for this administrator. Maximum is 31 characters. The field displays
only asterisks.

N

Note  The default password that Cisco supplies is the same as the username. We strongly recommend that
you change this password.

Verify

Re-enter the password to verify it. The field displays only asterisks.

Enabled

Check the box to enable, or clear the box to disable, an administrator. Only enabled administrators can
log into, and use, the VPN 3002 Hardware Client Manager. You must enable at least one administrator,
and you can enable all administrators. By default, only admin is enabled.

Apply/Cancel

To save this screen settings in nonvolatile memory, click Apply. The settings immediately affect new
sessions. The Manager returns to the Administration | Access Rights screen.

To discard your settings or changes, click Cancel. The Manager returns to the Administration | Access
Rights screen.

VPN 3002 Hardware Client Reference
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Administration | Access Rights | Access Settings

This screen lets you configure general options for administrator access to the Manager.

Figure 12-12 Administration | Access Rights | Access Settings Screen
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Session Idle Timeout

Enter the idle timeout period in seconds for administrative sessions. If thereisno activity for the period,
the Manager session terminates. Minimum is 1, default is 600, and maximum is 1800 seconds (30
minutes).

The Manager resets the inactivity timer only when you click an action button (Apply, Add, Cancel, etc.)
or alink on a screen—that is, when you invoke a different screen. Entering values or setting parameters
on a given screen does not reset the timer.

Session Limit

Enter the maximum number of simultaneous administrative sessions allowed. Minimum is 1, default is
10, and maximum is 50 sessions.

Config File Encryption

To encrypt sensitive entries in the CONFIG file, check the box (default). The CONFIG fileisin ASCII
text format (.INI format). Check this box to encrypt entries such as passwords, keys, and user
information.

Touseclear text for all CONFIG file entries, clear the box. For maximum security, we do not recommend
this option.

Apply/Cancel

To save your settings in the active configuration, click Apply. The Manager returns to the
Administration | Access Rights screen.

To cancel your settings, click Cancel. The Manager returnsto the Administration | Access Rights screen.

VPN 3002 Hardware Client Reference
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Administration | File Management

View (Save)

Delete

Note

This section of the Manager lets you manage filesin VPN 3002 Flash memory. (Flash memory actslike
adisk.) Thesefilesinclude CONFIG, CONFIG.BAK, saved log files, and copies of any of thesefilesthat
you have saved under different names.

Figure 12-13 Administration | File Management | View Screen
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View Files lets you view configuration and saved log files. You can also save these files to the PC on
which you are viewing them.

To view afile, click View next to the type of file you want to see. The Manager opens a new browser
window to display the file, and the browser address bar shows the filename.

You can also save a copy of the file on the PC that is running the browser. Click the File menu on the
new browser window and select Save As.... The browser opens a dialog box that lets you save the file.
The default filename is the same as on the VPN 3002.

Be sure to save a configuration file as a.TXT file, not a.HTM file. Some browser versions default

to saving thefileasan .HTM file, so you may need to changethefiletype. Savingthefileasan .HTM
file causes some data to be added to the top of the configuration file that is not valid configuration

data. If you subsequently upload the file containing theinvalid datato the VPN Concentrator or VPN
3002, it may cause unpredictable results.

Alternatively, you can use the secondary mouse button to click View on this Manager screen. A pop-up
menu presents choices whose exact wording depends on your browser, but among them are;

« Open Link, Open Link in New Window, Open in New Window = Open and view thefilein anew
browser window, as above.

- Save Target As..., Save Link As.. = Save a copy of the file on your PC. Your system will prompt
for a filename and location. The default filename is the same as on the VPN 3002.

When you are finished viewing or saving the file, close the new browser window.

Delete lets you delete configuration and saved log files. To delete afile, click Delete nest to the type of
file you want to delete. When you sel ect this option, a pop-up window displays asking you to confirm or
cancel. If you confirm, thefile is deleted; the Manager refreshes the screen and shows the revised list of
files. There is no undo.
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Swap Config Files

Swap Config Files lets you swap the boot configuration file with the backup configuration file. When
you select this option, the Administration | File Management | Swap Config Files window displays.

Config File Upload via HTTP

Config File Upload allows you to upload a configuration file. When you select this option, the
Administration | File Management | Config File Upload window displays.

Administration | File Management | Swap Config Files

OK/Cancel

This screen lets you swap the boot configuration file with the backup configuration file. Every timeyou
save the active configuration, the system writesit to the conFi Gfile, which is the boot configuration file;
and it saves the previous conFI Gfile as CONFI G. BAK, the backup configuration file.

To reload the boot configuration file and make it the active configuration, you must reboot the system.
Whenyou click OK, the system automatically goesto the Administration | System Reboot screen, where
you can reboot the system. You can also click the highlighted link to go to that screen.

Figure 12-14 Administration | File Management | Swap Config Files Screen
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To swap CONFIG and CONFIG.BAK files, click OK. The Manager goesto the Administration | System
Reboot screen.

To leave the files unchanged, click Cancel. The Manager returns to the Administration | File
Management | View screen.
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Administration | File Management | Config File Upload

This screen lets you use HTTP (Hypertext Transfer Protocol) to transfer a configuration file from your
PC, or a system accessible from your PC, to the VPN 3002 Flash memory.

Thisfunction provides special handling for configuration (confi g) files. If the uploaded file hasthe VPN
3002 filename confi g, the system deletes any existing conf i g. bak file, renames the existing confi g file
asconfi g. bak, then writes the new conf i g file. However, these actions occur only if the file transfer is
successful, so existing files are not corrupted.

To use these functions, you must have Administrator or Configuration Access Rights. See the
Administration | Access Rights | Administrators screen.

Figure 12-15 Administration | File Management | Config File Upload Screen
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Local Config File/Browse...

Enter the name of the file on your PC. In a Windows environment, enter the complete pathname using
MS-DOS syntax; for example, c:\vpn3002\config0077. You can also click the Browse button to open a
file navigation window, find the file, and select it.

Upload/Cancel

To upload thefileto the VPN 3002, click Upload. The Manager opensthe File Upload Progress window.

To cancel your entries on this screen, or to stop a file upload that isin progress, click Cancel. The
Manager returnsto the Administration | File Management | View screen. Stopping an upload might leave
atemporary filein VPN 3002 Flash memory. Such files are named TnnnF.nnn (for example, TO03F.002).
You can delete them on the Administration | File Management | View Config Files screen.

File Upload Progress

This window shows the progress of the file upload. It refreshes the number of bytes transferred at
10-second intervals.

VPN 3002 Hardware Client Reference
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Figure 12-16 Administration | File Management | File Upload Progress Window
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When the upload is finished, or if the upload is cancelled, the progress window closes.

File Upload Success

The Manager displays this screen to confirm that the file upload was successful.

Figure 12-17 Administration | Config File Management | Upload Success Screen

Config File Upload Success

The conhy e has e soreoduly randermed o ge VN 3002 Hardeows Clisas

i

To go to the Administration | Config File Management | View screen and examinefiles in flash memory,
click the highlighted link.

File Upload Error

The Manager displays this screen if there was an error during the file upload and the transfer was not
successful. Flash memory might be full, or the file transfer might have been interrupted or cancelled.

Figure 12-18 Administration | Config File Management | Upload Error Screen
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Click thelink, Click hereto seethelist of files, to go to the Administration | File Management | View
screen and examine space and files in Flash memory.

Click thelink, Click heretoreturn to File Upload, to return to the Administration | File Management
| File Upload screen.
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Digital certificates are aform of digital identification used for authentication. Certificate Authorities
(CAs) issue them in the context of a Public Key Infrastructure (PK1), which uses public-key/private-key
encryption to ensure security. CAs are trusted authorities who “sign” (issue) certificates to verify their
authenticity.

A CA certificate is one used to sign other certificates. A CA certificate that is self-signed is called aroot
certificate; one issued by another CA certificate is called a subordinate certificate. CAs also issue
identity certificates, which are the certificates for specific systems or hosts. There can be up to six root
or subordinate CA certificates (including supporting RA certificates) but only oneidentity certificate on
a VPN 3002.

The VPN 3002 supports X.509 digital certificates (International Telecommunications Union
Recommendation X.509), including SSL (Secure Sockets L ayer) certificates that are self-signed or
issued in a PKI context.

The VPN 3002 stores digital certificatesand private keysin Flash memory. You do not need to click Save
Needed to store them, and they are not visible under Administration | File Management. All stored
private keys are encrypted.

The VPN 3002 can have only one SSL certificate installed. If you generate a self-signed SSL certificate,
it replaces any installed PKI-context SSL certificate; and vice-versa.

Enrolling and Installing Digital Certificates

Note

Step 1
Step 2
Step 3

To obtain adigital certificate for the VPN 3002 you must first enroll with a CA. To enroll with a CA,
create an enrollment request and submit it to your CA. The CA enrolls the VPN 3002 into the PKI and
issues you a certificate. Once you have the certificate, you then have to install it on the VPN 3002.

You must first install a CA certificate before you enroll identity certificates from that CA.

You can enroll and install digital certificates onthe VPN 3002 automatically or manually. The automatic
method uses the Simple Certificate Enrollment Protocol (SCEP) to streamline enrollment and
installation. SCEP is a secure messaging protocol that requires minimal user intervention. This method
isquicker and allows you to enroll and install certificates using only the Manager, but is only available
if you are both enrolling with a CA that supports SCEP and enrolling via the web. If your CA does not
support SCEP or if you do not have network connectivity to your CA, then you cannot use the automatic
method; you must use the manual method.

The manual method involves more steps. You can do some of the steps using the Manager. Other steps
require that you exchange information with the CA directly. (You deliver your enrollment request and
receive the certificate from the CA viathe Internet, email, or afloppy disk.)

Whether you use the automatic or manual method, you follow the same overall certificate management
procedure;

Install one or more CA certificates.
Enroll and install identity and SSL certificates.
Enable digital certificates on the VPN 3002.

VPN 3002 Hardware Client Reference
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If you have trouble enrolling or installing digital certificates via SCEP, enable both the CLIENT and
CERT event classes to assist in troubleshooting.

Digital certificatesindicate the time frame during which they are valid. Therefore, it is essential that the
time on the VPN 3002 is correct and synchronized with network time. See Configuration | System |
Servers | NTP and Configuration | System | General | Time and Date.

You must complete the enrollment and certificate install ation process within one week of generating the
request. If you do not, the pending request is del eted.

Installing CA Certificates Automatically Using SCEP

Tip

Step 1

If you plan to use SCEP to enroll for identity or SSL certificates, you must obtain the associated CA
certificate using SCEP. The Manager does not let you enroll for a certificate from a CA unless that CA
was installed using SCEP. A certificate that is obtained via SCEP and therefore capable of issuing other
SCEP certificates is called SCEP-enabled.

In order to obtain CA certificates using SCEP, you need to know the URL of your CA. Find out your
CA’'s URL before beginning the following steps.

Using the VPN 3002 Hardware Client Manager, display the Administration | Certificate Management
screen.

Figure 12-19 Administration | Certificate Management Screen
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Step2  Click Click heretoinstall a CA certificate.
A
Note  TheClick hereto install a CA certificate option is only available from this window when no

CA certificates are installed on the VPN 3002. If you do not seethis option, click Click here
toinstall a certificate. The Manager displays the Administration | Certificate Management

| Install screen. Then click Install CA Certificate.

The Manager displays the Administration | Certificate Management | Install | CA Certificate screen.

Figure 12-20 Administration | Certificate Management | Install | CA Certificate
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Step3  Click SCEP (Simple Certificate Enrollment Protocol). The Manager displays the Administration |

Certificate Management | Install | CA Certificate | SCEP screen.

Figure 12-21 Administration | Certificate Management | Install | CA Certificate | SCEP Screen
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Step4  Fill inthe fields and click Retrieve. For more information on this screen, see the “Administration |

Certificate Management | Install | Certificate Type” section.

The Manager installs the CA certificate on the VPN 3002 and displays the Administration |
Certificate Management screen. Your new CA certificate appears in the Certificate Authorities table.
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Installing CA Certificates Manually
N

Note If you install a CA certificate using the manual method, you cannot use this CA later to request

identity or SSL certificates with SCEP. If you want to be able to use SCEP to request certificates,
obtain the CA certificate using SCEP.

Stepl  Retrieve a CA certificate from your CA and download it to your PC.

Step2  Using the VPN 3002 Hardware Client Manager, display the Administration | Certificate Management
screen. (See Figure 12-19.)

Step3  Click Click heretoinstall a CA certificate.

N

Note  TheClick heretoinstall a CA certificate option is available from this window only when no
CA certificates are installed on the VPN 3002. If you do not seethis option, click Click here
toinstall a certificate. The Manager displays the Administration | Certificate Management
| Install screen. Then click Install CA Certificate.

The Manager displays the Administration | Certificate Management | Install | CA Certificate screen.

Figure 12-22 Administration | Certificate Management | Install | CA Certificate
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s SCEF (Simple Certificate Enrollment Protocol)
o Cut & Paste Text
+« Upload File from "Workstation

<< (70 back to and choose a diferent type of certificate

B3172

Step4  Choose either of the following installation methods: Cut & Paste Text or Upload File from
Workstation.

Step5  TheManager displays a screen appropriate to your choice. Include the certificate information according
to your chosen method. Click Install.The Manager installs the CA Certificate on the VPN 3002 and
displays the Administration | Certificate Management screen. Your new CA Certificate appearsin the
Certificate Authorities table.

VPN 3002 Hardware Client Reference
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Enrolling and Installing Identity Certificates

When you generate arequest for an identity certificate, you need to provide the following information.

£

Tip Check to be sure that you have this information before you begin.

Table 12-1 Fields in a Certificate Request

Abbrev-

Field Name iation Manual |SCEP |Recommended Content

Common Name CN Yes Yes The primary identity of the entity associated with the certificate,
for example, Engineering VPN. Spaces are allowed. You must
enter aname in thisfield.

If you are requesting an SSL certificate, enter the | P address or
domain name you use to connect to this VPN 3002, for example;
10.10.147.2.

Organizational Unit ou Yes Yes The name of the department or other organizational unit to which
this VPN 3002 belongs, for example: CPU Design. Spaces are
allowed.

Organization 0] Yes Yes The name of the company or organi zation to which this VPN 3002
belongs, for example: Cisco Systems. Spaces are allowed.

Locality L Yes Yes Thecity or town wherethis VPN 3002 islocated, for example: San
Jose. Spaces are allowed.

State/Province SP Yes Yes The state or province where this VPN 3002 is located, for

example: California. Spell the name out completely; do not
abbreviate. Spaces are allowed.

Country C Yes Yes The country where this VPN 3002 is located, for example: US.
Use two characters, no spaces, and no periods. Thistwo-character
code must conform to SO 3166 country codes.

Subject Alternative Name |FQDN  |Yes Yes The fully qualified domain name that identifies this VPN 3002 in
(Fully Qualified Domain this PKI, for example: vpn3030.cisco.com. Thisfield is optional.
Name) The alternative name is an additional datafield in the certificate
that provides interoperability with many Cisco 10S and PIX
systemsin LAN-to-LAN connections.

Subject Alternative Name |E-mail |Yes Yes The e-mail address of the VPN 3002 user.
(E-mail Address)
Challenge Password - No Yes Thisfield appearsif you are requesting a certificate using SCEP.

Use this field according to the policy of your CA:

« Your CA might have given you apassword. If so, enter it here
for authentication.

« Your CA might allow you to provide your own password to
use to identify yourself to the CA in the future. If so, create
your password here.

« Your CA might not require a password. If so, leave thisfield
blank.

VPN 3002 Hardware Client Reference
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Verify Challenge Password

No

Yes

Re-enter the challenge password.

Key Size

Yes

Yes

The algorithm for generating the public-key/private-key pair, and
thekey size. If you are requesting an SSL certificate, of if you are
requesting an identity certificate using SCEP, only the RSA
options are available.

RSA 512 hits= Generate 512-hit keys using the RSA (Rivest,
Shamir, Adelman) algorithm. This key size provides
sufficient security and is the default selection. It is the most
common, and requires the least processing.

RSA 768 hits = Generate 768-bit keys using the RSA
algorithm. This key size provides normal security. It requires
approximately 2 to 4 times more processing than the 512-bit
key.

RSA 1024 bits = Generate 1024-bit keys using the RSA
algorithm. Thiskey size provideshigh security, and it requires
approximately 4 to 8 times more processing than the 512-bit
key.

Yes

No

DSA 512 bits = Generate 512-bit keys using DSA (Digital
Signature Algorithm).

DSA 768 bits = Generate 768-bit keys using the DSA
algorithm.

DSA 1024 bits = Generate 1024-bit keys using the DSA
algorithm.

[ oL-2855-01

VPN 3002 Hardware Client Reference ]



Chapter 12 Administration |

M Certificate Management

Enrolling and Installing Identity Certificates Automatically Using SCEP

Step 1
Step 2

Step 3

Step 4

Follow these steps for each identity certificate you want to obtain:

Display the Administration | Certificate Management screen. (See Figure 12-19.)

Click Click hereto enroll with a Certificate Authority. The Manager displays the Administration |

Certificate Management | Enroll screen.

Figure 12-23 Administration | Certificate Management | Enroll Screen.

This section allows you to create an 251 or identity certificate request. The identity certificate request allows the
WP 3002 Hardware Client to be enrolled into the PEI The certificate recuest can be sent to a CA, which wall
1ssue a certificate. The CA'S cerfificate must be insialled as o Certificaie Authoriiy hefore insialiing the
cerfificate you requssted.

Cheose the type of certificate request to create:

o Identity certficate
e« SEL certificate

== (3¢ back to Certificate IManagement

68255

Click Identity Certificate. The Manager displays the Administration | Certificate Management | Enroll

| Identity Certificate screen.

Figure 12-24 Administration | Certificate Management | Enroll | Identity Certificate Screen

Select the enrollment method for the 1dentity certificate. To mnstall a certificate wath SCEP, the 1ssung CA's
certificate must also be mstalled with SCEP. Chicle here to mstall a new CA using SCEF before enrolling

o Enroll wia PECS10 Bequest (hJanal)
o Enroll wia SCEP at ESAwSTRoothID SarriCI
s Enroll wia 3CEF at TestCAG-2 at Cisco

<< Fo back and choose a different type of cerificate

B3165

Notice that a link appears corresponding to each SCEP-enabled CA certificate on the VPN 3002. The
title of the link depends on the name of the CA certificate: Enroll via SCEP at Certificate Name. For
example, if you have a CA certificate on your VPN 3002 named “ TestCA6-8,” the following link

appears. Enroll via SCEP at TestCA6-8.

If you do not see any Enroll via SCEP options, there are no SCEP-enabled CA certificates on the VPN
3002. Follow the stepsin the “Installing CA Certificates Automatically Using SCEP” section to obtain

a CA certificate via SCEP before you proceed.

Click Enroll via SCEP at Certificate Name. The Administration | Certificate Management | Enroll |

Identity Certificate | SCEP screen appears.

W VPN 3002 Hardware Client Reference
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Figure 12-25 Administration | Certificate Management | Enroll | Identity Certificate | SCEP Screen
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Step5  Fill inthefieldsand click Enroll. (For information on the fields on this screen, see Table 12-1.) The VPN
3002 sends the certificate request to the CA.

If the CA doesnot issuethe certificateimmediately (some CAsrequire manual verification of credentials
and this can take time), the certificate request could enter polling mode. In polling mode, the VPN 3002
re-sends the certificate request to the CA a specified number of times at regular intervals until the CA
responds or the process times out. (For information on configuring the polling limit and interval, see the
Administration | Certificate Management | Configure CA Certificate screen.) The certificate request
appears in the Enrollment Status table on the Administration | Certificate Management screen until the
CA responds. Once the CA responds and issues the certificate, the VPN 3002 checksto seeif it already
has an active certificate. If there is no active certificate, the VPN 3002 installs the new certificate
automatically. If there already isan active certificate, the new certificate appearsin the Enrollment Status
table; you have to activate it manually.

If the CA responds immediately, the Manager installs the identity certificate on the VPN 3002 and
displays the Administration | Certificate Management | Enrollment | Request Generated screen.

VPN 3002 Hardware Client Reference
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Step 6

Figure 12-26 Administration | Certificate Management | Enroliment | Request Generated Screen

A certificate recuest has been generated.
SCEP Status: Installed
s 3o to Certificate WManagement

o Go to Certificate Enrollment
o Goto Certificate Installation

63192

Click Goto Certificate Management. The Manager displays the Administration | Certificate
Management screen. Your new identity certificate appears in the Identity Certificates table.

Enrolling and Installing Identity Certificates Manually

Step 1
Step 2

Step 3

Step 4

If you need to obtain identity certificates using the manual process, use the following general procedure:
» Using the Manager, generate a certificate enrollment request (PKCS-10).

« (Viathe web, email, or floppy disk) send this enrollment request to your chosen CA. Request an
identity certificate from your CA and download it to your PC.

« Again using the Manager, install the identity certificate on the VPN 3002.
Follow these steps to generate a certificate enrollment request (PKCS-10):

Using the Manager, display the Administration | Certificate Management screen. (See Figure 12-19.)

Click Click hereto enroll with a Certificate Authority. The Manager displays the Administration |
Certificate Management | Enroll screen. (See Figure 12-23.)

Click Identity Certificate. The Manager displays the Administration | Certificate Management | Enroll
| Identity Certificate screen. (See Figure 12-24.)

Click Enroll via PKCS10 Request (Manual). The Manager displays the Administration |
Certificate Management | Enroll | Identity Certificate | PK CS10 screen.

VPN 3002 Hardware Client Reference
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Figure 12-27 Administration | Configuration Management | Enroll | Identity Certificate | PKCS10 Screen
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Fill inthefields and click Enroll. (For information on the fields on this screen, see Table 12-1.) The

Manager displaysthe Administration | Certificate Management | Enrollment | Request Generated screen.

Figure 12-28 Administration | Certificate Management | Enroliment | Request Generated Screen

Administration | Certificate Management | Enrollment | Request Generated

A certificate recuest has been generated. The request 13 shown below. Copy and paste the certificate recuest to
the CA's management mterface to generate the certificate.

NIHFMHECAQAWETEPHAOGALIUE Ax QGO edGSuNFkuD 0¥ Ko E ThwvecNAQEERQADS L Aw
ROJAdgFxJZr SNhELMVhsyxaSwlIZUT+5fmThoC3 ZUWSs J AdKFVBhI1SEAS ZhAiuxES+h
ToiLiihePERLHYO12 +GNmTHE 2QIEE e AN Egkaghki G wOEAQOF AANE ACyOK a3 ms5L
uvgQLeb1Glpewl CDHUGELvLr LPEzEvEdleKCS1 1t WhEIFH1 Sut CRSJJW1SUrEGT
ehyyudVPhds=

« Go to Certficate Management
s Go to Certificate Enrollment
e Go to Certificate Tnstallation

Copy the enrollment request to the clipboard.

[ oL-2855-01
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Step7  Using the enrollment request you just generated, retrieve an identity certificate from your CA and
download it to your PC according to the procedures outlined by the CA.

Step8  Using the Manager, display the Administration | Certificate Management screen. (See Figure 12-19.)

Step9  Click Click heretoinstall a certificate. The Manager displays the Administration |
Certificate Management | Install screen.

Figure 12-29 Administration | Certificate Management | Install Screen

Choose the type of certificate to install:

o Install CA certficate
s Install 351 certificiate with private key
o Install certificate obtaned wa enrollment

=< (70 back to Certificate hManagement

63171

Step 10  Click Install certificate obtained via enrollment. The Manager displays the Administration |
Certificate Management | Install | Certificate Obtained via Enrollment screen.

Figure 12-30 Administration | Certificate Management | Install |
Certificate Obtained via Enrollment Screen

Zelect a enrollment recquest to nstall

Enrollment Status

| Subject | Issuer Date [Use |Reasun |Methud| Status | Actions
SNCORY A4 0%/05/2001 1D Re- Nlanual In [ View | Lustall| Delete ]
enroll Progress

10.10.95.30 B35 AvSTRoothD5eryCH (08/07/2001 | 551 Ee_ 2CEFP  |Complete |[ View | Activate | Delete ]

Linda3  RSAvSTRootMDSsrvCN 09/07/2001 D Initil |[SCEP  Error LocklBe
submit | Delete ]

=< (7o back and choose a different type of certificate

63188

Step 11 Find your enrollment request in the Enrollment Status table. Click Install. The Manager displays the
Administration | Certificate Management | Install | Identity Certificate screen.

VPN 3002 Hardware Client Reference
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Figure 12-31 Administration | Certificate Management | Install | Identity Certificate Screen

Choose the method of mstallation:

e Cut & Paste Text
s Upload Fie from Workstation

=< (3o back to and choosze a different type of certificate

63189

Step 12 Choose either installation method: Cut & Paste Text or Upload File from Wor kstation

Step 13 The Manager displays a screen appropriate to your choice. Include the certificate information according
to your chosen method. Click I nstall. The Manager installs theidentity certificate on the VPN 3002 and
displays the Administration | Certificate Management screen. Your new identity Certificate appearsin
the Identity Certificates table.

VPN 3002 Hardware Client Reference
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Obtaining SSL Certificates

Step 1
Step 2

If you use a secure connection between your browser and the VPN 3002, the VPN 3002 requires an SSL
certificate. You only need one SSL certificate on your VPN 3002.

When you initially boot the VPN 3002, aself-signed SSL certificate isautomatically generated. Because
a self-signed certificate is self-generated, this certificate is not verifiable. No CA has guaranteed its
identity. But this certificate allows you to make initial contact with the VPN 3002 using the browser. If
you want to replace it with another self-signed SSL certificate, follow these steps:

Display the Administration | Certificate Management screen. (See Figure 12-19.)

Click Generate above the SSL Certificate table. The new certificate appearsin the SSL Certificate
table, replacing the existing one.

If you want to obtain averifiable SSL certificate (that is, oneissued by aCA), follow the same procedure
you used to obtain identity certificates. (See the Enrolling and Installing Identity Certificates section.)
But thistime, on the Administration | Certificate Management | Enroll screen, click SSL certificate
(instead of Identity certificate).

Someweb serversexport their SSL certificates with the private key attached. If you have a PEM-encoded
certificate with a corresponding private key that you want to install, follow the same procedure you used
to obtain identity certificates. (See the Enrolling and Installing I dentity Certificates section.) But this
time, on the Administration | Certificate Management | Installation screen, click Install SSL certificate
with private key (instead of Install certificate obtained via enrollment).
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Enabling Digital Certificates on the VPN 3002

~

Note

Step 1

Step 2
Step 3

Step 4
Step 5

Before you enable digital certificates on the VPN 3002, you must obtain at least one CA and one
identity certificate. If you do not have a CA and an identity certificate installed on your VPN 3002,
follow the stepsin the previous section (“Enrolling and Installing Digital Certificates”) before
beginning this section.

For the VPN 3002 to use the digital certificates you obtained, you must enable authentication using
digital certificates.

Display the Configuration | System | Tunneling Protocols | IPSec screen.

Figure 12-32 Configuration | System | Tunneling Protocols | IPSec Screen
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Check the Use Certificate check box.

Select a Certificate Transmission option. If you want the VPN 3002 to send the peer the identity
certificate and all issuing certificates (including the root certificate and any subordinate CA certificates),
click Entire certificate chain. If you want to send the peer only the identity certificate, click I dentity
certificate only.

Click Apply. The Manager returns to the Configuration | System | Tunneling Protocols screen.
Click the Save Needed icon.

[ oL-2855-01
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Deleting Digital Certificates

Delete digital certificates in the following order:
1. ldentity or SSL certificates
2. Subordinate certificates

3. Root certificates

Note  You cannot delete acertificateif itisin useby an SA, if itistheissuer of another installed certificate,
or if it isreferenced in an active certificate request.

Follow these steps to delete certificates:

Stepl  Display the Administration | Certificate Management screen. (See Figure 12-19.)

Step2  Find the certificate you want to delete and click Delete. The Administration | Certificate Management |
Delete screen appears.

Figure 12-33 Administration | Certificate Management | Delete Screen

Subject Issuer
CHN=10.10.9% 30 CN=10.10.99 30
OTU=VFHN 2000 Concentrator OU=VFH 2000 Concentrator
O=Cisco Systems, Inc. O=Cisco Systems, Inc.
L=Franllin L=Franlklin
SP=IMassachusetts SP=Iassachusetts
C=1U3 C=1U3
Serial Number 3B2D11D6
Signing Algorithm }MD5WithE 3 A

Puhlic Key Type ES4 (1024 bits)
MDS Thumbprint FD: 2D:40: 65:2D: 44:F5:DD:43:04:F5:4D:99: 45:D6: 2E
SHA] Thumbprint 6£:39:6B: AE: AF: 158:A9:19:CE: 9F:F1:4D:59:D9:1F:26:06:FB:C1: 13
Validity 2/29/2001 at 12:01:26 to 8/28/2004 at 12:01:26

Are you sure you want to delete this certificate?

Yes | INo |

63191

Step3  Click Yes. The Manager returns to the Administration | Certificate Management window.

VPN 3002 Hardware Client Reference
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This section of the Manager shows outstanding enrollment requests and all the certificates installed on

the VPN 3002, and it lets you manage them.

Thelinks at the top of this screen guide you step-by-step through the process of enrolling and installing
certificates. For more information on the certificate management process, see the “Enrolling and

Installing Digital Certificates” section.

- Toinstall aCA certificate (via SCEP or manually), click on Click Hereto Install a CA Certificate.

A

Note  TheClick heretoinstall aCA certificate option isonly available from this window when
no CA certificates are installed on the VPN 3002. If you do not see this option, click
Click heretoinstall a certificate. The Manager displays the Administration |
Certificate Management | Install. Then click Install CA Certificate.

» Tocreate an SSL or identity certificate enrollment request, click on Click Here to Enroll with a

Certificate Authority.

- Toinstall the certificate obtained via enrollment, click on Click Hereto Install a Certificate.

The VPN 3002 notifies you (by issuing a severity 3 CERT class event) if any of the installed certificates

are within one month of expiration.

The Manager displays this screen each time you install adigital certificate.

Figure 12-34 Administration | Certificate Management Screen

nireshif
Thad decton bels oD HEW el misaps Cef wicated on the VEH 3002 Hiedwee Chemt
M L hprs et h-ate
Certificate Antlvorities (corent | magmum £
Subjere Issuer Expiration ¥CEP Isswer Aurtioms
EEAnITEootMDSayCH [EEAnITEootMDSaryCH 0T R0 1 Vg [ Waser | | 1
Tdentity Certificates (carent 1, maanman 1)
Sulbject Issmer Expiration Auctions
LZ-marver ak bast ES A ST R o othdD SerwTET N2 Er0n2 [v | D
S5L Certificate | 1 IV T pidefe Eay B Dl 000 catrd] ealy B auis ik N Pl SOO et K,
Subject Isswer Expiration Aurhony

10105 90 pt Cisee Syptemnes, Inc | 10010 5% 50 s Cizce Syeteme, Inc. D0 ZT2004 [ View | Begew] Dieleis ]
Enrollomvent Status [ Femew All: Enosed| Tanad-cut | Rajected | Cancaled | (orrent §avadabile: 1)

Hubject Ixswer Digtw ze Bessos WMethod Sisfus Artions

U= RS Avy i BasthDSsrelH  TONESE00T L Sukal LB jesied [ View| k| Cielsis |

Hn

VPN 3002 Hardware Client Reference
[ oL-2855-01 .m



Chapter 12 Administration |

M Administration | Certificate Management

Certificate Authorities Table

This table shows root and subordinate CA certificates installed on the VPN 3002.

Fields

These fields appear in the Certificate Authorities table:
Field Content

Subject/I ssuer The Common Name (CN) or Organizational Unit (OU) (if present), plusthe
Organization (O) in the Subject and Issuer fields of the certificate. The
format isCN at O, OU at O, or just O; for example, Root 2 at CyberTrust.
The CN, OU, and O fields display a maximum of 33 characters each. See
Administration | Certificate Management | Certificates | View.

Expiration The expiration date of the certificate. The date format is MM/DD/YYYY.
SCEP |ssuer In order for a certificate to be available for SCEP enrollment, it must be
installed via SCEP. This field indicates if the certificate is SCEP-enabled.
» Yes = This certificate can issue identity and SSL certificates via SCEP.
« No = This certificate cannot issue certificates via SCEP.
~

Note If you want to use a certificate for SCEP enrollment, but that
certificate is not SCEP-enabled, reinstall it using SCEP.

Actions This column allows you to manage particular certificates. The actions
available vary with type and status of the certificate.

« View = View details of this certificate.

» Configure = Enable CRL (Certificate Revocation List) checking for this
CA certificate, modify SCEP parameters, or enable acceptance of
subordinate CA certificates.

« Delete = Delete this certificate from the VPN 3002.

» Show RAs = SCEP-enabled CA certificates sometimes have supporting
(RA) certificates. View details of these certificates. (Only available for
CA certificates.)

« Hide RAs = Hide the details of the RA certificates.

Identity Certificates Table

Thistable shows installed server identity certificates. For adescription of the fieldsin thistable, see the
“Certificate Authorities Table” section, above.

VPN 3002 Hardware Client Reference
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SSL Certificate Table [ Generate ]

This table shows the SSL server certificate installed on the VPN 3002. The system can have only one
SSL server certificate installed: either a self-signed certificate or one issued in a PKI context.

To generate a self-signed SSL server certificate, click Gener ate. The system uses parameters set on the
Configuration | System | Management Protocols | SSL screen and generates the certificate. The new
certificate replaces any existing SSL certificate.

For a description of the fields in this table, see the “Certificate Authorities Table".

VPN 3002 Hardware Client Reference
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Fields
These fields appear in the Certificate Authorities, Identity Certificates, or SSL Certificate tables:
Field Content

Subject/I ssuer The Common Name (CN) or Organizational Unit (OU) (if present), plusthe
Organization (O) in the Subject and Issuer fields of the certificate. The
format isCN at O, OU at O, or just O; for example, Root 2 at CyberTrust.
The CN, OU, and O fields display a maximum of 33 characters each. See
Administration | Certificate Management | Certificates | View.

Expiration The expiration date of the certificate. The date format is MM/DD/YYYY.
SCEP |ssuer In order for a certificate to be available for SCEP enrollment, it must be
installed via SCEP. This field indicates if the certificate is SCEP-enabled.
» Yes = This certificate can issue identity and SSL certificates via SCEP.
« No = This certificate cannot issue certificates via SCEP.
N

Note If you want to use a certificate for SCEP enrollment, but that
certificate is not SCEP-enabled, reinstall it using SCEP.

Actions This column allows you to manage particular certificates. The actions
available vary with type and status of the certificate.

« View = View details of this certificate.

» Configure = Enable CRL (Certificate Revocation List) checking for this
CA certificate, modify SCEP parameters, or enable acceptance of
subordinate CA certificates.

« Delete = Delete this certificate from the VPN 3002.

» Show RAs = SCEP-enabled CA certificates sometimes have supporting
(RA) certificates. View details of these certificates. (Only available for
CA certificates.)

+ Hide RAs = Hide the details of the RA certificates.

VPN 3002 Hardware Client Reference
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Enrollment Status Table

This table tracks the status of active enrollment requests.

The VPN 3002 supports one (installed) identity certificate and one (outstanding) enrollment request. If
you currently have an identity certificate on your VPN 3002 and you want to change it, you can request
a second certificate, but the VPN 3002 does not install this certificate immediately. The new certificate
appears in the EnrolIment Status table; you must activate it manually.

The VPN 3002 automatically deletes entries that have the status “ Timedout,” “Failed,” “Cancelled,” or
“Error” and are older than one week.

[Remove All]
Click aRemove All option to delete all enrollment requests of a particular status.
« Errored = Delete all enrollment requests with the status “Error.”
» Timed-out = Delete all enrollment requests with the status “ Timed-out.”
» Rejected = Delete all enrollment requests with the status “ Rejected.”
» Cancelled = Delete all enrollment requests with the status “ Cancelled.”
Fields

These fields appear in the Enrollment Status table:
Field Content

Subject/I ssuer The Common Name (CN) or Organizational Unit (OU) (if present), plusthe
Organization (O) in the Subject and Issuer fields of the certificate. The
format isCN at O, OU at O, or just O; for example, Root 2 at CyberTrust.
The CN, OU, and O fields display a maximum of 33 characters each. See
Administration | Certificate Management | Certificates | View.

Date The original date of enrollment.

Use The type of certificate: identity or SSL.

Reason The type of enrollment: initial, re-enroliment, or re-key.
Method The method of enrollment: SCEP or manual.

VPN 3002 Hardware Client Reference
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Field Content

Status « InProgress = The request has been created, but the requested certificate
has not yet been installed. Thisvalueisused only for PKCS10 (manual)
enrollment requests.

« Polling = The CA did not immediately fulfill the enrollment request; the
VPN 3002 has entered polling mode. This value is used only for
enrollment request created using SCEP.

- Timedout = The SCEP polling cycle has ended after reaching the
configured maximum number of retries. This value is used only for
enrollment request created using SCEP.

» Rejected = The CA refused to issue the certificate. Thisvalue is used
only for enrollment request created using SCEP.

» Cancelled = The certificate request was cancelled while the VPN 3002
was in polling mode.

- Complete = The CA hasfulfilled the renewal request. To bring this new
certificate into service, click Activate.

« Error = An error occurred during the enrollment process. Enrollment
was stopped.

« Submitting = The certificate request is being sent to the CA.

Actions This column allows you to manage enroll ments requests. The actions
available vary with the type and status of the enrollment request.

« View = View details of this enrollment request.

« Install = Install the enrollment request. This action is available only for
PKCS10 (manual) enrollment requests.

» Cancel = Cancel arequest that is pending. This action is available only
for SCEP enrollment requests with “Polling” status.

» Re-submit = Re-initiate SCEP communicationswith the CA or RA using
the previously entered request information. This action is available only
for SCEP enrollment requests.

« Activate = Bring this certificate into service.
» Delete = Delete an enrollment request from the VPN 3002.
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Administration | Certificate Management | Enroll

Choose whether you are creating an enrollment request for an identity certificate or an SSL certificate.

Figure 12-35 Administration | Certificate Management | Enroll Screen

This section allows you to create an 251 or identity certificate request. The identity certificate request allows the
WP 3002 Hardware Clent to be enrolled mto the PEI The certificate recuest can be sent to a CA, which wall
1ssue a certificate. The CA'S cerdificate must be insialled as « Certificaie Authoriiy hefore insialiing the
cerfificate you requssted.

Choose the type of certificate recuest to create:

s Identity certficate
« 2L cerbificate

=< Fo back te Certificate Ianagement

BE255

Identity Certificate

Click I dentity Certificateto create acertificate request for anidentity certificate. The Manager displays
the Administration | Certificate Management | Enroll | Identity Certificate screen.

SSL Certificate

Click SSL Certificate to create a certificate request for an SSL certificate. The Manager displays the
Administration | Certificate Management | Enroll | SSL Certificate screen.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Enroll | Certificate
Type

Choose the method for enrolling the (identity or SSL) certificate.

Figure 12-36 Administration | Certificate Management | Enroll | Identity Certificate Screen

Select the enrollment method for the 1dentity certificate. To mnstall a certificate wath SCEP, the 1ssung CA's
certificate must also be mstalled with SCEP. Chicle here to mstall a new CA using SCEF before enrolling

o Enroll wia PECS10 Bequest (hJanal)
o Enroll wia SCEP at ESAwSTRoothID SarriCI
s Enroll wia 3CEF at TestCAG-2 at Cisco

<< Fo back and choose a different type of cerificate

B3165

Enroll via PKCS10 Request (Manual)

Click Enroll via PKCS10 Request (Manual) to enroll the certificate manually.

Enroll via SCEP at [Name of SCEP CA]

You can enroll certificates using SCEP only if you installed the CA certificate using SCEP. One Enroll
via SCEP at [Name of SCEP CA] link appears on this screen for each CA certificate on the VPN 3002
that was installed using SCEP. To see which CA certificates on your VPN 3002 were installed using
SCER, see the Certificate Authorities table on the Administration | Certificate Management screen.
“Yes’ in the SCEP Issuer column indicates that the CA certificate was installed using SCEP; “No”
indicates it was installed manually.

If no CA certificate on the VPN 3002 was installed using SCEP, then no Enroll via SCEP at [ Name of
SCEP CA] link appearson this screen. You do not have the option of using SCEP to enroll the certificate.

Click Enroll via SCEP at [Name of SCEP CA] to enroll the certificate automatically using SCEP.

Install a New SA Using SCEP before Enrolling

If you want to install a certificate using SCEP, but no Enroll via SCEP at [ Name of SCEP CA] link
appearshere, click I nstall anew SA Using SCEP before Enrolling. Install aCA certificate using SCEP,
then return to this screen to install the certificate. A SCEP link now appears.

<< Go back and choose a different type of certificate

Click << Go back and choose a different type of certificate to return to the Administration |
Certificate Management | Enroll screen. (See Figure 12-35.)
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Administration | Certificate Management | Enroll | Certificate
Type | PKCS10

To generate an enrollment request for an SSL or identity certificate, you need to provide information
about the VPN 3002.

Figure 12-37 Administration | Certificate Management | Enroll | Identity Certificate via PKCS10 Screen

Esfer the mformation bo be mcloded in the cerdficate request T CA% cerpicare mus be festaied os @
Caripfomie Authonty bofore rmetaleg ihe cortpfomie vou reguested. Please wadt for the operation to

Fnish.
Exber the commeon same for the VET
Cagmmuan Magme (4] | A2 Hagdarige Chenl b ke used m s
FEI
Crrganizaciomal Uit pOLT | Enter the departnisnd
[irganizstion {C1) | Enler the Organcaten or Company
Locality {L} | Erter the cify or bosm
Srate'Praovimes {SF | mtey e Srate of Prownce
. Enter the two-letter couptry abbrenahion
lf\'ﬂllhny i I_ (8. United Seapes = L5}
Enter the Fully Cuabfied Do M

Subject AltemativeName | For the VE'N 3002 Hardware Cliest 1o be

(FQODI) uzed in dhus FEL
Subjeet AliarnatveName Exber the E-Mul Address for e VFN
. B | 005 Hagdhrme Chenl e ke uied m T
(E-Meladl Address) LET
: = = Salect the key sim= for the geasrated
[ + = = RET
Key Bae [ASARIZ b0 2] RSADSA ey pair

Esrcll | cancal |

EFEdi

Fields

For an explanation of each of the fields on this screen, see Table 12-1.

Enroll / Cancel

To generate the certificate request, click Enroll. The Manager displays the Administration |
Certificate Management | Enrollment | Request Generated screen (See Figure 12-38.) with the text of
your certificate.

Todiscard your entriesand cancel therequest, click Cancel. The Manager returnsto the Administration |
Certificate Management screen.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Enroliment or
Renewal | Request Generated

The Manager displays this screen when the system has successfully generated a certificate request. The
request is a Base-64 encoded file in PKCS-10 format (Public Key Certificate Syntax-10), which most
CAsrecognize or require. The system automatically saves this file in Flash memory with the filename
shown in the screen (pkcsNNNN.txt). You can select and copy the request to the clipboard, or you can
save it asafile on your PC or a network host. Some CAs let you paste the request in aweb interface,
some ask you to send afile; use the method your CA requires.

In generating the request, the system also generates the private key used in the PKI process. That key
remains on the VPN 3002, and it is not visible.

Note  You must complete the enrollment and certificate installation process within one week of generating
the request.

Figure 12-38 Administration | Certificate Management | Enrollment | Request Generated Screen

A certificate request has been generated. The request 15 shown below. Copy and paste the certificate recquest to
the CA's management interface to generate the certificate.

MIHFMHECAQAWETEPMAOGALIUE AxQGomY 2dGOuMFkuD QY JEoZ ThwcNAQEEEQADS LAy
ROJAdgFxJZr SHhEZLMVbsyxaSulZUT+5fmThOC3 ZW5s ADKFVh I19EGSZhauxS9+h
7BiLj1lhePERLHEY01Z2 +GNTMEzQIBE 2 ANEgkoahkiGOwOBAQOF LANEACYOE ] aSmsSL
uwrgQLebhl1GlpewlCDHUGELYLELPEeXwEdleKCS5 11t WhEIFH16ut CRbEJIJW19UrEGT
ehywudVPhds=

o o to Certificate hManagement
o Goto Certificate Enrolliment
e Go to Certificate Installation

68256

To go to the Administration | File Management | Files screen, click the highlighted File M anagement
page link. From there you can view, copy, or delete the file in Flash memory.

Go to Certificate Management

If you want to view the certificate request, click Go to Certificate M anagement. The Manager displays
the Administration | Certificate Management screen. (See Figure 12-19.)

Go to Certificate Enrollment

If you want to enroll another certificate, click Go to Certificate Enrollment. The Manager displaysthe
Administration | Certificate Management | Enroll screen.
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Go to Certificate Installation

If you want to install the certificate you have just enrolled, click Go to Certificate I nstallation. The
Manager displays the Administration | Certificate Management | Install screen.

Administration | Certificate Management | Enroll |
|dentity Certificate | SCEP

To generate an enrollment request for an identity certificate, you need to provide information about the
VPN 3002.

Figure 12-39 Administration | Certificate Management | Enroll | Identity Certificate | SCEP Screen

Eafer the mformation to be mchoded in the perficate request Please wait for the operatios to finish.

Esper the cosumon save for the VEH

Comnonon Namse (T | 02 Haercharare Thent to ke used in this
PEI
Organizatinnal Unit (00) | Enter the department
Cirganization {0 | Enter the Cirganizaon of Compangy.
Lueality (L) | sty the Gl of Lowm
EtateProvimce (5P | Erter the State or Province
Country () |_ Eater the fuss-Jetter comsbry abbremation

(=g Teited States = T15)

Emter the Fuly Cuabfied Diomann Flame
for i VN 3002 Hardware Chant 1o be
uped iy thig FEI

Eaper the E-Jail Address for de VPN
3002 Hardware Clhent to be used in this
FEI

Huhjrl:l. AlrprnativeNane |

{FODN)

Bubject Altrmative ¥ ame |
(E-Flaml Addregs)

Chall Fa |
rha L l Ezter and vanky the chalenge passerord

Verify Challenge | lor i certlcibs redgiees
Fazvword
v Sizs Im Selech the By e Bor the generaled RSA
: key pas
Errll | Cancel |

CHECH

Fields

For an explanation of each of the fields on this screen, see Table 12-1.
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Enroll / Cancel

To generate the certificate request and install the identity certificate on the VPN 3002, click Enroll. The
Manager displaysthe Administration | Certificate Management | Enrollment | Request Generated screen.

(See Figure 12-38.)

Todiscard your entriesand cancel the request, click Cancel. The Manager returnsto the Administration |
Certificate Management screen. (See Figure 12-19.)

Administration | Certificate Management | Enroll |

SSL Certificate | SCEP

To generate an enrollment request for an SSL certificate, you need to provide information about the

VPN 3002.

Figure 12-40 Administration | Certificate Management | Enroll | SSL Certificate | SCEP Screen

T @ the mame of the carthcate Se below

o omseon Mane (CT) |-.-:mu':' CER D0 COm

Chrganizational 'L':r|.ir|

Esfer e mformation to be mcloded in the cerficate request Please wait for the operatios to finish.

Enter the commeon name for e VEN 3002
Hardwrars Chenl ko b= iiged m s PEL Uss the
donaes npee of [P sddoeis you will nee bs condnect
to this VEH 3002 Hardwaee Clisnt

Enter the departsemnt

(TR
Uhrganizakion I:[:lbl Enler the Csgamiabion of &omp g
L-l-l:aitrlfl'..” Enter the cry or town
State Provine e (FiP‘I-| Enter the State <5 Promuce
. Enter the twrc-|eier comntre abbrevmahon (e g
Comntry (C PI_ Unesd Siaees = 115)
Hiilijaet Enter the Fully Craakified Doman Mame for e
Mt-rmnl:i\'n[‘ilam| WL 3002 Hardwears Cheat to ke used o thes
(PO FEI
P E“hif;’l Enter the E-Mad Address for the VI 5002
FIRALY®EIYHMP - - . = ]
Mail Address) Hardware Chent to b= used o thes PEL
Challenge P ed
.q,u asewed | Enter and wenfiy #e chalenge password for this
vardy o cerificate reqoest
Passward
EKey 5':|1|F'3%‘.-'f.“ul- 1'| Selecs B key mae lor @w penerated B5A key par
Exrcii Cancel | -
E
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Fields

For an explanation of each of the fields on this screen, see Table 12-1.

Enroll

To generate the certificate request and install the SSL certificate on the VPN 3002, click Enroll. The
Manager displaysthe Administration | Certificate Management | Enrollment | Request Generated screen.

If there is already an active request for an SSL certificate, this error message appears.

@ Arn error has occurred while atternpting to perform the operation.
Error generating request: An SSL enrollment request already exists.

Fietry the operation | ar Go to main menu |

B3193

To return to the Administration | Certificate Management | Enroll | SSL Certificate | SCEP screen, click
Retry the operation.

To return to the Main screen, click Return to main menu.

Cancel

To discard your entries and cancel the request, click Cancel. The Manager displaysthe Administration |
Certificate Management screen.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Install

Choose the type of certificate you want to install.

Figure 12-41 Administration | Certificate Management | Install Screen

Choose the type of certificate to mstall

e Install CA certificate
o Install 351 certificiate with private key
o Install certificate obtained via enrolliment

== (3o back to Certificate IManagement

B3171

Install CA Certificate

If you want to install a CA certificate, click Install CA Certificate. The Manager displays the
Administration | Certificate Management | Install | CA Certificate screen.

Install SSL Certificate with Private Key

Someweb serversexport their SSL certificateswith the private key attached. If you have a PEM-encoded
certificate with a corresponding private key that you want to install, click Install SSL Certificate with
Private Key. The Manager displays the Administration | Certificate Management | Install | SSL
Certificate with Private Key screen.

Install Certificate Obtained via Enrollment

If you want to install a certificate manually that you have obtained by enrolling a certificate request with
aCA, click Install Certificate Obtained via Enroliment. The Manager displays the Administration |
Certificate Management | Install Certificate Obtained via Enrollment screen.
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Administration | Certificate Management | Install | Certificate
Obtained via Enroliment

Once you have enrolled a certificate, you can install it. This screen allows you to install an enrolled
certificate.

Figure 12-42 Administration | Certificate Management | Install |
Certificate Obtained via Enrollment Screen

Zelect a enrollment recquest to nstall

Enrollment Status

| Subject | Issuer Date [Use |Reasun |Methud| Status | Actions
SNCORY A4 0%/05/2001 1D Re- Nlanual In [ View | Lustall| Delete ]
enroll Progress

10.10.95.30 B35 AvSTRoothD5eryCH (08/07/2001 | 551 Se_ SCEP ||Complete |[ View| Activate | Delete ]

Linda3  RSAvSTRootMDSsrvCN 09/07/2001 D Initil |[SCEP  Error LocklBe
submit | Delete ]

=< (7o back and choose a different type of certificate

63188

Enrollment Status Table

For a description of the fields in this table, see the “Enrollment Status Table” section.

<< Go back and choose a different type of certificate

If you do not want to install a certificate that you have obtained via filing an enrollment request with

your CA, click << Go back and choose a different type of certificate. The Manager returns to the
Administration | Certificate Management | Install screen.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Install | Certificate
Type

Choose the method you want to use to install the certificate.

Figure 12-43 Administration | Certificate Management | Install | CA Certificate

Choose the method of mstallation:

o SCEP (Siunple Certificate Enrollment Protocol)
o Cut & Paste Text
o Upload File from Worlcstation

<< Fo back to and choose a different type of certificate

B3172

SCEP (Simple Certificate Enrollment Protocol)
A Y

Note  Thisoption isavailable only for CA certificates.

If you want to install the CA certificate automatically using SCEP, click SCEP (Simple Certificate
Enrollment Protocol). The Manager displays the Administration | Certificate Management | Install |
CA Certificate | SCEP screen. (See Figure 12-44.)

Cut & Paste Text

If you want to cut and paste the certificate using a browser window, click Cut & Paste Text. The
Manager displaysthe Administration | Certificate Management | Install | Certificate Type | Cut & Paste
Text screen. (See Figure 12-45.)

Upload File from Workstation
If your CA certificate is stored in afile, click Upload File from Workstation. The Manager displays

the Administration | Certificate Management | Install | Certificate Type | Upload File from Workstation
screen. (See Figure 12-46.)

<< Go back and choose a different type of certificate

If you do not want to install a CA certificate, click << Go back and choose a different type of
certificate to display the Administration | Certificate Management | Install screen. (See Figure 12-41.)
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Administration | Certificate Management | Install |
CA Certificate | SCEP

In this screen, provide information about the certificate authority in order to retrieve and install a CA
certificate automatically using SCEP.

Figure 12-44 Administration | Certificate Management | Install | CA Certificate | SCEP Screen

Enter the mformation needed to retrieve the CA certificate wa SCEP. Please wait for the operation to
complete.

URL |
CA Descripturl Fequired for some PEI confipurations.

F{etrievel Cancel |

B3173

URL

Enter the URL of the SCEP interface of the CA.

CA Descriptor

Some CAs use descriptors to further identify the certificate. If your CA gave you a descriptor, enter it
here. Otherwise enter a descriptor of your own. You must enter something in this field.

Retrieve / Cancel

Toretrieve a CA certificate from the CA and install it on the VPN 3002, click Retrieve.

Todiscard your entriesand cancel the request, click Cancel. The Manager returnsto the Administration |
Certificate Management screen. (See Figure 12-19.)
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Administration | Certificate Management | Install | Certificate
Type | Cut and Paste Text

To install the certificate using the manual method, cut and paste the certificate text into the Certificate
Text window.

Figure 12-45 Administration | Certificate Management | Install | CA Certificate |
Cut and Paste Text Screen

Paste the C4 certificate text nto the box below.

Certificate Text

Install Cancel

63174

Certificate Text

Paste the PEM or base-64 encoded certificate text from the clipboard into this window.
If you areinstalling an SSL certificate with a private key, include the encrypted private key.

Password
N

Note  Thisfield appears only if you areinstalling an SSL certificate with a private key.

Enter a password for decrypting the private key.

Install / Cancel

To install the certificate on the VPN 3002, click Install.

Todiscard your entriesand cancel therequest, click Cancel. The Manager returnsto the Administration |
Certificate Management screen. (See Figure 12-19.)
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Administration | Certificate Management | Install | Certificate
Type | Upload File from Workstation

If you want to install a certificate stored on your PC, use this screen to upload the certificate file to the
VPN 3002.

Figure 12-46 Administration | Certificate Management | Install | CA Certificate |
Upload File from Workstation Screen

Enter the name of the C4 certificate file.

Filename | Browse... |

Install | Cancel

B3175

Filename / Browse

Enter the name of the CA certificate file that is on your PC. In a Windows environment, enter the
complete pathname using MS-DOS syntax, for example: c:\Temp\certnew.cer. You can also click the
Browse button to open afile navigation window, find the file, and select it.

Password
~

Note  Thisfield appearsonly if you are installing an SSL certificate with a private key.

Enter a password for decrypting the private key.

Install / Cancel

To install the certificate on the VPN 3002, click I nstall.

Todiscard your entriesand cancel the request, click Cancel. The Manager returnsto the Administration |
Certificate Management screen. (See Figure 12-19.)
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Administration | Certificate Management | View

The Manager displays this screen of certificate details when you click View for a certificate on the
Administration | Certificate Management | Certificates screen. The details vary depending on the
certificate content.

The content and format for certificate details are governed by 1TU (International Telecommunication
Union) X.509 standards, specifically RFC 2459. The Subject and Issuer fields conform to ITU X.520.

This screen is read-only; you cannot change any information here.

Figure 12-47 Administration | Certificate Management | View Screen

Subject Issuer
CH=TestCA6-B RA CN=TestCA6-8
OU=Devtest OU=04
O=Cisco Systems O=Cisco
L=Franlklin L=Franklin
SP=h{4 SP=hi4
C=13 =13
Seral ¢ 11 36DC4000100000370
Numher
Signing
Algorithm MD5SWithRSA
Public Key ¢y (1024 bits)
Type
Certificate . . . .
Usage Digital Signature, IMon Eepudiation
n{ps 22:12:65:2E:12B:12:05:B4:49:16:FO0:6E:BA:45:41:7E
Thumbprint
S}{él 46:3C:EZ:0B:0OFtAR:0A:41:05:56:8R:FA:E5:5D:C1:15:04:D1:25:1E
Thumbprint
Validity &/22/2001 at 11:28:38 to 67222002 at 11:38.38
CRL

fCH=TestCAS-8,CIT=2KPDC, CI=CDP,CI=Public Eey

D““"’;‘;‘;‘; Services, CH=Services, CH=Configuration, DC=ga2000, D C=comfobiectclass=cRL DistributionPoint

Back |

63179
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Certificate Fields

A certificate contains some or all of the following fields:
Field Content

Subject The person or system that uses the certificate. For a CA root certificate, the
Subject and Issuer are the same.

| ssuer The CA or other entity (jurisdiction) that issued the certificate.

Subject and Issuer consist of aspecific-to-general identification hierarchy: CN,
OU, O, L, SP, and C. These labels and acronyms conform to X.520
terminology, and they echo the fields on the Administration | Certificate
Management | Enrollment screen.

CN Common Name: the name of aperson, system, or other entity. Thisisthelowest
(most specific) level in the identification hierarchy.

For the VPN 3002 self-signed SSL certificate, the CN is the IP address on the
Ethernet 1 (Private) interface at the time the certificate is generated. SSL
compares this CN with the address you use to connect to the VPN 3002 via
HTTPS, as part of its validation.

ou Organizational Unit: the subgroup within the organization (O).

@] Organization: the name of the company, institution, agency, association, or
other entity.

L Locality: the city or town where the organization is located.

SP State/Province: the state or province where the organization is located.

C Country: the two-letter country abbreviation. These codes conform to SO

3166 country abbreviations.

Serial Number The serial number of the certificate. Each certificate issued by a CA must be
unigue among all certificatesissued by that CA. CRL checking uses this serial
number.

Signing Algorithm The cryptographic algorithm that the CA or other issuer used to sign this
certificate.

Public Key Type The algorithm and size of the certified public key.

Certificate Usage The purpose of the key contained in the certificate, for example: digital
signature, certificate signing, nonrepudiation, key or data encipherment, etc.

MD5 Thumbprint A 128-bit MD5 hash of the complete certificate contents, shown as a 16-byte
string. Thisvalueis unique for every certificate, and it positively identifies the
certificate.

If you question aroot certificate’s authenticity, you can check this value with
the issuer.
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Field Content

SHA1 Thumbprint A 160-hit SHA-1 hash of the complete certificate contents, shown as a 20-byte
string. Thisvalueis unique for every certificate, and it positively identifies the
certificate. If you question a certificate's authenticity, you can check this value
with the issuer.

Validity The time period during which this certificate is valid.

Format isMM/DD/YYYY at HH:MM:SSto MM/DD/YYYY at HH:MM:SS.
Time uses 24-hour notation, and is local system time.

The Manager checks the validity against the VPN 3002 system clock, and it
flags expired certificates in event log entries.

Subject Alternative  The fully qualified domain name for this VPN 3002 that identifiesit in this

Name (Fully PKI1. The alternative nameis an optional additional datafield in the certificate,
Qualified Domain and it provides inter operability with many Cisco 10S and PIX systemsin
Name) LAN-to-LAN connections.

CRL Distribution The distribution point for CRLs from the issuer of this certificate. If this
Point information is included in the certificate in the proper format, and you enable

CRL checking, you do not haveto provide it on the Administration | Certificate
Management | Configure CA Certificate screen.

Back

To return to the Administration | Certificate Management screen, click Back.
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Administration | Certificate Management |
Configure CA Certificate

Certificate

This screen lets you configure this CA certificate to be able to issue identity certificates via SCEP.

Figure 12-48 Administration | Certificate Management | Configure CA Certificate Screen

Certificate ESAv5TR oot DS srwiCH

SCEP Configuration
Enrollment - -
URL |http.,’,.'"| 00.220.0.110:446/p| Enter the TEL for enrollment.
Polling |1 Enter the polling interval in minutes.
Interval
. - l— Enter the masmimum mumber of poling attempts to reach the SCEP
Polling Limit none PEI Enter "none" to set no lunit on the number of attermpts.

Apply | Cancel |

B3261

The certificate for which you are configuring SCEP parameters. This is the name in the Subject field of
the Certificate Authorities table on the Administration | Certificate Management screen.

SCEP Configuration

Enrollment URL

Polling Interval

Enter the URL where the VPN 3002 should send SCEP enrollment requests made to this CA certificate.
The default value of thisfield isthe URL used to download this CA certificate.

If the CA doesnot issuethe certificateimmediately (some CAsrequire manual verification of credentials
and this can take time), the certificate request could enter polling mode. In polling mode, the VPN 3002
re-sends the certificate request to the CA over a specified period until the CA responds or the process
times out.

Enter the number of minutes the VPN 3002 should wait between re-sends. The minimum number of
minutes is 1; the maximum number of minutes is 60. The default valueis 1.
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Polling Limit

Enter the number of times the VPN 3002 should re-send an enrollment request if the CA does not issue
the certificate immediately. The minimum number of re-sends is 0; the maximum number is 100. If you
do not want any polling limit (in other words you want infinite re-sends), enter none.

Apply / Cancel

To configure CRL checking for this certificate, click Apply. The Manager returnsto the Administration |
Certificate Management screen.

To discard your settings, click Cancel. The Manager returns to the Administration |
Certificate Management screen.

Administration | Certificate Management | Renewal

Certificate renewal is a shortcut that allows you to generate an enrollment request based on the content
of an existing certificate.

When you renew acertificate via SCEP, the new certificate does not automatically overwrite the original
certificate. It remains in the Enrollment Request table until the administrator manually activatesit. For
more information on activating certificates, see the “Administration | Certificate Management | Activate
or Re-Submit | Status” section.

Usethisscreen to re-enroll or re-key a certificate. If you re-enroll the certificate, the new certificate uses
the same key pair as the expiring certificate. If you re-key the certificate, it uses a new key pair.

Figure 12-49 Administration | Certificate Management | Renewal

This section allows you to re-enroll or re-key a certificate, so that the VPR 3002 Hardware Client updates its
certficate. The certificate recquest can be sent to a CA, which m tum, sends back a certificate. Please wait for
the operation to finish.

Certificate 5L Certificate

& Re-enrollment Zelect the type of renewal. A re-eanrailment uses the

Renewal Type same key for the certificate. & re-key generates a

 Re-
Re-key new key for the certificate.
Enrollment . .
Method | PKCS10 Request (Manual) J Select the renewal method for this certificate.
Challenge
P d
asswnlr Enter and venfy the challenge password for this
Verify certificate request.
Challenge |
Password
Renew | Cancel |

BE260
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Administration | Certificate Management | Renewal Il

Certificate

This field displays the type of certificate that you are re-enrolling or re-keying.

Renewal Type

Specify the type of request:
» Re-enrollment = Use the same key pair as the expiring certificate.
» Re-key = Useanew key pair.

Enrollment Method

Choose an enrollment method:
» PKCS10 Request (Manual) = Enroll using the manual process.
» Certificate Name via SCEP = Enroll automatically using this SCEP CA.

Challenge Password

Your CA might have given you a password as a means of verifying your identity. If you have a password
from your CA, enter it here.

If you did not receive a password from your CA, choose a password now. You can use this password in
the future to identify yourself to your CA.

Verify Challenge Password

Re-type the challenge password you just entered.

Renew / Cancel

To renew the certificate, click Renew.

To discard your settings, click Cancel. The Manager returns to the Administration |
Certificate Management screen.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Activate or
Re-Submit | Status

This status screen appears after you activate or re-submit an enrollment request. It displays the status of
the request.

If you areinstalling an SSL certificate with a private key, include the encrypted private key.

Figure 12-50 Administration | Certificate Management | Re-submit | Status screen

The enrollment recquest has been resubrmitted.
Status: Bejected.

e« Goto Certificate Management
s iGo to Certificate Errollment
« G0 to Certficate Installation

B3185

Status

- Installed = The CA returned the certificate and it has been added to the certificate store.
» Rejected = The CA refused to issue a certificate.
» Polling = The CA has pended the approval request; or, CA is unavailable.

» Error = There has been an error processing the enrollment request.

Go to Certificate Management

If you want to view the certificate request, click Go to Certificate M anagement. The Manager displays
the Administration | Certificate Management screen.

Go to Certificate Enrollment

If you want to enroll another certificate, click Go to Certificate Enrollment. The Manager displays the
Administration | Certificate Management | Enroll screen. (See Figure 12-35.)

Go to Certificate Installation

If you want to install the certificate you have just enrolled, click Go to Certificate I nstallation. The
Manager displays the Administration | Certificate Management | Install screen. (See Figure 12-41.)

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Delete

The Manager displays this confirmation screen when you click Delete for a certificate on the
Administration | Certificate Management screen. The screen shows the same certificate details as on the

Administration | Certificate Management | View screen.
Please note:

» You must delete CA certificates from the bottom up: server identity first, then subordinate CA, then
root CA certificates last. Otherwise, the Manager displays an error message.

- If the certificate isin use by an SA or referenced in an active enrollment request, the Manager
displays an error message.

Figure 12-51 Administration | Certificate Management | Delete Screen

Subject Issuer
CHN=Limus CN=TestCAG-8
OU=04
0=Cisco
L=Franklin
SP=hi4
C=1Us
Serial ;050508 5000100000481
Number
Signing .
Algorithm MD5WithRSA
Public Key ¢ o (512 pits)
Type
MD5
, F3:FA:EZ:50:7E:61:CE:50:35:31:72:4E:558:58:73:46
Thumbprint
SHAL
. E0:CF:F1:FO:62:4C:8E:4C:19:09:EA:B2:3C:AA:583:1B:91:A3:69:D9
Thumbprint

Validity 2/21/2001 at 16:36:37 to 8/17/2002 at 14:40:00

Di uibCﬁRL JCN=TestCA6-8, CN=2KPDC,CHN=CDP,CH=Public Key
18 ;ni':: Services, CN=Services, CN=Cenfiguration, DC=qa2000 DC=com/objectclass=cRLDistributionPo)

Are you sure you want to delete this certificate?

Yes INo

-
63182

4]

Fields

For a description of the fields in this certificate, see the “ Certificate Fields’ section.

VPN 3002 Hardware Client Reference
[ oL-2855-01 .m



Chapter 12 Administration |

M Administration | Certificate Management | View Enroliment Request

Yes / No

To delete this certificate, click Yes.

Note  Thereisno undo.

The Manager returns to the Administration | Certificate Management screen and shows the remaining
certificates.

To retain this certificate, click No. The Manager returns to the Administration | Certificate Management
screen, and the certificates are unchanged.

Administration | Certificate Management |
View Enrollment Request

This screen allows you to view the details of an enrollment request.

Figure 12-52 Administration | Certificate Management | View Enroliment Request Screen

Subject Issuer

CN=3Snoopy MFA
OU=Eng

O=Clizco

L=Franklin

SP=Ida

C=1T3

Public Eey Type B34 (512 bits)
Request Usage Identity
MDS Thumbprint 20:32:24:43:46:D2:CE:1C:E9:C1:27:32:9B: AB: 50:06
Generated 08/21/2001 172556
Enrollment Type Initial
Enrollment Method Manual/O OB
Enrollment Status In Progress

Back |

E3183
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Enrollment Request Fields

Administration | Certificate Management | View Enrollment Request

An enrollment request contains some or all of the following fields:

Field
Subject

| ssuer

CN

ou

SP

Public Key Type

Request Usage

MD5 Thumbprint

SHA1 Thumbprint

Generated

Content
The person or system that uses the certificate.

The CA or other entity (jurisdiction) from whom the certificate is being
requested.

Subject and Issuer consist of aspecific-to-general identification hierarchy: CN,
OU, O, L, SP, and C. These labels and acronyms conform to X.520
terminology, and they echo the fields on the Administration | Certificate
Management | Enrollment screen.

Common Name: the name of aperson, system, or other entity. Thisisthelowest
(most specific) level in the identification hierarchy.

For the VPN 3002 self-signed SSL certificate, the CN is the IP address on the
Ethernet 1 (Private) interface at the time the certificate is generated. SSL
compares this CN with the address you use to connect to the VPN 3002 via
HTTPS, as part of its validation.

Organizational Unit: the subgroup within the organization (O).

Organization: the name of the company, institution, agency, association, or
other entity.

Locality: the city or town where the organization is located.
State/Province: the state or province where the organization is located.

Country: the two-letter country abbreviation. These codes conform to SO
3166 country abbreviations.

The algorithm and size of the public key that the CA or other issuer used in
generating this certificate.

The type of certificate: Identity or SSL.

A 128-bit MD5 hash of the complete certificate contents, shown as a 16-byte
string. Thisvalueis unique for every certificate, and it positively identifies the
certificate. If you question a certificate’s authenticity, you can check thisvalue
with the issuer.

A 160-bit SHA-1 hash of the complete certificate contents, shown as a 20-byte
string. Thisvalueis unique for every certificate, and it positively identifies the
certificate. If you question a certificate’s authenticity, you can check this value
with the issuer.

The date the request was initiated.

[ oL-2855-01
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Field Content
Enrollment Type The type of enrollment: initial, re-enroll, or re-key.
Enrollment Method  The method of enrollment: SCEP or manual.

Enrollment Status The current status of the enrollment: complete, rejected, error, and so on.

Back

Click Back to display the Administration | Certificate Management screen.

Administration | Certificate Management |
Cancel Enrollment Request

This screen shows you the details of the enrollment request and allows you to cancel it.

You can cancel only a SCEP enrollment request, and you can do so only when the request isin polling
mode. Once a request is cancelled, you can then remove it, re-submit it, or view its details.

Figure 12-53 Administration | Certificate Management | Cancel Enroliment Request Screen

Subject Issuer

CN=Linda 3 CN=ESAvSTRoothD ServiCTT
ou=

0=

1=

SP=

=

Public Key Type EZA (512 bits)
Request Usage Identity
MDS Thumbprint 49:92 :F9:6F:EE:23:CF:F2:9D:56:54:76:79:27:15:74
Generated 0%/07/20071 11:44.00
Enrollment Type Tnitial
Enrollment Method ZCEP
Enrollment Status Folling: 1 attempts

Are you sure vou want to cancel this enrollment recuest?

Yes Mo |

53195
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Administration | Certificate Management | Delete Enroliment Request Il

Fields

For a description of the fields in this enrollment request, see the “Enrollment Request Fields” section.

Yes/ No

To cancel this enrollment request, click Yes.

Note There is no undo.

The Manager returns to the Administration | Certificate Management screen.

To retain this enrollment request, click No. The Manager returns to the Administration | Certificate
Management screen, and the enrollment requests are unchanged.

Administration | Certificate Management |
Delete Enroliment Request

This screen shows you details of the enrollment request and allows you to delete it. Deleting an
enrollment request removes it from the Enrollment Request table (on the Administration | Certificate
Management page) and destroys all record of it.

Figure 12-54 Administration | Certificate Management | Delete Enroliment Request

Subject Issuer

CH=Enoopy A4
OU=Eng

O=Cisco

L=Franlclin

SP=1{a

C=Us

Public Eey Type ES4A (512 bats)
Request Usage Identity
MDS Thumbprint 20:32:24:43:46:D2:CE:1C:E9:C1:27:32:9B: AB: 50:06
Generated 08/21/2001 17:25:56
Enrollment Type Initial
Enrollment Method danual/O OB
Enrollment Status In Progress

Are you sure you want to delete this enrollment recuest?

Yes No

631584
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Fields

For a description of the fields in this enroliment request, see the “Enrollment Request Fields” section.

Yes/ No

To delete this enrollment request, click Yes.

Note There is no undo.

The Manager returns to the Administration | Certificate Management screen and shows the remaining
enrollment requests.

To retain this enrollment request, click No. The Manager returns to the Administration | Certificate
Management screen, and the enrollment requests are unchanged.

VPN 3002 Hardware Client Reference
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Monitoring

Monitoring

The VPN 3002 tracks many statistics and the status of many items essential to system administration and
management. This section of the Manager letsyou view all those statusitems and statistics. You can even
see the state of LEDs that show the status of hardware subsystems in the device. You can also see
statistics that are stored and available in standard MIB-II data objects.

This section of the Manager lets you view VPN 3002 status, sessions, statistics, and event logs.
« Routing Table: current valid routes, protocols, and metrics.

- Filterable Event Log: current event log in memory, filterable by event class, severity, |P address,
etc.

— LiveEvent Log: current event log, continuously updated.
- System Status: current software revisions, uptime, network interfaces, and connection status.
« User Status: current users, login times, uptime

« General Statistics: IPSec, HTTP, Telnet, DNS, SSL, DHCP, SSH, PPPoE, NAT, and MIB-II
statistics for interfaces, TCP/UDP, IP, ICMP, the ARP table, Ethernet traffic, and SNMP.

These Manager screens are read-only “snapshots’ of data or status at the time the screen displays. Most
screens have a Refresh button that you can click to get a fresh snapshot and update the screen, but you
cannot modify the data on the screen.

Figure 13-1 Monitoring Screen
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M Monitoring | Routing Table

Monitoring | Routing Table

This screen shows the VPN 3002 routing table at the time the screen displays.

Figure 13-2 Monitoring | Routing Table Screen

— S
i Poalis |
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I3 Lof D02 55 ot Sk G55 ) S0 L Paraaie [neesface Local 1 1
Refresh To update the screen and its data, click Refresh. The date and time indicate when
the screen was last updated.
Valid Routes The total number of current valid routes that the VPN 3002 knows about. This

number includesall valid routes, and it might be greater than the number of rows
in the routing table, which shows only the best routes with duplicates removed.

Address The packet destination | P address that this route applies to. This addressis
combined with the subnet mask to determine the destination route. 0.0.0.0
indicates the default gateway.

M ask The subnet mask for the destination |P address in the Address field. 0.0.0.0
indicates the default gateway.

Next Hop For remote routes, the | P address of the next system in the path to the destination.
0.0.0.0 indicates alocal route; that is, there is no next hop.

I nterface The VPN 3002 network interface through which traffic moves on this route:
- Private interface
- Publicinterface
Protocol The protocol or source of this routing table entry:
- Static = configured static route.
e Local =loca VPN 3002 interface address.

* ICMP=learned from an ICMP (Internet Control Message Protocol) redirect
message.
« Default = the default gateway.
Age The number of seconds since this route was last updated or otherwise validated.
The age is relative to the screen display time; for example, 25 means the route

was last validated 25 seconds before the screen was displayed. 0 indicates a
static, local, or default route.

Metric The metric, or cost, of thisroute. 1 islowest, 16 is highest.

VPN 3002 Hardware Client Reference
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Monitoring | Filterable Event Log Il

Monitoring | Filterable Event Log

This screen showsthe eventsin the current event log, letsyou filter and display events by variouscriteria,
and lets you manage the event log file. For troubleshooting any system difficulty, or just to examine
details of system activity, consult the event log first.

The VPN 3002 records events in nonvolatile memory, thus the event log persists even if the system is
powered off. It holds 256 events, and it wraps when it isfull (that is, entry 257 overwrites entry 1, etc.).
Use the scroll controls (if present) to display more eventsin the log.

To configure event handling, see the Configuration | System | Events screens.

To Get, Save, or Clear the event log file, you must have Access Rights to Read/Write Files. See the
Administration | Administrators | Modify Properties screen.

Figure 13-3 Monitoring | Filterable Event Log Screen
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Select Filter Options

You can select any or all of the following options for filtering and displaying the event log. After
selecting the option(s), click any one of the four Page buttons. The Manager refreshes the screen and
displays the event log according to your selections.

VPN 3002 Hardware Client Reference
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M Monitoring | Filterable Event Log

Your filter options remain in effect as long as you continue working within and viewing Monitoring |
Filterable Event Log screens. The Manager resets all optionsto their defaultsif you leave and return, or
if you click Filterable Event Log in the left frame of the Manager window (the table of contents). You
cannot save filter options.

Event Class To display all the eventsin asingle event class, click the drop-down menu
button and select the event class. To select a contiguous range of event
classes, select thefirst class in the range, hold down the keyboard Shift key,
and select the last class in the range. To select multiple event classes, select
thefirst class, hold down the keyboard Ctrl key, and select the other classes.
By default, the Manager displays All Classes of events. Table 9-3 under
Configuration | System | Events describes the event classes.

Severities To display all events of a single severity level, click the drop-down menu
button and select the severity level. To select a contiguous range of severity
levels, select the first severity level in the range, hold down the keyboard
Shift key, and select the last severity level in the range. To select multiple
severity levels, select the first severity level, hold down the keyboard Ctrl
key, and select the other severity levels. By default, the Manager displaysAll
severity levels. See Table 9-3 under Configuration | System | Events for an
explanation of severity levels.

Client IP Address To display all eventsrelating to a single |P address, enter the |P addressin
the field using dotted decimal notation; for example, 10.10.1.35. By default,
the Manager displays all 1P addresses. To restore the default, enter 0.0.0.0.

Events/Page To display a given number of events per Manager screen (page), click the
drop-down menu button and select the number. Choices are 10, 25, 50, 100,
250, and AL L . By default, the Manager displays 100 events per screen.

Direction To display eventsin a different chronological order, click the drop-down
menu button and select the order. Choices are:

« Oldest to Newest = Display eventsin actual chronological order, with
oldest events at the top of the screen. Thisis the default selection.

+ Newest to Oldest = Display eventsin reverse chronological order, with
newest events at the top of the screen.

To display the first page (screen) of the event log, click this button. By
First Page [« default, the Manager displays the first page of the event log when you first
open this screen.

To display the previous page (screen) of the event log, click this button.
Previous Page 4

To display the next page (screen) of the event log, click this button.
Next Page ##

To display the last page (screen) of the event log, click this button.

[ ]
Last Page All four Page buttons are also present at the bottom of the screen.

VPN 3002 Hardware Client Reference
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Get Log To download the event log from VPN 3002 memory to your PC and view it
or saveit as atext file, click Get L og. The Manager opens a new browser
window to display the file. The browser address bar shows the VPN 3002
address and log file default filename; for example,
http://10.10. 4.6/ LOE vpn3002| og. t xt .

To save a copy of the log file on your PC, click the File menu on the new
browser window and select Save As.... The browser opens a dialog box that
lets you save the file. The default filename is vpn3002I og. t xt .

Alternatively, you can use the secondary mouse button to click Get L og on
this Monitoring | Filterable Event Log screen. A pop-up menu presents
choices whose exact wording depends on your browser, but among them are:

« Open Link, Open Link in New Window, Open in New Window =
Open and view the file in a new browser window, as above.

« SaveTarget As..., Save Link As.. = Save a copy of thelog file on your
PC. Your system will prompt for a filename and location. The default
filename is vpn3002l0g.txt.

When you are finished viewing or saving the file, close the new browser
window.

Clear Log To clear the current event log from memory, click this button. The Manager
then refreshes the screen and shows the empty log.

A

Caution  The Manager immediately erases the event log
from memory without asking for confirmation.
There is no undo.

Event Log Format

Each entry (record) in the event log consists of eight or nine fields:

Sequence Date Tinme Severity Cl ass/Number Repeat (| PAddress)
String

(The IPAddress field only appears in certain events.)
For example:

3 12/ 06/ 2001 14:37:06.680 SEV=4 HITP/ 47 RPT=17 10.10.1.35
New admi ni strator |ogin: adm n.

Event Sequence The sequential number of the logged entry. Numbering starts or restarts from
1 when the system powers up, when you save the event log, or when you
clear the event log. When the log file wraps after 256 entries, numbering
continues with event 257 overwriting event 1.

Although numbering restarts at 1 when the system powers up, it does not
overwriteexisting entriesin the event log; it appends them. Assuming thelog
doesnot wrap, it could contain several sequencesof eventsstarting at 1. Thus
you can examine events preceding and following reboot or reset cycles.

Event Date The date of the event: MM/DD/YYYY. For example, 12/06/2001 identifies
an event that occurred on December 6, 2001.

[ oL-2855-01
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Event Time The time of the event: hour:minute:second.millisecond. The hour isbased on
a24-hour clock. For example, 14:37:06.680 identifies an event that occurred
at 2:37:06.680 PM.

Event Severity The severity level of the event; for example: SEV=4 identifies an event of
severity level 4. See Table 9-3 under Configuration | System | Events for an
explanation of severity levels.

Event Class’Number  The class—or source—of the event, and the internal reference number
associated with the specific event within the event class. For example:
HTTP/ 47 indicates that an administrator logged in to the VPN 3002 using
HTTP to connect to the Manager. Table 9-3 under Configuration | System |
Events describes the event classes. The internal reference number assists
Cisco support personnel if they need to examine alog file.

Event Repeat The number of times that this specific event has occurred since the VPN
3002 was last booted or reset. For example, RPT=17 indicates that thisisthe
seventeenth occurrence of this specific event.

Event | P address The IP address of the client or host associated with this event. Only certain
events have this field. For tunnel-related events, thisistypically the “outer”
or tunnel endpoint address. In the Event log format example above,
10.10.1.35isthe I P address of the host PC from which admin logged in using
the Manager.

Event String The string, or message, that describes the specific event. Each event class
comprises many possible events, and the string gives a brief description.
Event strings usually do not exceed 80 characters. In the Event log format
example above, “New administrator login: admin” describes the event.

Monitoring | Live Event Log

This screen shows eventsin the current event log and automatically updates the display every 5 seconds.
The events might take a few seconds to load when you first open the screen.

Note for Netscape The live event log requires Netscape version 4.5 or higher. It does not run on other versions of Netscape.

USers. The screen always displays the most recent event at the bottom. Use the scroll bar to view earlier events.

To filter and display events by various criteria, see the Monitoring | Filterable Event Log section above.
S
Note  If you keep this Manager screen open, your administrative session does not time out. Each automatic

screen update resets the inactivity timer. See Session Idle Timeout on the Administration | Access
Rights | Access Settings screen.
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Figure 13-4 Monitoring | Live Event Log Screen

Monitoring | Live EventLog
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Pause Display/Resume Display

Clear Display

To clear the event display, click Clear Display. Thisaction does not clear the event log, only the display
of events on this screen.

Restart

Timer

To pause the display, click Pause Display. While paused, the screen does not display new events, the
button changes to Resume Display, and the timer counts down to 0 and stops. You can still scroll through
the event log. Click the button to resume the display of new events and restart the timer.

To clear the event display and reload the entire event log in the display, click Restart.

The timer counts 5 —4 — 3 -2 — 1 to show where it isin the 5-second refresh cycle. A momentary Rx
indicates receipt of new events. A steady 0 indicates the display has been paused.
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Monitoring | System Status

This screen shows the status of several software and hardware variables at the time the screen displays.
From this screen you can also display the status of the IPSec tunnel SAs, tunnel duration, plus front and
rear panel displays of the VPN 3002.

Figure 13-5 Monitoring | System Status Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

Restore

To restore the screen contentsto their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

VPN 3002 Hardware Client Reference
m. oL-2855-01 |



| Chapter13 Monitoring
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Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

VPN Client Type

The type, or model number, of this VPN 3002 hardware client.

Bootcode Rev

The version name, number, and date of the VPN 3002 bootcode software file. When you boot or reset
the system, the bootcode software runs system diagnostics, and it loads and executes the system software
image. The bootcode isinstalled at the factory, and there is no need to upgrade it. If an engineering
change requires a bootcode upgrade, only Cisco support personnel can do so.

Software Rev

The version name, number, and date of the VPN 3002 Hardware Client system software imagefile. You
can update this image file from the Administration | Software Update screen.

Up Since

The date and time that the VPN 3002 was last booted or reset.

RAM Size

The total amount of SDRAM memory installed in the VPN 3002.

Disconnect Now

Disconnects the tunnel.

Connect Now

Connects the tunnel.

Assigned IP Address

The IP address assigned to the VPN 3002 by the central-site VPN Concentrator when PAT mode is
enabled. Thisfield isnot displayed when the VPN 3002 isrunning in Network Extension mode, because
the central-site VPN Concentrator does not assign an | P address to the VPN 3002 in Network Extension
mode.

VPN 3002 Hardware Client Reference
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Tunnel Established to

The IP address of the VPN Concentrator to which this VPN 3002 connects.

Duration
The length of time that this tunnel has been up.
Tunnel Type
The type of tunnel and port. Possible types are |PSec, |PSec over TCP, |PSec over UDP, or |PSec over
NAT-T.
Security Associations
This table describes the following attributes of the SAs for this VPN 3002.
Type
The type of tunnel for this SA, either IPSec or IKE (the control tunnel).
Remote Address
Network/subnet mask for this split-tunneled SA.
Encryption

The encryption method this SA uses.

Authentication

The authentication method this SA uses.

Octets In

The number of octets (bytes) this SA has received since the tunnel has been up.
Octets Out

The number of octets (bytes) this SA has sent since the tunnel has been up.
Packets In

The number of packets this SA has received since the tunnel has been up.

VPN 3002 Hardware Client Reference
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Packets Out

Other

Front Panel

Back Panel

Monitoring | System Status | Private/Public Interface

The number of packets this SA has sent since the tunnel has been up.

Additional information about this SA, including mode.

The front panel image is an inactive link.

The back panel image includes active linksfor the VPN 3002 private and publicinterfaces Use the mouse
pointer to select either the private or public module on the back-panel image and click anywhere in the
highlighted area. The Manager displays the appropriate Monitoring | System Status | Interface screen.

Monitoring | System Status | Private/Public Interface

This screen displays status and statistics for a VPN 3002 Ethernet interface. To configure an interface,
see Configuration | Interfaces.

Figure 13-6 Monitoring | System Status | Public Interface Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle'strip odometer, versus the regular odometer.

Restore

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Back

To return to the Monitoring | System Status screen, click Back.

Interface

The VPN 3002 Ethernet interface number:
« Private interface

« Publicinterface

IP Address

The IP address configured on this interface.

Status

The operational status of this interface:
« UP (UP/DHCP, UP/PPPOE) = configured and enabled, ready to pass data traffic.
» Waiting for DHCP/PPPoE = configured and enabled, waiting for negotiations to complete.
- Disabled = configured but disabled.
- DOWN (DOWN/DHCP, DOWN/PPPOE) = configured but
» Testing = in test mode; no regular data traffic can pass.

- Dormant = configured and enabled but waiting for an external action, such as an incoming
connection.

VPN 3002 Hardware Client Reference
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» Not Present = missing hardware components.
» Lower Layer Down = not operational because a lower-layer interface is down.

» Unknown = not configured.

Rx Unicast
The number of unicast packets that were received by thisinterface since the VPN 3002 was last booted
or reset. Unicast packets are those addressed to a single host.

Tx Unicast
The number of unicast packets that were routed to this interface for transmission since the VPN 3002

was last booted or reset, including those that were discarded or not sent. Unicast packets are those
addressed to a single host.

Rx Multicast

The number of multicast packetsthat were received by thisinterface since the VPN 3002 was last booted
or reset. Multicast packets are those addressed to a specific group of hosts.

Tx Multicast

The number of multicast packets that were routed to this interface for transmission since the VPN 3002
was last booted or reset, including those that were discarded or not sent. Multicast packets are those
addressed to a specific group of hosts.

Rx Broadcast
The number of broadcast packets that werereceived by thisinterface since the VPN 3002 was last booted
or reset. Broadcast packets are those addressed to all hosts on a network.

Tx Broadcast
The number of broadcast packets that were routed to this interface for transmission since the VPN 3002

was last booted or reset, including those that were discarded or not sent. Broadcast packets are those
addressed to all hosts on a network.

VPN 3002 Hardware Client Reference
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This section displays statistics for devices behind the VPN 3002 Hardware Client.
Figure 13-7 Monitoring | User Status screen
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Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last

updated.

Cisco IP Phone Bypass Enabled/Disabled

Indicates whether the Cisco |P Phone Bypass feature is enabled or disabled for the VPN 3002. This
feature is enabled or disabled for the group on the VPN Concentrator to which the VPN 3002 belongs.
For more information, see Configuration | User Management | Base Group/Groups, Hardware Client tab

for the VPN Concentrator.

Username

The username for the session.

IP Address

The IP address of the device logged in behind the VPN 3002.

MAC Address

The MAC address for the device logged in behind the VPN 3002.

Login Time

The date and time of day when the user logged in to the VPN 3002.
Duration

The length of time that the user has been logged in; the format is hh:mm:ss.
Actions

Possible actions: Ping and Logout.
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Monitoring

Monitoring | Statistics

Monitoring | Statistics

This section of the Manager shows statistics for traffic and activity on the VPN 3002 since it was last
booted or reset, and for current tunneled sessions, plus statistics in standard MIB-I1 objects for
interfaces, TCP/UDP, IR, ICMP, the ARP table, and SNMP.

I PSec: total Phase 1 and Phase 2 tunnels, received and transmitted packets, failures, drops, etc.
HTTP: total datatraffic and connection statistics.

Telnet: total sessions, and current session inbound and outbound traffic.

DNS: total requests, responses, timeouts, etc.

SSL: total sessions, encrypted vs. unencrypted traffic, etc.

DHCP: leased addresses, duration, etc.

SSH: total and active sessions, bytes and packets sent and received, etc.

PPPOE: session ID, server name, duration, etc.

NAT: sessions; inbound and outbound packets; source, destination and translated | P addresses and
ports; sessiontype

MIB-I1 Stats: interfaces, TCP/UDP, IP, ICMP, the ARP table, Ethernet, and SNMP.

Figure 13-8 Monitoring | Statistics Screen
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Monitoring | Statistics | IPSec

This screen shows statisticsfor | PSec activity, including the current |PSec tunnel, on the VPN 3002 since
it was last booted or reset. These statistics conform to the IETF draft for the IPSec Flow Monitoring

MIB.

Figure 13-9 Monitoring | Statistics | IPSec Screen

iy | Simliuiics | PHac
IEF {Pluise 1) Srstisniis
Azitre Tannel
Tainl Tennels
Rerrpoed Fytex
fermt [fivreg
Ereenwd Parkieis
Yol Packem
Reremred For losor Droppe|
Setil P beiw Dipsppeed
Eeeivel Fotilles
Hrmn Maaiflea
et erved Plisae . 2 Fuleuges
Fewd Pl 1 Eu lianges
[mvalidl Pliase- I Eov hamges il
liivalel Plivse-2 Exi liaiges Selil
Efuim i Flirgivinl Plie-2 i haingse s
Poo e vl Sl Plaivise- 2 Ewr luaiages
Fliide-1 53 Dalete Begidii Feosied
Pluie-2 54 Dalete Eaqusdls Saunl
lmiigii el Tusseki
Failed Imiiiaied Timeh
Falledl Remoie Tannek
Arilwiniie ol Failiiiea
Dherrypiimm Fodares
Honk Valslvizon Failhmes
Nywivms Capabdicy Failinesy
Feni-5 & Frojhrex

et

Lol

t

LIT RIS s

T = s R e R R
in s o et

Hisuirt g Aoliaal D
[Phex {Ploise I Samierics

Active Tanneks 1
Tnizl Tuennels i
Erverred Fyies k]
Seequt ffiviee rdiet
Hereped P losor 4
Seni P leis i3
Rereeved Porlosor Dvopped i

Hereived Paclosir Drspped (Ann-Beplayy D

femr Prarkiear Dysped u

Enbssanad] Ao Besnathe s e il
Fodlinm] 1nsbwimmma] Annn B nani omoes i}
Cripfaimna] Laledil oidiig i
Fiaikie] Oriilomiel Awilei i ntiens 1
Diecryp s 4

il D iy thssass 1]

o iy ligiss 3

Faiked Eiidivjeliaiss 0
Sxitein Copabiliny Fullaie n
Pha- 5.5 Failitied i}

Proiecul Use Fatlitiea o

[

Reset

To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the

chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle'strip odometer, versus the regular odometer.

Restore

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.
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Monitoring | Statistics | IPSec W

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

IKE (Phase 1) Statistics

This table provides IPSec Phase 1 (IKE: Internet Key Exchange) global statistics. During |PSec
Phase 1 (IKE), the two peers establish control tunnels through which they negotiate Security
Associations.

Active Tunnels

The number of currently active IKE control tunnels.

Total Tunnels

The cumulative total of all currently and previously active IKE control tunnels.

Received Bytes

The cumulative total of bytes (octets) received by all currently and previously active IKE tunnels.

Sent Bytes

The cumulative total of bytes (octets) sent by all currently and previously active IKE tunnels.

Received Packets

The cumulative total of packets received by all currently and previously active IKE tunnels.

Sent Packets

The cumulative total of packets sent by all currently and previously active IKE tunnels.

Received Packets Dropped

The cumulative total of packets that were dropped during receive processing by all currently and
previously active IKE tunnels. If there is a problem with the content of a packet, such as hash failure,
parsing error, or encryption failure, received in Phase 1 or the negotiation of Phase 2, the system drops
the packet. This number should be zero or very small; if not, check for misconfiguration.

Sent Packets Dropped

The cumulativetotal of packetsthat were dropped during send processing by all currently and previously
active IKE tunnels. This number should be zero; if not, check for a network problem, check the event
log for an internal subsystem failure, or contact Cisco support.

VPN 3002 Hardware Client Reference
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Received Notifies

The cumulative total of notify packets received by all currently and previously active IKE tunnels. A
notify packet isan informational packet that is sent in response to a bad packet or to indicate status; for
example, error packets, keepalive packets, etc.

Sent Notifies

The cumulative total of notify packets sent by all currently and previously active IKE tunnels. See
comments for Received Notifies above.

Received Phase-2 Exchanges
The cumulative total of IPSec Phase-2 exchanges received by all currently and previously active IKE
tunnels; that is, the total of Phase-2 negotiations received that were initiated by a remote peer. A
complete exchange consists of three packets.

Sent Phase-2 Exchanges

The cumulative total of IPSec Phase-2 exchanges that were sent by all currently and previously active
and IKE tunnels; that is, the total of Phase-2 negotiations initiated by this VPN 3002.

Invalid Phase-2 Exchanges Received

The cumulative total of 1PSec Phase-2 exchanges that were received, found to be invalid because of
protocol errors, and dropped, by all currently and previously active IKE tunnels. In other words, the total
of Phase-2 negotiations that were initiated by aremote peer but that this VPN 3002 dropped because of
protocol errors.

Invalid Phase-2 Exchanges Sent

The cumulative total of 1PSec Phase-2 exchanges that were sent and were found to be invalid, by all
currently and previously active IKE tunnels.

Rejected Received Phase-2 Exchanges
The cumulative total of |PSec Phase-2 exchanges that were initiated by a remote peer, received, and

rejected by all currently and previously active IKE tunnels. Rejected exchanges indicate policy-related
failures, such as configuration problems.

Rejected Sent Phase-2 Exchanges

The cumulative total of 1PSec Phase-2 exchanges that were initiated by this VPN 3002, sent, and
rejected, by all currently and previously active IKE tunnels. See comment above.

Phase-2 SA Delete Requests Received

The cumulative total of requeststo delete | PSec Phase-2 Security Associations received by all currently
and previously active IKE tunnels.
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Phase-2 SA Delete Requests Sent

The cumulative total of requests to delete IPSec Phase-2 Security Associations sent by all currently and
previously active IKE tunnels.

Initiated Tunnels

The cumulative total of IKE tunnels that this VPN 3002 initiated.

Failed Initiated Tunnels

The cumulative total of IKE tunnels that this VPN 3002 initiated and that failed to activate.

Failed Remote Tunnels

The cumulative total of IKE tunnels that remote peers initiated and that failed to activate.

Authentication Failures

The cumulative total of authentication attempts that failed, by all currently and previously active IKE
tunnels. Authentication failures indicate problems with preshared keys, digital certificates, or user-level
authentication.

Decryption Failures

The cumulative total of decryptionsthat failed, by all currently and previously active IKE tunnels.

Hash Validation Failures

The cumulative total of hash validations that failed, by all currently and previously active IKE tunnels.
Hash validation failures usually indicate misconfiguration or mismatched preshared keys or digital
certificates.

System Capability Failures

The cumulative total of system capacity failures that occurred during processing of all currently and
previously active IKE tunnels. These failures indicate that the system has run out of memory, or that the
tunnel count exceeds the system maximum.

No-SA Failures

The cumulative total of nonexistent-Security Association failures that occurred during processing of all
currently and previously active IKE tunnels. These failures occur when the system receives a packet for
which it has no Security Association, and might indicate synchronization problems.

VPN 3002 Hardware Client Reference
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IPSec (Phase 2) Statistics

This table provides |PSec Phase 2 global statistics. During |PSec Phase 2, the two peers negotiate
Security Associations that govern traffic within the tunnel.

Active Tunnels

The number of currently active | PSec Phase-2 tunnels.

Total Tunnels

The cumulative total of all currently and previously active |PSec Phase-2 tunnels.

Received Bytes
The cumulative total of bytes (octets) received by all currently and previously active IPSec Phase-2

tunnels, before decompression. In other words, total bytes of |PSec-only data received by the |PSec
subsystem, before decompressing the | PSec payload.

Sent Bytes
The cumulative total of bytes (octets) sent by all currently and previously active |PSec Phase-2 tunnels,

after compression. In other words, total bytes of |PSec-only data sent by the |PSec subsystem, after
compressing the IPSec payload.

Received Packets

The cumulative total of packets received by all currently and previously active |PSec Phase-2 tunnels.

Sent Packets

The cumulative total of packets sent by all currently and previously active IPSec Phase-2 tunnels.

Received Packets Dropped

The cumulative total of packets dropped during receive processing by all currently and previously active
IPSec Phase-2 tunnels, excluding packets dropped due to anti-replay processing. If there is a problem
with the content of a packet, the system drops the packet. This number should be zero or very small; if
not, check for misconfiguration.

Received Packets Dropped (Anti-Replay)

The cumulative total of packets dropped during receive processing due to anti-replay errors, by all
currently and previously active | PSec Phase-2 tunnels. If the sequence number of a packet isaduplicate
or out of bounds, there might be a faulty network or a security breach, and the system drops the packet.
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Sent Packets Dropped
The cumulative total of packets dropped during send processing by all currently and previously active

I PSec Phase-2 tunnels. This number should be zero; if not, check for anetwork problem, check the event
log for an internal subsystem failure, or contact Cisco support.

Inbound Authentications

The cumulative total number of inbound individual packet authentications performed by all currently
and previously active |PSec Phase-2 tunnels.

Failed Inbound Authentications
The cumulative total of inbound packet authenticationsthat failed, by all currently and previously active

IPSec Phase-2 tunnels. Failed authentications could indicate corrupted packets or a potential security
attack (“man in the middle”).

Outbound Authentications

The cumulative total of outbound individual packet authentications performed by all currently and
previously active |PSec Phase-2 tunnels.

Failed Outbound Authentications
The cumulative total of outbound packet authentications that failed, by all currently and previously

active | PSec Phase-2 tunnels. This number should be zero or very small; if not, check the event log for
an internal IPSec subsystem problem.

Decryptions

The cumulative total of inbound decryptions performed by all currently and previously active |PSec
Phase-2 tunnels.

Failed Decryptions

The cumulative total of inbound decryptions that failed, by all currently and previously active |PSec
Phase-2 tunnels. This number should be zero or very small; if not, check for misconfiguration.

Encryptions

The cumulative total of outbound encryptions performed by all currently and previously active IPSec
Phase-2 tunnels.

Failed Encryptions

The cumulative total of outbound encryptions that failed, by all currently and previously active | PSec
Phase-2 tunnels. This number should be zero or very small; if not, check the event log for an internal
I PSec subsystem problem.
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System Capability Failures

The total number of system capacity failures that occurred during processing of all currently and
previously active |PSec Phase-2 tunnels. These failures indicate that the system has run out of memory
or some other critical resource; check the event log.

No-SA Failures

The cumulative total of nonexistent-Security Association failures which occurred during processing of

all currently and previously active |PSec Phase-2 tunnels. These failures occur when the system receives

an | PSec packet for which it has no Security Association, and might indicate synchronization problems.
Protocol Use Failures

The cumulative total of protocol use failures that occurred during processing of all currently and
previously active IPSec Phase-2 tunnels. These failures indicate errors parsing 1PSec packets.

Monitoring | Statistics | HTTP

This screen shows statistics for HTTP activity on the VPN 3002 since it was last booted or reset.

To configure system-wide HTTP server parameters, see the Configuration | System | Management |
Protocols | HTTP screen.

Figure 13-10 Monitoring | Statistics | HTTP Screen
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Reset

Restore

Refresh

Monitoring | Statistics |[HTTP

To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle'strip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Octets Sent/Received

The total number of HTTP octets (bytes) sent or received since the VPN 3002 was last booted or reset.

Packets Sent/Received

The total number of HTTP packets sent or received since the VPN 3002 was last booted or reset.

Packets Sent Sockets/Sessions

Active

Peak

Total

The number of HTTP connections for the VPN 3002.

The number of currently active HTTP connections on the VPN 3002.

The maximum number of HTTP connections that were simultaneously active on the VPN 3002 since it
was last booted or reset.

The total number of HTTP connections on the VPN 3002 since it was last booted or reset.
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HTTP Sessions
This section provides information about HT TP sessions on the VPN 3002 since it was last booted or
reset.

Login Name

The name of the administrative user for the HTTP session.

IP Address

The IP address of administrative user for the HTTP session.
Login Time

The time when the HTTP session began.
Encryption

The encryption method used in the HTTP session.

Octets Sent/Received

Number of octets sent or received during the HT TP session.

Packets Sent/Received

Number of packets sent or received during the HTTP session.

Sockets Active
The number of currently active sockets for the HT TP session.
Sockets Peak
The maximum number of sockets simultaneously active during the HTTP session.
Sockets Total
The total number of sockets active during the HTTP session.
Max Connections

The maximum number of concurrent HT TP connections for the VPN 3002 since it was last rebooted or
reset.

VPN 3002 Hardware Client Reference
m. oL-2855-01 |



| Chapter 13

Monitoring

Monitoring | Statistics | Telnet

Monitoring | Statistics | Telnet

Reset

Restore

Refresh

This screen shows statistics for Telnet activity on the VPN 3002 since it was last booted or reset, and for
current Telnet sessions.

To configure the VPN 3002 Telnet server, see the Configuration | System | Management Protocols |
Telnet screen.

Figure 13-11 Monitoring | Statistics | Telnet Screen
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To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
is like that of avehicle's trip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Active Sessions

The number of active Telnet sessions. The Telnet Sessions table shows statistics for these sessions.
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Attempted Sessions

The total number of attempts to establish Telnet sessions on the VPN 3002 since it was last booted or
reset.

Successful Sessions

The total number of Telnet sessions successfully established on the VPN 3002 since it was last booted
or reset.

Telnet Sessions

This table shows statistics for active Telnet sessions on the VPN 3002. Each active session is a row.

Client IP Address:Port

The IP address and TCP source port number of the remote Telnet client for this session.

Inbound Octets Total

The total number of Telnet octets (bytes) received by this session.

Inbound Octets Command

The number of octets (bytes) containing Telnet commands or options, received by this session.

Inbound Octets Discarded

The number of Telnet octets (bytes) received and dropped during input processing by this session.

Outbound Octets Total

The total number of Telnet octets (bytes) transmitted by this session.

Outbound Octets Dropped

The number of outbound Telnet octets dropped during output processing by this session.
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Monitoring | Statistics | DNS

Monitoring | Statistics | DNS

This screen shows statistics for DNS (Domain Name System) activity on the VPN 3002 since it was last
booted or reset.

To configure the VPN 3002 to communicate with DNS servers, see the Configuration | System | Servers
| DNS screen.

Figure 13-12 Monitoring | Statistics | DNS Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

Restore
To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh
To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Requests
The total number of DNS queries the VPN 3002 made since it was last booted or reset. This number
equal sthe sum of the numbersin the Responses, Timeouts, Server Unreachable and Other Failuresfields
(the four fields that follow).

Responses
The number of DNS queries that were successfully resolved.

[ oL-2855-01
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Timeouts

The number of DNS queries that failed because there was no response from the server.

Server Unreachable

The number of DNS queries that failed because, according to the VPN 3002 routing table, the address
of the server is not reachable.

Other Failures

The number of DNS queries that failed for an unspecified reason.

Monitoring | Statistics | SSL

This screen shows statistics for SSL (Secure Sockets Layer) protocol traffic on the VPN 3002 since it
was last booted or reset.

To configure SSL, see Configuration | System | Management Protocols | SSL.

Figure 13-13 Monitoring | Statistics | SSL Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle'strip odometer, versus the regular odometer.

Restore

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

VPN 3002 Hardware Client Reference
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Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Unencrypted Inbound Octets

The number of octets (bytes) of inbound traffic output by the decryption engine.

Encrypted Inbound Octets

The number of octets (bytes) of encrypted inbound traffic sent to the decryption engine. This number
includes negotiation traffic.

Unencrypted Outbound Octets

The number of unencrypted outbound octets (bytes) sent to the encryption engine.

Encrypted Outbound Octets

The number of octets (bytes) of outbound traffic output by the encryption engine. This number includes
negotiation traffic.

Total Sessions

The total number of SSL sessions.

Active Sessions

The number of currently active SSL sessions.

Max Active Sessions

The maximum number of SSL sessions simultaneously active at any one time.

VPN 3002 Hardware Client Reference
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Monitoring | Statistics | DHCP

Reset

Restore

Refresh

This screen shows statistics for DHCP (Dynamic Host Configuration Protocol) server activity on the
VPN 3002 since it was | ast booted or reset. Each row of the table shows datafor each | P address handed
out to aDHCP client (PC) on the VPN 3002 private network.

To configure the DHCP server, see Configuration | System | IP Routing | DHCP.

Figure 13-14 Monitoring | Statistics | DHCP Screen
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To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle’strip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Active Leases

The number of DHCP |eases currently active.

Maximum Active Leases

The maximum number of DHCP leases simultaneously active at any one time.

VPN 3002 Hardware Client Reference
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Timeouts

The number of DHCP queries that failed because there was no response from the server.
Pool Start

The IP address at the start of the DHCP IP address pool.
Pool End

The IP address at the end of the DHCP | P address pool.

Leased IP Address

The IP address leased from the DHCP server by the remote client.

Time Left
The time remaining until the current | P address lease expires, shown as HH:MM:SS.

MAC Address
The hardwired MAC (Medium Access Control) address of the interface, in 6-byte hexadecimal notation,
that maps to the P Address.

Host Name

The name of the DHCP client (PC) on this interface.

VPN 3002 Hardware Client Reference
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Monitoring | Statistics | SSH

Reset

Restore

Refresh

This screen shows statistics for SSH (Secure Shell) protocol traffic on the VPN 3002 since it was last
booted or reset.

To configure SSH, see Configuration | System | Management Protocols | SSH.

Figure 13-15 Monitoring | Statistics | SSH Screen
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To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle'strip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Octets Sent/Received

The total number of SSH octets (bytes) sent/received since the VPN 3002 was last booted or reset.
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Packets Sent/Received

The total number of SSH packets sent/received since the VPN 3002 was last booted or reset.

Active Sessions

The number of currently active SSH sessions.

Maximum Sessions

The maximum number of simultaneously active SSH sessions on the VPN 3002.

Total Sessions

The total number of SSH sessions since the VPN 3002 was last booted or reset.

SSH Sessions

Presents details on SSH sessions.

Login Name

The name of the administrator using the session.

Remote IP Address:Port

The remote | P address for the session.

Login Time

The time of day when the login for the session occurred.

Encryption

The type of encryption algorithm used for the session.

Octets Sent/Received

The number of octets sent and received during the session.

Packets Sent/Received

The number of packets sent and received during the session.

VPN 3002 Hardware Client Reference
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Monitoring | Statistics | NAT

This screen shows statistics for NAT (Network Address Translation) activity on the VPN 3002 since it
was last booted or reset.

Figure 13-16 Monitoring | Statistics | NAT screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
is like that of avehicle'strip odometer, versus the regular odometer.

Restore
To restore the screen contentsto their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Packets In/Out

Thetotal of NAT packets inbound and outbound since the last time the VPN 3002 was rebooted or reset.

VPN 3002 Hardware Client Reference
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Translations Active

The number of currently active NAT sessions.

Translations Peak

The maximum number of NAT sessions that were simultaneously active on the VPN 3002 since it was
last booted or reset.

Translations Total

The total number of NAT sessions on the VPN 3002 since it was last booted or reset.

NAT Sessions

The following sections provide detailed information about active NAT sessions on the VPN 3002.

Source IP Address/Port

The source | P address and port for the NAT session.

Destination IP Address/Port

The destination | P address and port for the NAT session.

Translated IP Address/Port

Thetranslated | P address and port for the NAT session. The VPN3002 uses this port number to keep track
of which devices initiate data transfer; by keeping this record, the VPN 3002 is able to correctly route

responses.
Direction
The direction, inbound or outbound, of the data transferred for the NAT session.
Age
The number of half seconds remaining until the NAT session times out.
Type

The type of packets for the NAT session. The possible types are:
e TCP NAT session
» UDP NAT session
e FTP session

e TFTP session

VPN 3002 Hardware Client Reference
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« NetBIOS over TCP Proxy

« NetBIOS over UDP Proxy

» NetBIOS Datagram Service

« No Port Mapping (ICMP)

- H.323 Proxies

RAS (Registration, Admission and Status) Proxy for a GateK eeper

ILS Proxy (Internet Locator Services) Proxy for an ILS server
H.225 (H.225 signalling protocol) Proxy
H.245 (H.245 control protocol) Proxy

Translated Bytes/Packets

The total number of translated bytes and packets for the NAT session.

Monitoring | Statistics | PPPoE

This screen shows statistics for PPPoE (PPP over Ethernet) activity on the VPN 3002 since it was last

booted or reset.

Figure 13-17 Monitoring | Statistics | PPPOE Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle'strip odometer, versus the regular odometer.

Restore

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you

previously clicked the Reset icon.
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Refresh

User Name

Session ID

Monitoring | Statistics | PPPoE Il

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

The username for the PPPOE session.

The D for the session assigned by the | SP. The Session ID combined with the Access Concentrator MAC
Address (see below) uniquely identifies the PPPoE session.

PPPoE Access Concentrator

MAC Address

Server Name

Duration

The device your Internet Service Provider (1SP) uses to manage PPPoE traffic. Fields include Session
ID, MAC Address, and Server Name. These fields have entries only if a PPPOE session is established.

The MAC (Medium Access Control) address of the PPPoE A ccess Concentrator, in 6-byte hexadecimal
notations.

The name of the server for the PPPoE Access Concentrator.

The amount of time that this PPPoE session has been up, in the format hh:mm:ss.

PADI Timeouts

The number of PPPOE Active Discovery Initiation packets for which the VPN 3002 received no
response.

PADR Timeouts

The number of PPPoE Active Discovery Request packets for which the VPN 3002 received no response.

[ oL-2855-01
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Multiple PADO Rx

The number of multiple PPPoE Active Discovery Offer packets received, that is, the number of times
more than one PPPOE access concentrator responded to the PADI the VPN 3002 sent.

PADT Rx

The number of PPPOE Active Discovery Terminate packets received.

PADT Tx

The number of PPPOE Active Discovery Terminate packets sent.

Generic Errors Rx

The number of errors received during the PPPOE session.

Malformed Packets Rx

The number of malformed packets received during the PPPOE session.

VPN 3002 Hardware Client Reference
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Monitoring | Statistics | MIB-II

This section of the Manager lets you view statistics that are recorded in standard MIB-11 objects on the
VPN 3002. MIB-II (Management Information Base, version 2) objects are variables that contain data
about the system. They are defined as part of the Simple Network Management Protocol (SNMP); and
SNM P-based network management systems can query the VPN 3002 to gather the data.

Each subsequent screen displays the data for a standard MIB-I1 group of objects:
» Interfaces: packets sent and received on network interfaces and VPN tunnels.

« TCP/UDP: Transmission Control Protocol and User Datagram Protocol segments and datagrams
sent and received, etc.

« |P: Internet Protocol packets sent and received, fragmentation and reassembly data, etc.

« |CMP: Internet Control Message Protocol ping, timestamp, and address mask requests and replies,
etc.

« ARP Table: Address Resolution Protocol physical (MAC) addresses, |P addresses, and mapping
types.

- Ethernet: errors and collisions, MAC errors, etc.

- SNMP: Simple Network Management Protocol requests, bad community strings, parsing errors, etc.

To configure and enable the VPN 3002 SNMP server, see the Configuration | System | Management
Protocols | SNMP screen.

Figure 13-18 Monitoring | Statistics | MIB-1l Screen
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Monitoring | Statistics | MIB-II | Interfaces

This screen shows statisticsin MIB-11 objectsfor VPN 3002 interfaces since the system was last booted
or reset.

Figure 13-19 Monitoring | Statistics | MIB-Il | Interfaces Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.
Restore
To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.
Refresh
To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.
Interface
The VPN 3002 interface:
» Private
» Public
Status

The operational status of this interface:
- UP (UP/DHCP, UP/PPPOE)= configured and enabled, ready to pass data traffic.
» Waiting for DHCP/PPPoE = configured and enabled, ready to pass data traffic.

VPN 3002 Hardware Client Reference
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- Disabled = configured by disabled.
- DOWN(DOWN/DHCP, DOWN/PPPOE) = configured but down.
» Testing = in test mode; no regular data traffic can pass.

« Dormant = configured and enabled but waiting for an external action, such as an incoming
connection.

« Not Present = missing hardware components.
» Lower Layer Down = not operational because a lower-layer interface is down.

» Unknown = not configured.

Unicast In

The number of unicast packets that were received by thisinterface. Unicast packets are those addressed
to asingle host.

Unicast Out

The number of unicast packets that were routed to this interface for transmission, including those that
were discarded or not sent. Unicast packets are those addressed to a single host.

Multicast In

The number of multicast packets that were received by this interface. Multicast packets are those
addressed to a specific group of hosts.

Multicast Out

The number of multicast packets that were routed to this interface for transmission, including those that
were discarded or not sent. Multicast packets are those addressed to a specific group of hosts.

Broadcast In

The number of broadcast packets that were received by this interface. Broadcast packets are those
addressed to all hosts on a network.

Broadcast Out

The number of broadcast packets that were routed to thisinterface for transmission, including those that
were discarded or not sent. Broadcast packets are those addressed to all hosts on a network.

VPN 3002 Hardware Client Reference
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Monitoring | Statistics | MIB-1l | TCP/UDP

This screen shows statisticsin MIB-11 objects for TCP and UDP traffic on the VPN 3002 since it was
last booted or reset. RFC 2012 defines TCP MIB objects, and RFC 2013 defines UDP MIB objects.

Figure 13-20 Monitoring | Statistics | MIB-Il | TCP/UDP Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle'strip odometer, versus the regular odometer.

Restore

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

TCP Segments Received

Thetotal number of segments received, including those received in error and those received on currently
established connections. Segment is the official TCP name for what is casually called a data packet.

VPN 3002 Hardware Client Reference
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TCP Segments Transmitted
The total number of segments sent, including those on currently established connections but excluding

those containing only retransmitted bytes. Segment is the official TCP name for what is casually called
a data packet.

TCP Segments Retransmitted
Thetotal number of segments retransmitted; that is, the number of TCP segments transmitted containing

one or more previously transmitted bytes. Segment is the official TCP name for what is casually called
a data packet.

TCP Timeout Min

The minimum value permitted for TCP retransmission timeout, measured in milliseconds.

TCP Timeout Max

The maximum value permitted for TCP retransmission timeout, measured in milliseconds.

TCP Connection Limit
Thelimit on the total number of TCP connections that the system can support. A value of - 1 meansthere

isno limit.

TCP Active Opens

The number of TCP connections that went directly from an unconnected state to a
connection-synchronizing state, bypassing the listening state. These connections are allowed, but they
are usually in the minority.

TCP Passive Opens

The number of TCP connections that went from alistening state to a connection-synchronizing state.
These connections are usually in the majority.

TCP Attempt Failures

The number of TCP connection attempts that failed. Technically thisis the number of TCP connections
that went to an unconnected state, plus the number that went to a listening state, from a
connection-synchronizing state.

VPN 3002 Hardware Client Reference
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TCP Established Resets

The number of established TCP connections that abruptly closed, bypassing graceful termination.

TCP Current Established

The number of TCP connections that are currently established or are gracefully terminating.

UDP Datagrams Received

The total number of UDP datagrams received. Datagram is the official UDP name for what is casually
called a data packet.

UDP Datagrams Transmitted

Thetotal number of UDP datagrams sent. Datagram is the official UDP name for what is casually called
a data packet.

UDP Errored Datagrams

The number of received UDP datagrams that could not be delivered for reasons other than the lack of an
application at the destination port (UDP No Port). Datagram is the official UDP name for what is
casually called a data packet.

UDP No Port

The total number of received UDP datagrams that could not be delivered because there was no

application at the destination port. Datagram is the official UDP name for what is casually called a data
packet.
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Monitoring | Statistics | MIB-II | IP

This screen shows statisticsin MIB-11 objects for | P traffic on the VPN 3002 since it was last booted or
reset. RFC 2011 defines IP MIB objects.

Figure 13-21 Monitoring | Statistics | MIB-II | IP Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle'strip odometer, versus the regular odometer.

Restore

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.
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Packets Received (Total)

The total number of IP data packets received by the VPN 3002, including those received with errors.

Packets Received (Header Errors)

The number of |IP data packets received and discarded due to errorsin IP headers, including bad
checksums, version number mismatches, other format errors, etc.

Packets Received (Address Errors)

The number of | P data packets received and discarded because the | P address in the destination field was
not a valid address for the VPN 3002. This count includes invalid addresses (for example, 0.0.0.0) and
addresses of unsupported classes (such as Class E).

Packets Received (Unknown Protocols)

The number of IP data packets received and discarded because of an unknown or unsupported protocol.

Packets Received (Discarded)

The number of |P data packets received that had no problems preventing continued processing, but that
were discarded (for example, for lack of buffer space). This number does not include any packets
discarded while awaiting reassembly.

Packets Received (Delivered)

The number of |P data packetsreceived and successfully delivered to | P user protocols (including ICMP)
on the VPN 3002; that is, the VPN 3002 was the final destination.

Packets Forwarded

The number of IP data packets received and forwarded to destinations other than the VPN 3002.

Outbound Packets Discarded

The number of outbound IP data packets that had no problems preventing their transmission to a
destination, but that were discarded (for example, for lack of buffer space).
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Outbound Packets with No Route

The number of outbound IP data packets discarded because no route could be found to transmit them to
their destination. This number includes any packets that the VPN 3002 could not route because all of its
default routers were down.

Packets Transmitted (Requests)

The number of |IP data packets that local 1P user protocols (including ICMP) supplied to transmission
requests. This number does not include any packets counted in Packets Forwarded.

Fragments Needing Reassembly

The number of |P fragments received by the VPN 3002 that needed to be reassembled.

Reassembly Successes

The number of |P data packets successfully reassembled.

Reassembly Failures

The number of failures detected by the I P reassembly algorithm (for whatever reason: timed out, errors,
etc.). This number is not necessarily a count of discarded IP fragments since some algorithms can lose
track of the number of fragments by combining them as they are received.

Fragmentation Successes

The number of IP data packets that have been successfully fragmented by the VPN 3002.

Fragmentation Failures

The number of | P data packets that have been discarded because they needed to be fragmented but could
not be (because the Don’t Fragment flag was set).

Fragments Created

The number of IP data packet fragments that have been generated by the VPN 3002.
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Monitoring | Statistics | MIB-II | ICMP

This screen shows statisticsin MIB-II objects for ICMP traffic on the VPN 3002 since it was last booted
or reset. RFC 2011 defines ICMP MIB objects.

Figure 13-22 Monitoring | Statistics | MIB-Il | ICMP screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
is like that of avehicle's trip odometer, versus the regular odometer.

Restore
To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Total Received/Transmitted

The total number of ICMP messages that the VPN 3002 received/sent. This number includes messages
counted as Errors Received/Transmitted. |CMP messages solicit and provide information about the
network environment.
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Errors Received/Transmitted

The number of ICMP messages that the VPN 3002 received but determined to have | CM P-specific errors
(bad ICMP checksums, bad length, etc.).

The number of |CMP messages that the VPN 3002 did not send due to problems within ICMP such asa
lack of buffers.

Destination Unreachable Received/Transmitted
The number of ICMP Destination Unreachable messages received/sent. Destination Unreachable

messages apply to many network situations, including inability to determine aroute, an unusable source
route specified, and the Don’t Fragment flag set for a packet that must be fragmented.

Time Exceeded Received/Transmitted
The number of ICMP Time Exceeded messages received/sent. Time Exceeded messagesindicate that the
lifetime of the packet has expired, or that a router cannot reassemble a packet within a time limit.
Parameter Problems Received/Transmitted
The number of ICMP Parameter Problem messages received/sent. Parameter Problem messagesindicate
a syntactic or semantic error in an | P header.
Source Quench Received/Transmitted

The number of ICMP Source Quench messages received/sent. Source Quench messages provide
rudimentary flow control; they request a reduction in the rate of sending traffic on the network.

Redirects Received/Transmitted

The number of ICMP Redirect messages received/sent. Redirect messages advise that there is a better
route to a particular destination.

Echo Requests (PINGs) Received/Transmitted
The number of ICMP Echo (request) messages received/sent. Echo messages are probably the most
visible ICMP messages. They test the communication path between network entities by asking for Echo
Reply response messages.

Echo Replies (PINGs) Received/Transmitted

The number of ICMP Echo Reply messages received/sent. Echo Reply messages are sent in response to
Echo messages, to test the communication path between network entities.
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Timestamp Requests Received/Transmitted
The number of ICMP Timestamp (request) messages received/sent. Timestamp messages measure the

propagation delay between network entities by including the originating timein the message, and asking
for the receipt time in a Timestamp Reply message.

Timestamp Replies Received/Transmitted
The number of ICMP Timestamp Reply messages received/sent. Timestamp Reply messages are sent in
response to Timestamp messages, to measure propagation delay in the network.

Address Mask Requests Received/Transmitted
The number of ICMP Address Mask Request messages received/sent. Address Mask Reguest messages
ask for the address (subnet) mask for the LAN to which a router connects.

Address Mask Replies Received/Transmitted
The number of ICMP Address Mask Reply messages received/sent. Address Mask Reply messages

respond to Address Mask Request messages by supplying the address (subnet) mask for the LAN to
which arouter connects.
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Monitoring | Statistics | MIB-II | ARP Table

This screen shows entries in the Address Resolution Protocol mapping table since the VPN 3002 was
last booted or reset. ARP matches | P addresses with physical MAC addresses, so the system can forward
traffic to computers on its network. RFC 2011 defines MIB entries in the ARP table.

The entries are sorted first by Interface, then by 1P Address. To speed display, the Manager might
construct multiple 64-row tables. Use the scroll controls (if present) to view the entire series of tables.

You can also delete dynamic, or learned, entries in the mapping table.

Figure 13-23 Monitoring | Statistics | MIB-Il | ARP Table Screen
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Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.
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Interface

The VPN 3002 network interface on which this mapping applies:
- Private Interface

« Public Interface

Physical Address

The hardwired MAC (Media Access Control) address of a physical network interface card, in 6-byte
hexadecimal notation, that maps to the IP Address. Exceptions are:

e 00 =avirtual address for atunnel.
 FF.FF.FF.FF.FF.FF = anetwork broadcast address.

IP Address

The IP address that maps to the Physical Address.

Mapping Type

The type of mapping:
« Other = none of the following.
e Invalid = an invalid mapping.
« Dynamic = alearned mapping.
- Static = a static mapping on the VPN 3002.

Action/Delete

To remove a dynamic, or learned, mapping from the table, click Delete. There is no confirmation or
undo. The Manager deletes the entry and refreshes the screen.

To delete an entry, you must have the administrator privilege to Modify Config under General Access
Rights. See Administration | Access Rights | Administrators.

You cannot delete static mappings.
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Monitoring | Statistics | MIB-II | Ethernet

This screen shows statisticsin MIB-I1 objects for Ethernet interface traffic on the VPN 3002 sinceit was
last booted or reset. | EEE standard 802.3 describes Ethernet networks, and RFC 1650 defines Ethernet
interface MIB objects.

To configure Ethernet interfaces, see Configuration | Interfaces.

Figure 13-24 Monitoring | Statistics | MIB-II | Ethernet Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

Restore
To restore the screen contentsto their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh
To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Interface
The private or public interface to which the data in this row applies.
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Alignment Errors

The number of frames received on thisinterface that are not an integral number of bytesin length and
do not pass the FCS (Frame Check Sequence; used for error detection) check.

FCS Errors

The number of frames received on thisinterface that are an integral number of bytesin length but do not
pass the FCS (Frame Check Sequence) check.

Carrier Sense Errors

The number of times that the carrier sense signal was lost or missing when trying to transmit aframe on
this interface.

SQE Test Errors

The number of times that the SQE (Signal Quality Error) Test Error message was generated for this
interface. The SQE message tests the collision circuits on an interface.

Frame Too Long Errors

The number of frames received on this interface that exceed the maximum permitted frame size.

Deferred Transmits

The number of frames for which the first transmission attempt on this interface is delayed because the
medium is busy. This number does not include frames involved in collisions.

Single Collisions

The number of successfully transmitted frames on this interface for which transmission is inhibited by
exactly one collision. This number is not included in the Multiple Collisions number.

Multiple Collisions

The number of successfully transmitted frames on this interface for which transmission is inhibited by
more than one collision. This number does not include the Single Collisions number.

Late Collisions

The number of times that a collision is detected on this interface later than 512 bit-times into the
transmission of a packet. 512 bit-times = 51.2 microseconds on a 10-Mbps system.
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m. oL-2855-01 |




| Chapter13 Monitoring

Monitoring | Statistics | MIB-11 | Ethernet

Excessive Collisions

The number of frames for which transmission on this interface failed due to excessive collisions.

MAC Errors: Transmit

The number of frames for which transmission on this interface failed due to an internal MAC sublayer
transmit error. This number does not include Carrier Sense Errors, Late Collisions, or Excessive
Collisions.

MAC Errors: Receive

The number of frames for which reception on this interface failed due to an internal MAC sublayer
receive error. This number does not include Alignment Errors, FCS Errors, or Frame Too Long Errors.

Speed (Mbps)

The nominal bandwidth of the interface in megabits per second.

Duplex

The current LAN duplex transmission mode for thisinterface:
» Full = Full-Duplex: transmission in both directions at the same time.

- Half = Half-Duplex: transmission in only one direction at atime.

VPN 3002 Hardware Client Reference
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Monitoring | Statistics | MIB-Il | SNMP

Reset

Restore

Refresh

This screen shows statisticsin MIB-11 objects for SNMP traffic on the VPN 3002 since it was|last booted
or reset. RFC 1907 defines SNMP version 2 MIB objects.

To configure the VPN 3002 SNMP server, see Configuration | System | Management Protocols | SNMP.

Figure 13-25 Monitoring | Statistics | MIB-1l | SNMP Screen
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To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle’strip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Requests Received

Bad Version

The total number of SNMP messages received by the VPN 3002.

The total number of SNMP messages received that were for an unsupported SNMP version. The
VPN 3002 supports SNMP version 2.
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Bad Community String
The total number of SNM P messages received that used an SNM P community string the VPN 3002 did
not recognize. See Configuration | System | Management Protocols | SNMP Communities to configure
permitted community strings. To protect security, the VPN 3002 does not include the usual default public
community string.

Parsing Errors
Thetotal number of syntax or transmission errors encountered by the VPN 3002 when decoding received
SNMP messages.

Silent Drops

The total number of SNM P request messages that were silently dropped because the reply exceeded the
maximum allowable message size.

Proxy Drops

The total number of SNMP request messages that were silently dropped because the transmission of the
reply message to a proxy target failed for some reason (other than a timeout).
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CHAPTER 1 I

Using the Command-Line Interface

The VPN 3002 Hardware Client command-line interface (CL1) is a menu- and command-line-based
configuration, administration, and monitoring system built into the VPN 3002. You useit viathe system
console or a Telnet (or Telnet over SSL) session.

You can use the command-line interface to completely manage the system. You can access and configure
the same parameters as the HTML-based VPN 3002 Hardware Client Manager.

This chapter describes general features of the command-line interface and how to access and use it. It
does not describe the individual menu items and parameter entries. For information on specific
parameters and options, see the corresponding section of the Manager in this manual. For example, to
understand Ethernet interface configuration parameters and choices, see Configuration | Interfaces |
Private/Public in Chapter 2, “Interfaces’.

Accessing the Command-line Interface

You can access the command-line interface in two ways: via the system console or a Telnet (or Telnet
over SSL) client.

Console Access

To use the console:

1. Connect a PC to the VPN 3002 via an RJ-45 serial cable (which Cisco supplies with the system)
between the console port on the VPN 3002 and the COM1 or serial port on the PC. For more
information, see the VPN 3002 Hardware Client Getting Started guide.

2. Start aterminal emulator (e.g., HyperTerminal) on the PC. Configure a connection to COM 1 with
port settings of:

9600 hits per second.
8 data hits.

No parity.

1 stop hit.

Set the emulator for VT100 emulation, or let it auto-detect the emulation type.

[ oL-2855-01
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3. Press Enter on the PC keyboard until you see the login prompt. (You might see a password prompt
and error messages as you press Enter; ignore them and stop at the login prompt.)

Login: _

Telnet or Telnet/SSL access

To access the command-line interface viaa Telnet or Telnet/SSL client:

1. Enable the Telnet or Telnet/SSL server on the VPN 3002. (They are both enabled by default on the
private network.) See the Configuration | System | Management Protocols | Telnet screen on the
Manager.

2. Start the Telnet or Telnet/SSL client, and connect to the VPN 3002 using these parameters:
Host Name or Session Name = The |P address on the VPN 3002 private interface; e.g., 10.10.147.2
Port = Telnet (default Telnet port is 23, Telnet/SSL port is 992)
Terminal Type =VT100 or ANSI

N

Note  Telnet/SSL: If the client offersit, enable both SSL and SSL only.

3. The VPN 3002 displays alogin prompt.
Login: _

Starting the Command-line Interface

You start the command-line interface by logging in.

L ogin usernames and passwords for both consol e and Tel net access are the same as those configured and
enabled for administrators. See the Administration | Access Rights | Administrators screen. By default,
only adni n is enabled.

This example uses the factory-supplied default admin login and password. If you have changed them,
use your entries.

At the prompts, enter the administrator login name and password. Entries are case-sensitive.

Login: admn
Password: admi n (The CLI does not show your entry.)
The CLI displays the opening welcome message, the main menu, and the mai n - > prompt.

Wel cone to
Ci sco Systens
VPN 3002 Hardware Cient
Command Line Interface
Copyright (C 1998-2001 Cisco Systenms, I|nc.

1) Configuration

2) Admi nistration

3) Monitoring

4) Save changes to Config file
5) Help Information

6) Exit

Main -> _

VPN 3002 Hardware Client Reference
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Using the Command-line Interface

This section explains how to:
» Choose menu items.
- Enter values for parameters and options.
» Specify configured items by humber or name.
« Navigate quickly, using shortcuts, through the menus.
» Display abrief help message.
» Save entries to the system configuration file.
» Stop the command-line interface.
» Understand administrator access rights.

The command-line interface displays menus or prompts at every level to guide you in choosing
configurable options and setting parameters. The prompt always shows the menu context.

Choosing Menu Items

To use the command-line interface, enter a number at the prompt that corresponds to the desired menu
item, and press Enter.

For example, thisis the Configuration > System > General > System |dentification menu:

1) Set System Nanme
2) Set Contact

3) Set Location

4) Back

General -> _

Enter 1 to set the system name.

Entering Values

The command-line interface shows any current or default value for a parameter in brackets[ 1. To
change the value, enter a new value at the prompt. To leave the value unchanged, just press Enter.

Continuing the example above, thisis the prompt to enter a value for the system name:
> Host Nane

General -> [ Lab VPN] _

You can enter a new name at the prompt, or just press Enter to keep the current name.

[ oL-2855-01
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Navigating Quickly

There are two ways to move quickly through the command-line interface: shortcut numbers, and the
Back/Home options. Both ways work only when you are at a menu, not when you are at a value entry.

Using Shortcut Numbers

When you become familiar with the structure of the interface, which parallels the HTML -based

VPN 3002 Hardware Client Manager, you can quickly access any level by entering a series of numbers
separated by periods. For example, suppose you want to change the Access Rights for Administrators.
The series of menus that gets to that level from the main menu is:

Main -> _

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Help Information

6) Exit

Main -> 2 (Adm ni stration)

) Software Update

2)
3)
4)
5)
6)
7)

Syst em Reboot

Pi ng

Access Rights

Fi | e Managenent
Certificate Managenent
Back

Config -> 4 (Access Rights)

1)
2)
3)

Adm nistrators
Access Settings
Back

Admin -> 1

1)
2)

Admini strative Users

adm n

isp

Modi fy Admi ni strator
Back

Admin -> 1
> Which Administrator to Mdify

Admn ->

B VPN 3002 Hardware Client Reference
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As ashortcut, you can just enter 2. 4. 1. 1 at the i n-> prompt, and move directly to the Modify
Administrators menu:

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Help Information

6) Exit

Main -> 24.1.1

> Which Administrator to Mudify

Admin ->

At this last prompt, you cannot use a number shortcut. At this prompt, you must type in the name of
the administrator you want to modify, for example, confi g.

Admin -> config

The prompt always shows the current context in the menu structure.

Using Back and Home

Most menus include a numbered Back choice. Instead of entering a number, you can just enter b or B to
move back to the previous menu.

Also, at any menu level, you can just enter h or Hto move home to the main menu.

Getting Help Information

To display abrief help message, enter 5 at the main menu prompt. The command-line interface explains
how to navigate through menus and enter values. This help message is available only at the main menu.

Cisco Systens. Help information for the Command Line Interface
From any nenu except the Main nmenu.

-- 'B" or 'b'" for Back to previous nenu.

-- '"H or '"h' for Home back to the main menu.

For Data entry
-- Current values are in '[ ]'s. Just hit 'Enter' to accept val ue.

1) View Hel p Again
2) Back

Help -> _

To return to the main menu from this help menu, enter h or H (for home), or 2 or b or B (for back) at the
prompt.

[ oL-2855-01
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Saving the Configuration File

Configuration and administration entries take effect immediately and are included in the active, or
running, configuration. However, if you reboot the VPN 3002 without saving the active configuration,
you lose any changes.

To save changes to the system configuration (CONFIG) file, navigate to the main menu. At the prompt,
enter 4 for Save changes to Config file.

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Help Information

6) Exit

Main -> 4

The system writes the active configuration to the CONFIG file and redisplays the main menu.

Stopping the Command-line Interface

To stop the command-line interface, navigate to the main menu and enter 6 for Exi t at the prompt:

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Help Information

6) Exit

Main -> 6
Done

Make sure you save any configuration changes before you exit from the CLI.

Understanding Access Rights

What you see and can configure depends on administrator access rights. If you do not have permission
to configure an option, you see -), rather than a number, in menus. For example, here is the main menu
for the default Monitor administrator:

-) Configuration

-) Administration

3) Monitoring

-) Save changes to Config file
5) Help Information

6) Exit

Main -> _

The default Monitor administrator can only monitor the VPN 3002, not configure system parameters or
administer the system.

See Administration | Access Rights | Administrators in Chapter 11, “Administration”, for more
information.
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This section shows all the menus in the first three levels below the main menu. (There are many
additional menus below the third level; and within the first three levels, there are some non-menu
parameter settings. To keep this chapter at a reasonable size, we show only the menus here.)

The numbers in each heading are the keyboard shortcut to reach that menu from the main menu. For
example, entering 1. 3. 1 at the main menu prompt takes you to the Configuration > System

Management> | P Routing menu.

Note  The menus and options, and thus the keyboard shortcuts, might change with new software versions.
Please check familiar shortcuts carefully when using a new release.

Main Menu
1) Configuration
2) Administration
3) Monitoring
4) Save changes to Config file
5) Help Information
6) Exit
Main -> _
1 Configuration

1) Quick Configuration

2) Interface Configuration
3) System Managenent

4) Policy Managenent

5) Back

Config -> _

1.1 Configuration > Quick Configuration

See the VPN 3002 Hardware Client Getting Started guide for complete information about Quick

Configuration.

1.2 Configuration > Interface Configuration

This table shows current | P addresses.

1) Configure the Private Interface

2) Configure the Public Interface
3) Back

Interfaces -> _

[ oL-2855-01
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1.2.1 or 1.2.2 Configuration > Interface Configuration > Configure the Private/Public Interface

1) Enabl e/ Di sabl e

2) Set | P Address

3) Set Subnet Mask

4) Sel ect Ethernet Speed
5) Sel ect Dupl ex

6) Back

Private/Public Interface -> _

1.3 Configuration > System Management

1) Servers (DNS)

2) Tunneling Protocols (IPSec)

3) IP Routing (static routes, etc.)

4) Managenent Protocols (Tel net, HITP, etc.)
5) Event Configuration

6) General Config (systemnane, tine, etc.)
7) Back

System -> _

1.3.1 Configuration > System Management > Servers

1) DNS Servers
2) Back

Servers -> _

1.3.2 Configuration > System Management > Tunneling Protocols

1) | PSec
2) Back

Tunnel -> _

1.3.3 Configuration > System Management > IP Routing

1) Static Routes
2) Default Gateway
3) DHCP

4) DHCP Opti ons

5) Back

Routing -> _

1.3.4 Configuration > System Management > Management Protocols

1) Configure HTTP/ HTTPS

2) Configure Tel net

3) Configure SNWP

4) Configure SNWP Community Strings
5) Configure SSL

7) Configure XM

8) Back

Network -> _

VPN 3002 Hardware Client Reference
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1.3.5 Configuration > System Management > Event Configuration
1) Ceneral
2) C asses
3) Trap Destinations
4) Syslog Servers
5) Back

Event -> _

1.3.6 Configuration > System Management > General Config
1) System ldentification
2) System Tine and Date
3) Back

General -> _

1.4 Configuration > Policy Management

1) Traffic Managenent
2) Back

Policy -> _

1.4.1 Configuration > Policy Management > Traffic Management

1) Port Address Transl ation (PAT)
2) Back

Traffic ->

2 Administration

1) Software Update

2) System Reboot

3) Ping

4) Access Rights

5) File Managenent

6) Certificate Managenent
7) Back

Admin -> _

2.1 Administration > Software Update

Name of the file for main code upgrade? [vpn3002c. bin]
| P address of the host where the file resides? [10.10.66. 10]

(Modify any of the above (Continue or (E)xit? [M

VPN 3002 Hardware Client Reference
[ oL-2855-01 .m



Chapter 14

Using the Command-Line Interface |

W Menu Reference

2.2 Administration > System Reboot
1) Cancel Schedul ed Reboot/ Shut down
2) Schedul e Reboot
3) Schedul e Shut down
4) Back

Admin -> _

2.2.2 Administration > System Reboot > Schedule Reboot

1) Save active Configuration and use it at Reboot
2) Reboot without saving active Configuration file
3) Reboot ignoring the Configuration file

4) Back

Admin -> _

2.2.3 Administration > System Reboot > Schedule Shutdown

1) Save active configuration and use it at next reboot

2) Shutdown wi thout saving active Configuration file

3) Shutdown, ignoring the Configuration file at next reboot
4) Back

Admin -> _

2.3 Administration > Ping
> Ping host

Admn ->

2.4 Administration > Access Rights
1) Administrators
2) Access Settings
3) Back

Admin -> _

2.4.1 Administration > Access Rights > Administrators
Admin -> 1

Admini strative Users

User nane Enabl ed
adm n Yes
config No

isp No

1) Modify Adninistrator
2) Back

Admn ->

B VPN 3002 Hardware Client Reference
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2.4.2 Administration > Access Rights > Access Settings

1) Set Session Tineout

2) Set Session Limt

3) SertConfig File Encryption
4) Back

Admin -> _

2.5 Administration > File Management

List of Files

CONFI G CONFI G. BAK

1) View Config File

2) Delete Config File

3) View Backup Config File
4) Del ete Backup Config File
5) Swap Config Files

6) Upload Config File

7) Back

File -> _

2.5.5 Administration > File Management > Swap Configuration File

Every time the active configuration is saved,...

1) Swap
2) Back

Admin -> _

2.6 Administration > Certificate Management

1) Enrol | ment

2) Installation

3) Certificate Authorities
4) ldentity Certificates
5) SSL Certificate

6) Back

Certificates -> _

2.6.2 Administration > Certificate Management > Installation

1) Install Certificate Authority

2) Install SSL Certificate (from Enroll ment)

3) Install SSL Certificate (with private key)

4) Install ldentity Certificate (from Enroll ment)
5) Back

Certificates -> _

VPN 3002 Hardware Client Reference
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W Menu Reference

2.6.3 Administration > Certificate Management > Certificate Authorities

Certificate Authorities

1) View Certificate
2) Delete Certificate
4) Back

Certificates -> _

2.6.4 Administration > Certificate Management > Identity Certificates

ldentity Certificates

1) View Certificate
2) Delete Certificate
3) Back

Certificates -> _

2.6.5 Administration > Certificate Management > SSL Certificate

Subj ect

'g'" to Quit, '<SPACE>' to Continue ->

| ssuer

'q" to Quit, '<SPACE>' to Continue ->

Serial Nunber

1) Delete Certificate
2) Cenerate Certificate
3) Back

Certificates -> _

3 Monitoring

1) Routing Table

2) Event Log

3) System Status

4) User Status

5) General Statistics
6) Back

Monitor -> _

VPN 3002 Hardware Client Reference
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3.1 Monitoring > Routing Table

Routi ng Tabl e
'g'" to Qit, '<SPACE>' to Continue ->

1) Refresh Routing Table
2) Clear Routing Table
3) Back

Routing -> _

3.2 Monitoring > Event Log

1) Configure Log view ng paraneters
2) View Event Log

3) Cear Log

4) Back

Log -> _

3.2.2 Monitoring > Event Log > View Event Log

[Event Log entries]

1) First Page

2) Previous Page
3) Next Page

4) Last Page

5) Back

Log -> _

3.3 Monitoring > System Status

System St at us

1) Refresh System Status
2) Connect Now

3) Disconnect Now

4) Back

Status -> _
Card Status -> _

VPN 3002 Hardware Client Reference
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3.4 Monitoring > User Status

Aut henti cated Users

1) Refresh User Status
2) Log out User
3) Back

Sessions ->

3.5 Monitoring > General Statistics

1) Protocol Statistics
2) Server Statistics
3) MBIl Statistics
4) Back

General -> _

3.4.1 Monitoring > General Statistics > Protocol Statistics

1) I PSec Statistics
2) HITP Statistics
3) Telnet Statistics
4) DNS Statistics

5) SSL Statistics

6) SSH Statistics

7) PPPOE Statistics
8) NAT Statistics

9) Back

General -> _

3.4.2 Monitoring > General Statistics > Server Statistics

1) DHCP Statistics
2) Back

General -> _

3.4.3 Monitoring > General Statistics > MIB Il Statistics

1) Interface-based
2) System| evel
3) Back

MB2 -> _

Login Time Dur ati on

B VPN 3002 Hardware Client Reference
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IKE Proposals

IKE proposals are sets of parameters for Phase | |PSec negotiations. During Phase 1, the two peers
establish a secure tunnel within which they then negotiate the Phase 2 parameters.

You configure IKE proposals on the VPN Concentrator, not on the VPN 3002. The VPN Concentrator
software includes a set of preconfigured | KE proposal s active by default, and a second preconfigured set
inactive by default. You can configure additional IKE proposals to a maximum of 150. On the VPN
Concentrator, see Configuration | System | Tunneling Protocols | IPSec | IKE Proposals.

Valid IKE Proposals

Table A-1 describes IKE proposals that are valid for the VPN 3002 Hardware Client. Use this
information to configure IKE proposals for the VPN 3002. For instructions about configuring IKE
proposals, see the section, “ Configuration | System | Tunneling Protocols | IPSec| IKE Proposals | Add,
Moadify, or Copy” in the Tunneling chapter of the VPN 3000 Series Concentrator

Reference Volume I.

Table A-1  Valid VPN 3002 Hardware Client IKE Proposals
Authentication Authentication Encryption  |Diffie- Hellman
Proposal Name Mode Algorithm Algorithm Group
CiscoVPNClient-3DES-MD5 Preshared Keys MD5/HMAC-128 |3DES-168 |Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-3DES-SHA Preshared Keys SHA/HMAC-160 |3DES-168 |Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-DES-MD5 Preshared Keys MD5/HMAC-128 |DES-56 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES128-MD5 Preshared Keys MD5/HMAC-128 |AES-128 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES128-SHA Preshared Keys SHA/HMAC-160 |AES-128 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES192-MD5 Preshared Keys MD5/HMAC-128 |AES-192 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES192-SHA Preshared Keys SHA/HMAC-160 |AES-192 Group 2
(XAUTH) (1024 bits)
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IKE Proposals |

M Valid IKE Proposals

(DRAFT LABEL) ALPHA DRAFT - CISCO CONFIDENTIAL

Authentication Authentication Encryption Diffie- Hellman
Proposal Name Mode Algorithm Algorithm Group
CiscoVPNClient-AES256-M D5 Preshared Keys MD5/HMAC-128 |AES-256 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES256-SHA Preshared Keys SHA/HMAC-160 |AES-256 Group 2
(XAUTH) (1024 bits)
IKE-3DES-MD5 Preshared Keys MD5/HMAC-128 |3DES-168 |Group 2
(1024 bits)
IKE-3DES-SHA Preshared Keys SHA/HMAC-160 |3DES-168 |Group 2
(1024 bits)
IKE-DES-MD5 Preshared Keys MD5/HMAC-128 |DES-56 Group 2
(1024 bits)
IKE-AES128-MD5 Preshared Keys MD5/HMAC-128 |AES-128 Group 2
(1024 bits)
IKE-AES128-SHA Preshared Keys SHA/HMAC-160 |AES-128 Group 2
(1024 bits)
IKE-AES192-MD5 Preshared Keys MD5/HMAC-128 |AES-192 Group 2
(1024 bits)
IKE-AES192-SHA Preshared Keys SHA/HMAC-160 |AES-192 Group 2
(1024 bits)
IKE-AES256-M D5 Preshared Keys MD5/HMAC-128 |AES-256 Group 2
(1024 bits)
IKE-AES256-SHA Preshared Keys SHA/HMAC-160 |AES-256 Group 2
(1024 bits)
CiscoVPNClient-3DES-MD5-RSA RSA Digital MD5/HMAC-128 |3DES-168 |Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-3DES-SHA-RSA RSA Digital SHA/HMAC-160 |3DES-168 |Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-DES-MD5-RSA-DH1 RSA Digita MD5/HMAC-128 |DES-56 Group 1
Certificate (XAUTH) (768 hits)
CiscoVPNClient-AES128-MD5-RSA RSA Digital MD5/HMAC-128 |AES-128 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-AES128-SHA-RSA RSA Digital SHA/HMAC-160 |AES-128 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-AES256-MD5-RSA RSA Digita MD5/HMAC-128 |AES-256 Group 2
Certificate (XAUTH) (1024 bits)
CiscoV PNClient-AES256-SHA-RSA RSA Digita SHA/HMAC-160 |AES-256 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-3DES-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |3DES-168 |Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-3DES-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |3DES-168 |Group5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES128-MD5-RSA-DH5 RSA Digita MD5/HMAC-128 |AES-128 Group 5
Certificate (XAUTH) (1536 bits)
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IKE Proposals

Valid IKE Proposals W

(DRAFT LABEL) ALPHA DRAFT - CISCO CONFIDENTIAL

Authentication Authentication Encryption Diffie- Hellman
Proposal Name Mode Algorithm Algorithm Group
CiscoVPNClient-AES128-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-128 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES192-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-192 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES192-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-192 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES256-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-256 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES256-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-256 Group 5
Certificate (XAUTH) (1536 bits)
IKE-3DES-MD5-RSA RSA Digital MD5/HMAC-128 |3DES-168 Group 2
Certificate (1024 bits)
IKE-3DES-SHA-RSA RSA Digital SHA/HMAC-160 |3DES-168 Group 2
Certificate (1024 bits)
IKE-AES128-MD5-RSA RSA Digital MD5/HMAC-128 |AES-128 Group 2
Certificate (1024 bits)
IKE-AES128-SHA-RSA RSA Digital SHA/HMAC-160 |AES-128 Group 2
Certificate (1024 bits)
IKE-AES256-MD5-RSA RSA Digital MD5/HMAC-128 |AES-256 Group 2
Certificate (1024 bits)
IKE-AES256-SHA-RSA RSA Digital SHA/HMAC-160 |AES-256 Group 2
Certificate (1024 bits)
IKE-DES-MD5-RSA-DH1 RSA Digital MD5/HMAC-128 |DES-56 Group 1
Certificate (768 hits)
IKE-3DES-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |3DES-168 Group 5
Certificate (1536 bits)
IKE-3DES-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |3DES-168 Group 5
Certificate (1536 bits)
IKE-AES128-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-128 Group 5
Certificate (1536 bits)
IKE-AES128-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-128 Group 5
Certificate (1536 bits)
IKE-AES192-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-192 Group 5
Certificate (1536 bits)
IKE-AES192-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-192 Group 5
Certificate (1536 bits)
IKE-AES256-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-256 Group 5
Certificate (1536 bits)
IKE-AES256-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-256 Group 5
Certificate (1536 bits)
CiscoVPNClient-3DES-SHA-DSA DSA Digital SHA/HMAC-160 |3DES-168 |Group 2
Certificate (XAUTH) (1024 bits)
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M Valid IKE Proposals

(DRAFT LABEL) ALPHA DRAFT -

CISCO CONFIDENTIAL

Authentication Authentication Encryption Diffie- Hellman
Proposal Name Mode Algorithm Algorithm Group
CiscoVPNClient-AES128-SHA-DSA DSA Digita SHA/HMAC-160 |AES-128 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-AES256-SHA-DSA DSA Digita SHA/HMAC-160 |AES-256 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-3DES-SHA-DSA-DH5 DSA Digital SHA/HMAC-160 |3DES-168 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES128-SHA-DSA-DH5 DSA Digital SHA/HMAC-160 |AES-128 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES192-SHA-DSA-DH5 DSA Digita SHA/HMAC-160 |AES-192 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES256-SHA-DSA-DH5 DSA Digita SHA/HMAC-160 |AES-256 Group 5
Certificate (XAUTH) (1536 bits)
IKE-3DES-SHA-DSA DSA Digita SHA/HMAC-160 |3DES-168 Group 2
Certificate (1024 bits)
IKE-AES128-SHA-DSA DSA Digita SHA/HMAC-160 |AES-128 Group 2
Certificate (1024 bits)
IKE-AES256-SHA-DSA DSA Digita SHA/HMAC-160 |AES-256 Group 2
Certificate (1024 bits)
IKE-3DES-SHA-DSA-DH5 DSA Digita SHA/HMAC-160 |3DES-168 Group 5
Certificate (1536 bits)
Book Title
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APPENDIX B

Troubleshooting and System Errors

Appendix A describes files for troubleshooting the VPN 3002 and LED indicators on the system. It also
describes common errors that might occur while configuring and using the system, and how to correct
them.

Files for Troubleshooting

Event Logs

The VPN 3002 Hardware Client creates several files that you can examine and that can assist Cisco
support engineers when troubleshooting errors and problems:

- Eventlog.

» SAVELOG.TXT—Event log that is automatically saved when the system crashes and when it is
rebooted.

« CRSHDUMP.TXT—Internal system datafile that is written when the system crashes.
» CONFIG—Normal configuration file used to boot the system.
» CONFIG.BAK—Backup configuration file.

The VPN 3002 records system eventsin the event log, which is stored in nonvolatile memory (NVRAM).
To troubleshoot operational problems, we recommend that you start by examining the event log. To view
the event log, see Administration | File Management | View, and click on View Saved L og File. To
configure events, and to choose the events you want to view, see Configuration | System | Events and
Monitoring | Filterable Event Log.

The VPN 3002 automatically saves the event log to afile in flash memory if it crashes, and when it is
rebooted. Thislog fileis named SAVELOG.TXT, and it overwrites any existing file with that name. The
SAVELOG.TXT fileis useful for debugging. To view SAVELOG.TXT, see Administration | File
Management | View, and click on View Saved Log File.

Crash Dump File

If the VPN 3002 crashes during operation, it saves internal system data in nonvolatile memory
(NVRAM), and then automatically writes this datato a CRSHDUMP. TXT file in flash memory when
it isrebooted. This file contains the crash date and time, software version, tasks, stack, registers,
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W LED Indicators

memory, buffers, and timers which help Cisco support engineers diagnose the problem. In case of a
crash, we ask that you send thisfile when you contact TAC for assistance. To view the CRSHDUMP.TXT
file, see Administration | File Management | View, and click on View Saved L og Crash Dump File.

Configuration Files
The VPN 3002 saves the current boot configuration file (CONFIG) and its predecessor (CONFIG.BAK)

as filesin flash memory. These files may be useful for troubleshooting. See Administration | File
Management for information on managing files in flash memory.

LED Indicators

LED indicators on the VPN 3002 are normally green or flashing amber. LEDsthat are solid amber or off
may indicate an error condition.

Contact Cisco TAC if any LED indicates an error condition.

VPN 3002 Front LEDs

The LEDs on the front of the VPN 3002 are:

LED Status Explanation

PWR Green Unit is on and has power.
Off Unit is powered off.

SYS Flashing amber Unit is performing diagnostics.
Solid amber Unit has failed diagnostics.
Flashing green Unit is negotiating DHCP or PPPoOE.
Green Unit is operational.

VPN Off No VPN tunnel exists.
Amber Tunnel has failed.
Green Tunnel is established.

VPN 3002 Hardware Client Reference
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VPN 3002 Rear LEDs

System Errors Il

The LEDs on the rear of the VPN 3002 indicate the status of the private and public interfaces.

LED

Explanation

Green

Interface is connected to the network.

OFF

Interface is not connected to the network.

Flashing amber

Traffic is traveling across the interface.

System Errors

If you have configured the VPN 3002, and you are unable to connect to or pass data to the central-site
VPN Concentrator, use Table B-1 to analyze the problem. Also, use the following section of this
appendix to check the settings on the VPN Concentrator to which this VPN 3002 connects.

Table B-1  Analyzing System Errors

Problem or Symptom

Possible Solution

Tunnel is not up or not passing data.

PWR LED is off.

Make sure that the power cableis plugged into the VPN
3002 and a power outlet.

SYS LED is solid amber.

Unit has failed diagnostics. Contact Cisco Support
immediately.

You see this LED display:

PWR = green
SYSLED = green
VPN LED = off.

1. Verify that the VPN Concentrator to which this VPN
3002 connectsis running version 3.0 software.

2. Navigate to Monitoring > System Status. Click on
Connect Now.

Connect Now did not bring up the
tunnel, and the public interface LED
(rear of unit) is off.

1. Check that aLAN cable is properly attached to the
public interface of the VPN 3002.

2. Make sure the IP address for the public interfaceis
properly configured.

Public interface LED is on, but

attempting to ping the default gateway

(Administration > Ping) yields no
response.

1. Make sure the default gateway is properly
configured.

2. Contact your |SP.
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M Settings on the VPN Concentrator

Table B-1  Analyzing System Errors (continued)

Problem or Symptom Possible Solution
VPN LED issolid amber (tunnel failed | 1. Make sure the IPSec parameters are properly
to establish to central-site VPN configured. Verify:
Concentrator). — Public IP Address of the IKE peer (central-site

VPN Concentrator) is correct.
— Group name and password are correct.
— User name and password are correct.

2. Make sure the group and user names and passwords
match those set for the VPN 3002 on the central-site
VPN Concentrator.

3. After you make any changes, navigate to Monitoring
> System Status and click on Connect Now.

4. Study the event log files. To capture more events,
and to interpret events, see Chapter 9, “Events,” in
the VPN 3002 Hardware Client User Reference.

My PC cannot communicate with the | 1. Verify that the VPN Concentrator to which this VPN
remote network. 3002 connectsis running version 3.0 software.

2. Navigateto Monitoring > System Statusand click on
Connect Now.

Connect Now worked.
LED(s) for the privateinterface/switch |Make sure that a LAN cable is properly attached to the

port are off. private interface of the VPN 3002 and the PC.
LED(s) for the privateinterface/switch | 1. IsthisPC configured asaDHCP client? If so, verify
port are on. that the DHCP server on the VPN 3002 is enabled.

2. With any method of address assignment, verify that
the PC has an | P address and subnet mask.

Attempting to pingthedefault gateway | 1. Make sure your PC has an appropriate |P address,
(Administration > Ping) yields no reachable on this network.

response. 2. Contact your network administrator.

Settings on the VPN Concentrator

If your VPN 3002 experiences connectivity problems, check the configuration of the VPN Concentrator.

Step1  Configure the connection as a Client, not LAN-to-LAN.

Step2  Assign this VPN 3002 to a group. Configure group and user names and passwords. These must match
the group and user names and passwords that you set on the VPN 3002. Refer to Chapter 14, “User
Management,” in the VPN 3000 Series Concentrator Reference Volume |.

Step3  If the VPN 3002 uses PAT mode, enable a method of address assignment for the VPN 3002: DHCP,
address pools, per user, or client specified. Refer to Chapter 6, “Address Management,” in the VPN 3000
Series Concentrator Reference Volume |I.

VPN 3002 Hardware Client Reference
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VPN 3002 Hardware Client Manager Errors Il

Step4  If you are using Network Extension mode, configure a default gateway or a static route to the private
network of the VPN 3002. Refer to Chapter 8, “IP Routing,” in the VPN 3000 Series Concentrator
Reference Volume I.

Step5  Check the Event log. Refer to Chapter 10, “Events,” in the VPN 3000 Series Concentrator Reference
Volume l.

VPN 3002 Hardware Client Manager Errors

The following sections describe errors that might occur while using the HTML-based VPN 3002
Hardware Client Manager with a browser.

Invalid Login or Session Timeout

The Manager displays the Invalid Login or Session Timeout screen (see Figure B-1).

Figure B-1 Invalid Login or Session Timeout Screen
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Table B-2 Invalid Login or Session Timeout Screen
Problem Possible Cause Solution
You entered an « Typing error. » Reenter the login name and

invalid administrator password, and click on Login.

login-name and e Invalid (unrecognized)

login name or password. « Useavalidlogin nameand password.

password

combination « Verify your typing before clicking on
Login.

TheManager session | « No activity has occurred |On the Administration | Access Rights |

has been idle longer
than the configured

for (interval) seconds. The
Manager resets the

Access Settings screen, change the
Session Timeout interval to alarger value

timeout interval.
(The default timeout
interval is 600
seconds, which
eguals 10 minutes).

inactivity time only when |and click on Apply.
you click on an action
button such as Apply,
Add, or Cancel, or alink
on a screen that invokes a
different screen. Entering
values or setting
parameters on a given
screen does not reset the
timer.

« Thetimeout interval is set
too low for normal use.

Manager Logs Out

The Manager unexpectedly logs out.

Table B-3 Browser Refresh or Reload Button Logs Out the Manager.

Problem Possible Cause Solution

You clicked on the Refresh or |To protect access security, clicking |Do not use the browser
Reload button on the browser |on Refresh or Reload onthebrowser |navigation toolbar buttons
navigation toolbar, and the toolbar automatically logs out the with the VPN 3002 Hardware

Manager logged out. Themain |Manager session. Client Manager.

login screen displays. Use only the Manager Refresh
button where it appears on a
screen.

We recommend that you hide
the browser navigation tool bar
to prevent mistakes.

B VPN 3002 Hardware Client Reference
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Incorrect Display

The Manager displays an incorrect screen or datawhen you click on the browser back or forward button.

Table B-4 Browser Back or Forward Button Displays an Incorrect Screen or Incorrect Data

Problem Possible Cause Solution

YouclickedontheBack |To protect security and
or Forward button on |the integrity of data
the browser navigation |entries, clicking on
toolbar, and the Back or Forward on
Manager displayed the |the browser toolbar
wrong screen or deletes pointers and
incorrect data. values within the
Manager.

Do not use the browser navigation toolbar buttons
with the VPN 3002 Hardware Client Manager.

Navigate using the location bar at the top of the
Manager window, the table of contentsin the left
frame, or links on Manager screens.

We recommend that you hide the browser
navigation toolbar to prevent mistakes.

Error Message

The Manager displays a screen with the message: “Error/An error has occurred while attempting to
perform the operation.” An additional error message describes the erroneous operation (see Figure B-2).

Figure B-2  Error Screen
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Table B-5 Error Message Displays

Problem

Possible cause

Solution

You tried to perform
some operation that is
not allowed.

The screen displays a
message that describes
the cause.

« Click on Retry the operation to return to the
screen where you were working and correct
the mistake. Carefully check all your previous
entries on that screen. The Manager attempts
toretain valid entries, but invalid entries are
lost.

« Click on Go to main menu to go to the main
Manager screen.
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Not Allowed Message

The Manager displays a screen with the message: “Not Allowed / You do not have sufficient
authorization to access the specified page.” (see Figure B-3).

Figure B-3 Not Allowed Screen
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Table B-6

Not Allowed Message Displays

Problem

Possible cause

Solution

You tried to access an
areaof the Manager that
you do not have
authorization to access.

+ Youloggedinusing
an administrator
login name that has
limited privileges.

* Youloggedinfrom
aworkstation that
has limited access
privileges.

Log in using the system administrator login
name and password. (Defaults are admin /
admin.)

Log in from aworkstation with greater access
privileges.

Have the system administrator change your
privileges on the Administration |
Access Rights | Administrators screen.

Have the system administrator change the
privileges of your workstation on the
Administration | Access Rights | Access
Control List screen.

VPN 3002 Hardware Client Reference
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Not Found

VPN 3002 Hardware Client Manager Errors Il

The Manager displays a screen with the message: “Not Found/An error has occurred while attempting
to access the specified page.” The screen includes additional information that identifies system activity

and parameters.

Figure B-4 Not Found Screen

Not Found
fin emror hug corured while aitempting e eccess dir speciied pages. The feature ham't teen
implemested wet, of $i0 page dows aof emrt. I yoo: heves secesthy upgraded or downgraded the
UTH 3000 Corcentator Semer, clowrog the Ercwne’s cache mayf ko #5 problem
Ervar; HTTTF 404 - Mot Fomnd
Raquesl: GET kEp A0 100147 1800 bar b
Hilrrming Page: Daksowe
Browser: Moala. 0 {oomp ebbl, METH 401, Wadows FT)
JawvaScript; TweaScnps 12
Snftrare Yersiom: Cara Syrberme, Inc (WFH 3000 Cromcemraior Semes Vermoa 2% (68521 budt by tchars on Apr
14 200013 3531 (DEBTG_MASE O WDEEDG =)
Fusture Sal
-]
Table B-7 Not Found Message Displays
Problem Possible cause Solution

The Manager could not
find a screen.

You updated the
software image and
did not clear the
browser’s cache.

Thereisan internal
Manager error.

Clear the browser’s cache: delete its temporary
internet files, history files, and location bar
references. Then try again.

Please note the system information on the screen
and contact Cisco support personnel for
assistance.

Microsoft Internet Explorer Script Error: No such interface supported

Microsoft Internet Explorer displays a Script Error dialog box that includes the error message: No such

inter face supported.

Table B-8 Microsoft Internet Explorer Script Error

Problem Possible cause Solution

While using a Manager function |A bug in the Internet Explorer 1. Click on No on the error

that opens another browser
window (such as Save Needed,
Help, Software Update, etc.),
Internet Explorer cannot open
the window and displays the
error dialog box.

JavaScript interpreter.

dialog box.

2. Log out of the Manager.
3. Close Internet Explorer.
4. Reinstall Internet Explorer.
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Appendix B

Troubleshooting and System Errors |

M Command-line Interface Errors

Command-line Interface Errors

These errors may occur while using the menu-based command-line interface from a console or Telnet

session.

Table B-9 Command-Line Interface Errors

Error

Problem

Possible Cause

Solution

ERROR:-- Bad IP
Address/Subnet Mask/Wildcard
Mask/Area |D

The system expected a
valid 4-byte dotted
decimal entry, and the
entry was not in that
format.

« You entered something other
than a4-byte dotted decimal
number. You might have
omitted a byte position, or
entered a number greater
than 255 in a byte position.

« You entered 0.0.0.0 instead
of an appropriate address.

At the prompt, reenter avalid
4-byte dotted decimal number.

ERROR:-- Out of Range value
entered. Try again.

The system expected a
number within a
certain range, and the
entry was outside that
range.

« You entered a letter instead
of a number.

+ You entered a number
greater than the possible
menu numbers.

At the prompt, reenter a
number in the appropriate
range.

ERROR:-- The Passwords do not
match. Please try again.

The entry for a
password and the entry
to verify the password
do not match.

« You mistyped an entry.

» You entered either a
password or verify entry, but
not the other.

At the Verify prompt, reenter
the password. If the original
password is incorrect, press
Enter and reenter both the
password and the verification
at the prompts.
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3DES-168/SHA SSL encryption algorithm  8-11
3DES-168 SSH encryption algorithm  8-14

INDEX

using digital certificates 12-16

A

accessing the CLI  14-1
access rights

administration 12-9

default Monitor administrator (CLI) 14-6
access settings, general, for administrators 12-11
add

event class 9-10

SNMP community 8-8

SNMP event destination  9-13

static route for IP routing  7-3

syslog server to receive events  9-16

Address Resolution Protocol (ARP) mapping table 13-51

administering the VPN 3002 12-1
administration_file_ management 12-11
administrators
accessrights  12-9
access settings, general  12-11
configuring 12-9
parameters saved in nonvolatile memory  12-10
password 12-10
predefined 12-10
properties and rights, changing 12-9
session idle timeout  12-11
ARPtable 13-51
authentication
client, SSL (HTTPSonly) 8-11

B

Back and Home CLI| choices 14-5
back panel display (monitoring) 13-11
backup configuration file

swapping 12-13

use in troubleshooting B-2
backup server list 6-4
backup servers

configuring 6-4

DNS and WINS servers  6-4

overview 6-4
Bad |P Address (error) B-10
bidirectional tunnel endpoint 6-1
bootcode

version and filename  13-9
boot configuration file, swapping 12-13
browser

Back or Forward button displays incorrect screen or

incorrect data B-7
clear cache after software update 12-4
installing SSL certificate 1-3
navigation toolbar, don’t use with Manager 1-2
requirements 1-1

built-in servers, configuring See management
protocols 8-1

C

CA (Certificate Authority)
definition 12-16
CA certificates
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definition 12-16
installing 12-44
cancelling an enrollment request  12-60
certificate
PEM-encoded 12-28
Certificate Authority (CA)
definition 12-16
certificate management  12-16
certificate request
fields 12-20
certificates
See also digital certificates
changing administrator properties and rights  12-9
clear event log 13-5
CLI
accessing 14-1
viaconsole 14-1
viaTelnet 14-2
Back and Home choices 14-5
choosing amenu item  14-3
configuration menu  14-7
entering values  14-3
errors B-10
help command 14-5
main menu  14-2, 14-7
menu reference  14-7
navigating with shortcut numbers 14-4
prompt contains menu context  14-3
saving configuration file 14-6
shortcut numbers  14-4
starting 14-2
stopping 14-6
using 14-1,14-3
client authentication, SSL (HTTPS only) 8-11
client mode
definition 11-1
effect on backup server connection  6-5
See also PAT mode
Command Line Interface

See CLI
concentrator settings
required for Network Extension mode 11-3
required for PAT 11-2
CONFIG.BAK file
See backup configuration file
usein troubleshooting B-2
configuration
quick 2-1
system 4-1
VPN 3002 Hardware Client Manager 2-1
configuration files
automatic backup with file upload 12-14
changes with software update 12-2
handling at reboot or shutdown 12-6
handling during file upload 12-14
managing and viewing 12-12
saving with CL1  14-6
swap 12-13
useful for troubleshooting B-2
configuration menu, CLI  14-7
configuring
administrative access to the VPN 3002 12-9
backup servers 6-4
default gateways for IP routing  7-4
interfaces 3-1
private interface 3-4
public interface 3-6
remote server 6-3
static routes for IP routing  7-2
VPN Concentrator with CLI  14-1
connecting to VPN Concentrator
using HTTP 1-2
using HTTPS 1-16
console, accessing CLI via 14-1
crash
dump file B-1
crash, system
saveslog file B-1
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CRSHDUMP. TXT file B-1

D

dataformats xxxi
datainitiation

VPN 3002 and central-site concentrator  11-5
date and time, configuring  10-3
Daylight-Saving Time (DST), enabling  10-3
default

event handling, configuring  9-5

gateways, configuring for IP routing 7-4

Monitor administrator access rights (CLI) 14-6
delete

digital certificate 12-30, 12-57

enrollment request  12-61

DES-40/SHA Export SSL encryption algorithm ~ 8-11

DES-56/SHA SSL encryption algorithm  8-11
DES-56 SSH encryption algorithm  8-14
DHCP 7-9

configuring parameters on VPN 3002 7-6

statistics  13-30
digital certificates

CA 12-16

definition 12-16

deleting 12-30, 12-57

enabling on the VPN 3002 12-29

enrolling  12-16, 12-22, 12-24, 12-37

expiration 12-17

fields 12-51

generating SSL  12-33

identity 12-16, 12-32

installing 12-16, 12-22, 12-24, 12-45

automatically via SCEP  12-17
manually  12-19

IPSec LAN-to-LAN  6-6

managing 12-16

PKCS-10 request 12-40

renewa 12-54

Index W

root 12-16
saving in Flash memory 12-16
SCEP-enabled 12-17
SSL 1-3,12-16
troubleshooting  12-17
viewing and managing on VPN 3002 12-31
viewing details 12-50
X.509 12-16
disabling the public interface 3-6
display/PC monitor, recommended settings  1-2
DNS
backup server, configuring  6-4
servers, configuring  5-1
statistics  13-27
documentation
additional  xxix
cautions  xxx
notes xxx
Domain Name Servers See DNS
downloading
backup server list from a VPN Concentrator  6-5
eventlogto PC 13-5
Dynamic Host Configuration Protocol See DHCP

E

encryption algorithms

SSH 8-14
SSL 8-11
enrolling

certificates 12-37

digital certificates 12-16

identity certificates 12-20

identity certificate via SCEP  12-41
enrollment request

cancelling 12-60

creating 12-37

deleting 12-61

PKCS-10 12-24,12-40
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removing according to status 12-35
status table  12-35
timelimit 12-17
viewing details 12-58
entering values with CLI  14-3
erasing the event log 13-5
error
an error has occurred ... B-7
bad IP address B-10
CLI B-10
insufficient authorization B-8
invalid login  B-5
Manager unexpectedly logs out B-6
message displays B-7
no such interface supported (IE) B-9
not allowed B-8
not found B-9
out of range value B-10
passwords do not match  B-10
session timeout  B-5
VPN 3002 Hardware Client Manager B-5
Ethernet
interface
status and statistics  13-11
MIB-I1 statistics 13-53
event
class 9-1
configuring  9-5
configuring default handling  9-5
configuring for special handling
modify 9-10
configuring special handling 9-8
add 9-10
definition 9-1
severity level  9-3
trap destinations, configuring 9-12
event log
clear (erase) 13-5
definition 9-4

download to PC  13-5
format 9-6,13-5
get 13-5
live 13-6
monitoring 13-3, 13-6
save 13-5
saved on system crash or reboot  B-1
saved on system failure or reboot  9-4
stored in nonvolatile memory 13-3
view 13-5
viewing 13-6
exiting from CLI 14-6

F

file management on VPN 3002 12-12
file upload to VPN 3002 12-2,12-14
stopping 12-3,12-14
filterable event log, monitoring  13-3
flash memory
corrupting  12-2,12-5
managing files 12-12
temporary filesin 12-14
format
data xxxi
eventlog 13-5
syslog 9-6
fragmentation policy
IPSec 3-8
front panel display (monitoring) 13-11

G

gateways, default 7-4

general (default) event handling 9-5
general parameters, configuring  10-1
generating SSL server certificate 12-33
get event log 13-5
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H

halting the VPN 3002 12-5
help, CLI 14-5
Home and Back CLI choices 14-5
host key
SSH  8-13
HTTP
configuring internal server 8-2
enabling 8-2
port number 8-3
statistics  13-22
using with Manager 1-2
HTTPS
configuring internal server 8-2
connecting using  1-16
definition 1-3
enabling 8-3
enabling on public interface for XML support
login screen  1-17
port number 8-3

ICMP
MIB-I1 statistics 13-48
PING 12-7

identification, configuring  10-2
identifying serversto the VPN 3002 5-1
identity certificates
definition 12-16
enrolling  12-20, 12-37
installed on the VPN 3002 12-32
installing 12-20
maximum allowed 12-16
idle timeout
administrator sessions  12-11
live event log overrides 13-6
|EEE standard 802.3, Ethernet networks 13-53

IKE proposals, valid for VPN3002 A-1
image, software
filenames 12-3
indicators, LED B-2
individual user authentication
login screen  1-19
installing
CA certificates 12-44
automatic method (using SCEP) 12-17
manual method 12-19
digital certificates 12-16
enrolled certificates 12-45
identity certificates 12-20

Index W

identity certificates, automatic method 12-22, 12-24

SSL certificate
with Internet Explorer 1-4
with Netscape 1-9
Install SSL Certificate (screen) 1-4
interactive hardware client authentication
login screen  1-19
interfaces
configuring 3-1
Ethernet, configuring
transmission mode  3-5, 3-8
MIB-II statistics 13-40
private, configuring 3-4
public, configuring 3-6
status  3-3
Internet Explorer, requirements  1-1
Invalid Login or Session Timeout (error) B-5
IP MIB-I1 statistics 13-45
IP routing
configuring 7-1
IPSec

attributes configurable on the central-site
concentrator  6-2

configuring  6-2
statistics  13-16
IPSec fragmentation 3-8
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IPSec over TCP 6-5
requirements 6-6

ITU (International Telecommunication Union)
standards  12-50

J

JavaScript, requirements  1-2

L

lease period, DHCP 7-6
LED indicators
table B-2
liveeventlog 13-6
Netscape requirements  13-6
log file
liveeventlog 13-6
saving on system reboot  12-5
See also event log
logging in to the VPN Concentrator Manager 1-17
login
name, factory default (Manager) 1-17
password, factory default (Manager) 1-17
screen  1-3
HTTPS 1-17
HTTPS using Internet Explorer 1-8
HTTPS using Netscape 1-14
using CLI  14-2

using interactive hardware client authentication and
individual user authentication 1-19

managing VPN Concentrator with CLI1  14-1
memory, SDRAM  13-9
menu
choosing amenu itemin CLI  14-3
context in CLI prompt  14-3
menu reference, CLI  14-7
MIB-II
statistics  13-39
ARPtable 13-51
Ethernet traffic  13-53
interfaces 13-40
IP traffic  13-45
SNMP  13-56
TCP/UDP 13-42
system object  10-2
Microsoft Internet Explorer script error message B-9
model number, system 13-9
modifying
event class 9-10
SNMP community 8-8
SNMP event trap destination  9-13
static route, for IP routing 7-3
syslog server to receive events 9-16
monitoring statistics  13-1

MTU (Maximum Transmission Unit) 3-8

M

main menu, CL1  14-2, 14-7

management protocols, configuring  8-1
Manager table of contents 1-28

Manager unexpectedly logs out (error) B-6
managing digital certificateson VPN 3002 12-31

N

NAT (Network Address Translation)

definition 11-2
navigating

the VPN 3002 Hardware Client Manager 1-28
Netscape Navigator, requirements  1-1
Network Address Translation See NAT
Network Extension mode 11-2

effect on backup server connection 6-5

required settings on VPN Concentrator  11-3
nonvolatile memory 12-10

event log stored in  13-3
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No such interface supported (error) B-9
Not Allowed (error) B-8
Not Found (error) B-9

@)

options configurable only on central-site
Concentrator 7-9

Out of Range value (error) B-10

P

password
administrator  12-10
factory default (Manager) 1-17
Passwords do not match (error) B-10
PAT mode
configuring 11-6
definition 11-1
enabling 11-6
many-to-one translation  11-6
required settings on VPN Concentrator  11-2
PC monitor/display, recommended settings 1-2
peer 6-2
PEM-encoded certificate 12-28
ping ahost 12-7
PKCS-10
enrollment request  12-24, 12-40
policy management  11-1
Port Address Translation mode See PAT mode
port number
HTTP 83
HTTPS 83
SNMP  8-6
SSH 8-14
syslog server 9-16
Telnet 8-5
Telnet over SSL 85

power, turning off  12-5

PPPOE 3-7

statistics  13-36
PPP over Ethernet See PPPoE
prerequisites, system administrator  xxvii
preshared keys 6-6
private interface

configuring 3-4
private keys, saving in Flash memory  12-16
public interface

configuring 3-6
Public Key Certificate Syntax-10 See PKCS-10
Public Key Infrastructure (PKI) 6-6, 12-16

Index W

Q

Quick Configuration 2-1

R

RC4-128 SSH encryption algorithm  8-14
RC4-40/M D5 Export SSL encryption algorithm
reboot
handling configuration files 12-6
reloads the boot configuration file  12-13
saving log file 12-5,B-1
system 12-5
re-enrolling a certificate 12-54
re-keying a certificate 12-54
remote server
configuring 6-3
renewing a DHCP lease 7-6
renewing digital certificates 12-54
requirements
browser 1-1
Internet Explorer 1-1
IPSec over TCP 6-6
JavaScript  1-2
Netscape Navigator  1-1
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RFC 1650, Ethernet interface MIB objects  13-53
RFC 1907, SNMP version 2 MIB objects 13-56
RFC 2011, ARP table entries  13-51

RFC 2011, IP and ICMP MIB objects 13-45, 13-48
RFC 2012, TCP MIB objects 13-42

RFC 2013, UDP MIB objects 13-42

RFC 2459 12-50

root CA certificate 12-16

routing table (monitoring) 13-2

RRC4-128/MD5 SSL encryption algorithm ~ 8-11
RSA key, SSH 8-13

S

SAVELCG. TXT file 9-4,12-5 B-1
saving

configuration file with CL1  14-6

eventlog 13-5

log file on system reboot  9-4, 12-5
SCEP

(Simple Certificate Enrollment Protocol),
definition 12-16

enrolling an identity certificate 12-41
enrolling SSL certificate 12-42
installing CA certificates 12-17
installing identity certificates 12-22, 12-24
SCEP-enabled certificate 12-17
troubleshooting  12-17
screen
login, using HTTPS  1-17
SDRAM memory 13-9
secure connection
See also tunnel
tunnel  6-1
Secure Shell protocol See SSH
Secure Sockets Layer See SSL. 12-16
Security Associations (SAs) 6-2
self-signed certificates
CA certificates 12-16

SSL 12-16
SSL certificate, generating  12-33
server identity certificates 12-32
server key, SSH  8-13
servers
backup, configuring 6-4
backup, overview 6-4
configuring system access 5-1
remote, configuring 6-3
session idle timeout
live event log overrides 13-6
session key
SSH  8-13
Session Timeout (error) B-5
severity level, events 9-3
shutdown system 12-5
Simple Certificate Enrollment Protocol See SCEP
Simple Network Management Protocol See SNMP
SNMP
configuring internal server 8-6
enabling 8-6
event trap destinations, configuring  9-12
add 9-13
modify 9-13
MIB-II statistics 13-56
port number 8-6
traps, configuring "well-known"  9-8
traps, configuring for specific events 9-11
SNMP communities
adding 8-8
configuring 8-7
modifying 8-8
software image
filenames 12-3, 13-9
updating on VPN 3002
procedure 12-2
stopping an image update  12-3
versioninfo 12-3,13-9
split tunneling
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client (PAT) mode 11-2
Network Extension mode 11-3

SSH
configuring internal server 8-13
enable 8-14
enabling on public interface for XML support
encryption algorithms  8-14
host key 8-13
port number 8-14
RSA key 8-13
server key 8-13
server key regeneration  8-14
session key  8-13
statistics  13-32

SSL
client authentication (HTTPS only)  8-11
configuring internal server 8-10
encryption algorithms  8-11
statistics  13-28

SSL certificate 8-10, 12-16
enrolling 12-37
enrolling viaSCEP  12-42
generating 12-33
installing in browser 1-3
installing with Internet Explorer 1-4
installing with Netscape 1-9
obtaining 12-28
viewing with Internet Explorer 1-8
viewing with Netscape 1-14
VPN Concentrator 1-3

standards
|EEE standard 802.3, Ethernet networks 13-53
ITU 12-50

RFC 1650, Ethernet interface MIB objects  13-53

RFC 1907, SNMP version 2 MIB objects 13-56
RFC 2011, ARPtable entries  13-51

RFC 2011, IP and ICMP MIB objects  13-45, 13-48

RFC 2012, TCP MIB objects  13-42
RFC 2013, UDP MIB objects  13-42

RFC 2459 12-50

X.509 12-50

X.520 12-50
starting the CLI  14-2
static IP addres  3-7
static routes

adding 7-3

configuring for IP routing  7-2
modifying 7-3
statistics

devices behind the VPN 3002 Hardware Client
DHCP 13-30

DNS 13-27

HTTP 13-22

IPSec 13-16

MIB-11  13-39

ARPtable 13-51

Ethernet 13-53

ICMP 13-48

interfaces 13-40

IPtraffic  13-45

SNMP  13-56

TCP/UDP 13-42
monitoring  13-1, 13-15
PPPOE 13-36

public/private Ethernet interface  13-11
SSH 13-32

SSL 13-28

Telnet 13-25

user status 13-14
stopping

CLI 14-6

file upload to VPN 3002 12-3,12-14
the VPN 3002 12-5
subordinate CA certificate 12-16
superuser See administrators
swap configuration files 12-13
syslog format, events 9-6
syslog server
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configuring for events

add 9-16

modify 9-16

port number 9-16
syslog servers, configuring for events 9-14
system configuration 4-1
system identification, configuring  10-2
system reboot  12-5

reloads the boot configuration file 12-13
saving the log file 12-5
system shutdown  12-5

handling configuration files 12-6
system status

monitoring  13-8

private/public interface 13-11

T

table of contents, Manager 1-28
TCP/UDP MIB-II statistics 13-42
Telnet
accessing CLI  14-2
configuring internal server 8-4
enabling 8-4
port number 8-5
statistics  13-25
Telnet over SSL
configuring internal server 8-4
port number 8-5
time and date, configuring  10-3
timeout, administrator  12-11
live event log overrides 13-6
time zone, configuring  10-3

traffic management, configuring  11-1

transmission mode, configuring Ethernet interface  3-5,

3-8
traps, configuring
"well-known" 9-8
destination systems  9-12, 9-13

general events 9-8

specific events  9-11
troubleshooting

crash dump file B-1

eventlog B-1

files created for B-1
information in event log 9-4
information in the event log  13-3
using configuration files B-2
tunnel

configuring protocols  6-2
endpoint  6-1

functional description 6-1
initiation 11-4

protocols 6-1

type (model number), system 13-9

U

UDP MIB-II traffic statistics  13-42
updating software on VPN 3002 12-2
upload filesto VPN 3002 12-14

user status 13-14

using the CLI  14-3

using the VPN Concentrator Manager 1-1

\Y%

valid IKE proposals A-1
viewing
digital certificate details 12-50
digital certificateson VPN 3002 12-31
enrollment request  12-58
eventlog 13-5
SSL certificates
with Internet Explorer 1-8
with Netscape 1-14

VPN 3002 status, sessions, statistics, and event
logs 13-1
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VPN 3002 Hardware Client Manager
errors B-5
navigating 1-28
organization 1-27
window 1-23

VPN Concentrator Manager
loggingin 1-17

using 1-1

W

WINS

backup server, configuring 6-4

X

X.509

digital certificates 12-16
standards 12-50
X.520 standards  12-50
XML

configuring  8-16
enabling 8-16
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